YACTHAS MOJIEJIb
YI'PO3 BE3OITACHOCTHU MMEPCOHAJIBHBIX JAHHBIX
B UTHO®OPMAILIMOHHOM CUCTEME IIEPCOHAJIbHBIX JAHHBIX
YACTHOI'O OBIIEOBPA3OBATEJIBHOI'O YUPEXKJIEHUS
«BJIAIMBOCTOKCKOM MEKJIYHAPOJJTHON CPEJHEN
OBIIIEOBPA3OBATEJIbHOM IIKOJIbI»



O0o3Ha4YeHNs U COKpPALLIEHUS

APM — aBrOoMaTu3MpOBaHHOE paboyee MECTO

BU — BunoBas undopmanus

BTCC — BcriomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NUCTIIn — nadopMaIiiOHHAs cUCTEMa MEPCOHAIBHBIX TaHHbBIX
K3 — koHTponupyemas 30Ha

M3 — MexceTeBOM PKpaH

H/IB — HeneknapupoBaHHBIE BO3MOXHOCTH

HCJl — HecaHKIIMOHUPOBAHHBIN TOCTYI

OBI1/IH — obGecnieyeHue 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX
OC — onepanoHHas cucTeMa

[T/1H — mepcoHanbHbIE JaHHBIE

[IMB — nporpamMMHO-MaTeMaTH4YECKOE BO3ACHCTBHE

[10O — nporpamMmmHOe obecrieueHne

[IOMHMH — no6oyHbI€ 37EKTPOMArHUTHBIE U3TYyUYEHUS U HABOJKU
PU — peueBas undpopmanus

CBT — cpencTBO BBIYMCIUTENBHOM TEXHUKH

C3U — cpeacTro 3amuThl HHGOpMAIUU

CIIN — creranorpadudaeckoe mpeodpazoBaHre HHGHOPMAITHH
COVIIN — ciennanbHbIe 2JIEKTPOHHBIE YCTPOUCTBA MepexBaTa HHGOpMAIIIH
TKYU — Texanueckuii kaHaja yreuku uHpopmauu

TCOMU — Texanueckue cpeactra 00padboTku HHGOPMAITHH
YBITJIH — yrpo3sl 6€301MacHOCTH MEPCOHANBHBIX JAHHBIX



1. TepMmuHbI U onIpeaeIeHNs

B HacTosiieM JOKyMEHTE UCIONB3YIOTCS CIEAYIOIIME TEPMUHBI M HX
OTIPEICIICHHUS:

ABTOMATH3MPOBAHHASI CHCTEMAa — CHUCTEMa, COCTOSINAs M3 IepcoHaga |
KOMILJIEKCA  CPEACTB  aBTOMAaTH3allMd  €ro  JIeATEJIbHOCTH,  pealu3yromias
UH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (YHKIIUMA.

AyTeHTH(UKAIUS OTHPABUTENA JAHHBIX — TMOATBEPXKICHUE TOTO, YTO
OTHPABUTEND MOJTYUYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.
be30nacHOCTh NEpPCOHANBHBIX JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH

NEPCOHAIBHBIX  JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEACTB U UHPOPMAIMOHHBIX  TEXHOJOTHH  00ECIedyuTh
KOH()HJIEHIUAJIBbHOCTh, LIEIOCTHOCTh U JIOCTYIHOCTh NEPCOHAIBHBIX AAHHBIX MPU UX
00paboTke B MUHPOPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

BiokupoBaHue nepcoHabHBIX JAHHBIX — BPEMEHHOE NpeKpalieHue coopa,
CUCTEMATHU3allNM, HAKOIUIEHUS, HCIOJb30BaHUsA, PACIPOCTPAHEHUS, MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX ITepeaadu.

Bupyc (KkoMnbIOTEpPHBbIH, NMPOrPAMMHBIH) — HCIOJHSAEMBIA MPOTPAMMHBIN
KOJl WM WHTEPIPETHUPYEMbIi Ha0Op WHCTPYKIMM, OOJaaronIuii CBOWCTBAMHU
HECAaHKIIMOHUPOBAHHOI'O PACHPOCTPAHEHHUST M camoBocnpousBeneHus. Co3naHHbIE
nyOnuKaTel KOMIBIOTEPHOIO BHpYyca HE BCErjJa COBMAJAIOT C OPUTHMHAJIOM,

HO  COXpPaHAIOT CIIOCOOHOCTH K JadbHEUIEMy pacrpoCTpaHEHUIO
Y CaMOBOCIPOU3BEICHHUIO.
Bpenonocnass mporpamMmma — mporpaMma, —[peIHAa3HAYEHHAs IS

OCYILIECTBJICHUS HECAHKIMOHUPOBAHHOTO JOCTynma ¢ (WJIH) BO3ACHCTBUS Ha
NIEPCOHAJIbHBIE JIAaHHBIE WJIM PECYpPChl MH(POPMALMOHHON CHCTEMBI MEPCOHATBHBIX
JTAHHBIX.

Bcnomorare/ibHble TeXHHYeECKHEe CpPeICcTBAa W CHCTEMbl — TEXHHYECKHE
CpEIICTBA M CUCTEMBI, HE MpE/IHa3HAUYCHHbIE ISl TIepeayn, 00pabOTKU U XpaHEHUs
MIEPCOHAIBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACTBAMHU
U CHUCTEMaMH, TpeIHAa3HAYCHHBIMU /I OOpabOTKM MEPCOHANBHBIX JAHHBIX, WM
B IIOMELIEHUSX, B KOTOPBIX YCTaHOBJEHbl HH(POPMALMOHHBIE  CHUCTEMBI
NIEPCOHAJIBHBIX JaHHBIX.

JocTtynm B omnepanMoOHHYK cpeay KoMmMmnbloTepa (MHGpOpMaUMOHHOMI
CHCTeMbl MMEPCOHAJbHBIX [JAHHBIX) — I[OJYy4YEHUE BO3MOXKHOCTHU 3alycka Ha
BBINIOJIHEHUE ILITAaTHBIX KOMaHA, (GYHKUWNA, MNpOIEAyp OMNEPallMOHHON CHCTEMBI
(YHUYTOXKEHHUS, KOMHUPOBAHUS, TEPEeMEIICHUs] M T.N.), HCHOJHSAEMbIX (ailioB
MPUKJIAIHBIX IPOrPaMM.

Hoctyn kK uHpOpMAUMU — BO3MOXKHOCTb TMOJy4YeHUS HWHGOpPMAIUU U
€€ UCIOJIb30BaHUSI.
3akjaiouHoe YCTPOWMCTBO — DIEMEHT CpeACcTBa chemMa UHGOpMAIINH,

CKPBITHO BHEIpSIEMbIH (3aKJaJbIBAEMbld WM BHOCHMBII) B MECTa BO3MOKHOTO
chemMa mH(popMaIu (B TOM YHUCJIE B OTPaXKICHUE, KOHCTPYKIIHIO, 00OpYyIOBaHUE,
MpeAMEThl UHTEpPhEpa, TPAHCIOPTHBIE CPEJCTBA, a TAKXKE B TEXHUUYECKHE CPENICTBA
U CUCTEeMbI 00pabOoTKu nH(pOpMALIHN).
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Jammmaemasas uHopmanuss — uUHPOpMAIM, SBISIOLIASACS MPEIMETOM
COOCTBEHHOCTH M TOJUIeKAIasl 3alUTE B COOTBETCTBUH C TPEOOBAHUSAMHU MPABOBBIX
JIOKYMEHTOB WJIM TPeOOBAHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH(MOpMAaIUH.

Nnentndukanmuss — mnpucBoeHue CcyObekTaM U O00BEKTaM  JIOCTYyIa
uaeHTuuKaropa u (Win) CpaBHEHHUE MPEIBABISIEMOTO UIEHTU(UKATOPA C IEPEUYHEM
IPUCBOCHHBIX UACHTU(PUKATOPOB.

NudpopmMaTuBHBIN CUTHAJ — DJJIEKTPUYECKUE CUTHAJbI, aKyCTUYECKHUE,
AJIEKTPOMArHUTHBIE U Jpyrue (U3NYecKue MoJjs, M0 MapaMeTpaM KOTOPhIX MOKET
ObITh packpbiTa KoH(puIeHIManbHass wuHpopManus (MepcoOHaNIbHBIE JaHHBIE),
oOpabarbiBaeMasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

NudopmannonHass  cucreMa  NEPCOHAJBHBIX  JAHHBIX —  3TO
uH(pOpPMAIIMOHHAs CHCTEMA, MPEACTaBIsAioNias co00i COBOKYNMHOCTh MEPCOHAIBHBIX
JAHHBIX, CoJlepKalluXcs B 0a3e JaHHBIX, a TakkKe WH(OPMAIIMOHHBIX TEXHOJOTHHI U
TEXHUYECKUX  CPEACTB, TO3BOJSIOIIMX  OCYHIECTBIATH  OOpabOTKYy  TaKHUX
NEPCOHANBHBIX JAHHBIX C  HCHOJB30BAHMEM CPEACTB  aBTOMATH3alUU WU
0€3 UCI0JIb30BaHMs TAKUX CPEJICTB.

NudopmanmonHble TEXHOJOTHMM — TPOIECCHl, METO/Abl TOHUCKa, cOopa,
XpaHeHus1, 00pabOTKH, IPEIOCTaBICHUS, paCIPOCTpaHEHUSI HHPOPMALUUA U CIIOCOOBI
OCYUIECTBJICHUS TAKUX IPOLIECCOB U METOJIOB.

Hcrounuk yrpo3sl 0Oe3omacHocTH HHPpopmanumu — CcyOBeKT J0CTyna,
MaTepUabHBIA O00BEKT WIM (PHU3NYECKOEe SIBJICHUE, SBISAIOMIUECS MPUYUHON
BO3HMKHOBEHUS yTPO3bl 0€30MMaCHOCTH MH(OPMAIUH.

Kontposnupyemassi 30Ha — 13TO MPOCTPAHCTBO, B KOTOPOM HCKIIOYEHO
HEKOHTPOJUpPYEeMOe TNpeObIBaHUE COTPYAHUKOB W  TIOCETUTENEH  oleparopa
Y TIOCTOPOHHUX TPAHCHIOPTHBIX, TEXHUUECKUX U MHBIX MaT€PUATbHBIX CPEJICTB.

KoH(puieHuMaJIbHOCTh NEPCOHANBHBIX [JaHHBIX — 00s3aTeNbHOE IS
COOJIIO/IEHHS. OIEpaTopoM WM HUHBIM TOJYYUBLIMM JOCTYNl K I€PCOHAJIbHBIM
JAHHBIM JIULIOM TpeOOBaHME HE JIONYCKaTh WX paclnpocTpaHeHus Oe3 coriacus
CyObeKTa MepCOHAIBHBIX JaHHBIX WM HAJIUUYUS HHOTO 3aKOHHOI'O OCHOBaHUSI.

MexcereBoii  3KkpaH  —  JIOKajdbHOE  (OJHOKOMIIOHEHTHOE)  WIIH
(GYHKIIMOHATBHO-PACIIPEIETICHHOE IPOrpaMMHOE (mporpaMMHO-anmnapaTHoe)
CpENCTBO (KOMILIEKC), pean3yloliee KOHTPOIb 3a MH(pOpMalUel, mocTynarmen B
UHPOPMAIIMOHHYIO CHUCTEMY NEPCOHAIbHBIX MJaHHBIX W (WJIM) BBIXOJMIIEH U3
UH(OPMAITMOHHOW CHCTEMBI.

Hapymmuresasb 0e30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — (pU3MYECKOe JHUIIO,
CIIy4ailHO WIM NPEJIHAMEPEHHO COBEPIIAOIIEE JEHUCTBHS, CIEICTBUEM KOTOPBIX
ABIIAETCS HapylIeHHe Oe30MaCHOCTH MEePCOHAIBHBIX JAaHHBIX MpPU HX 00paboTKe
TEXHUYECKUMU CPEICTBAMU B MHPOPMAIIMOHHBIX CUCTEMAaX NePCOHABHBIX JaHHBIX.

HenexknapupoBanHble BO3MOKHOCTHM — (YHKUHOHAIbHBIE BO3MOYHOCTH
CPEJICTB BBIYMCIUTEIBHON TEXHUKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOIIME
ONMHMCAHHBIM B JOKYMEHTAILMH, NMPU MCIOJb30BAaHUN KOTOPBIX BO3MOXKHO HapyIlIEHUE
KOHQUACHINAIBHOCTH,  JOCTYIHOCTH  HJIM  LEJIOCTHOCTH  0OpabaThIiBacMoOi
uH(popmauu.

HecaHKUMOHMPOBAHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHBIE [eHiCTBHA) —
I0oCTyll K WHGOpMAlMK WU JEWCTBHS ¢ UWHGOpMAaIME, OCYIIECTBIIEMbIE C
HapyLIEHUEM YCTAaHOBJICHHBIX NpaB W (WJIM) MpaBUil JOCTyNa K MHPOPMALMH WU
JEUCTBUMN C HEM C MPUMEHEHUEM IITATHBIX CPEACTB UHPOPMAITMOHHON CUCTEMBI WU
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CPEIICTB, AaHAJOTMUYHBIX MM IO CBOUM (DYHKIIMOHAIILHOMY TMIPEIHA3HAYCHUIO W
TEXHUYECKUM XapaKTEPUCTHKAM.

Hocuteap unpopmanuu — Qusnyeckoe JUI0 WIK MAaTepUATbHBIA OOBEKT, B
TOM 4HucCle (PU3NYECKOE I0JIe, B KOTOPOM MH(pOpMAIUs HAXOAUT CBOE OTPAXCHUE B
BUJIE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKUX PEIICHUW U MPOIECCOB,
KOJMYECTBEHHBIX XAPAKTEPUCTUK (PU3HUECKUX BETUYUH.

O0padoTka mNepCOHANBHBIX [JaHHBIX — JeiicTBus (omeparuu) ¢
MEPCOHANBHBIMU  JaHHBIMH, BKJIOYas cOOp, CHCTEMaTH3allfio, HaKOIUICHHUE,
XpaHeHue, yrouHeHue (0OHOBIIEHHE, U3MEHEHUE), UCTI0JIb30BaHKE, PACIIPOCTPAHEHUE
(B TOM wuwMcine Tepenady), oOe3NMYMBaHUE, OJIOKMPOBAHWE, YHHUYTOXKECHHE
MIEPCOHAIBHBIX TAHHBIX.

Omneparop — rocy1apCTBEHHBIN OPTaH, MyHULUIIAIBHBIA OpraH, FOPUANYECKOE
Wi (U3MYECKOe JIMI0, OpraHu3ylomue U (WIM) OCYIISCTBISAIONINE O00pabOTKYy
NEPCOHANIBHBIX JIAHHBIX, a TAK)KE OINpEACINIAIONINE 1eIM U COAEpKaHue 00pabOTKU
MEPCOHAIBHBIX IAHHBIX.

IlepexBar (uHopmMannu) — HEMPaBOMEPHOE TMOJMydeHHE HHPOPMAIMH C
HCIOJIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBRISAIONIET0 0OHApYKEHHUE, TPUEM
1 00pab0TKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble aHHble — J00as uWHGOpMAIMs, OTHOCSIIAACS K
ONPENICTICHHOMY WJM  OIpEeNeIsieMOMYy Ha OCHOBAaHMM Takol HMHQOpMaluu
buznyeckoMy iy (CyOBEKTYy TEpPCOHATIBHBIX JAaHHBIX), B TOM YHCIIE ero (hamuius,
UMs, OTYECTBO, JaTra M MECTO pOXACHMUS, aapec, CEMEWHOEe, COLMAJIbHOE,
UMYIIIECTBEHHOE  TOJIOKEeHHe, oOpa3oBaHue, mpodeccus, AOXOHbl, Apyras
uHpopMarus.

Ilo0ounbIe 3JIEKTPOMATHUTHBIE U3JIy4YeHH s " HABOJAKH —
AIIEKTPOMArHUTHBIE M3IYyYEHUsT TEXHUYECKUX CPEACTB OOpabOTKH 3alMIIaeMOM
uH(pOpMaIU, BOZHUKAIOIME KaK MOOOYHOE SBJIICHUE U BbI3BAHHBIC YJIEKTPUUECKUMU
CUTHAJIaMHU, JCUCTBYIOIIMMHM B MX JJICKTPUUYECKMX W MArHUTHBIX LETSIX, a TaKxKe
ANIEKTPOMArHUTHBIE HABOJKM JTUX CUTHAJIOB HAa TOKOMPOBOMSIIHNE JIMHUH,
KOHCTPYKIIMU U LENU MUTAHUS.

IMoab3oBaTe b MHPOPMALMOHHON CHCTEMBbI MEPCOHAIBHBIX JTAHHBLIX —
JUI0, ydYacTBylollee B  (DPYHKIMOHUPOBAHMM  WH(GOPMAIMOHHOW  CUCTEMBI
MEPCOHANBHBIX JAHHBIX WM UCTOB3YIOIIEe PE3yIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuia  pasrpaHuveHusi  JOCTyma —  COBOKYIHOCTb  IpPaBuI,
perfiaMeHTUPYIOMIKX TTpaBa J0CTyIa CyOBEeKTOB TOCTYIA K 00BEKTaM JOCTYIIA.
IIporpaMMHasi 3aKJjJiaikKa — CKPBITHO BHECEHHBI B IPOrPaMMHOE

oOecrieueHre (PYHKIMOHAIBHBIM OOBEKT, KOTOPBIA MPU ONPEEIECHHBIX YCIOBUAX
crocoOeH  Oo0ecrevynTh HECAHKIIMOHUPOBAHHOE MPOTPAMMHOE  BO3JICHUCTBHE.
[IporpamMmHas 3akiiajika MOXET ObITh peagnu30BaHa B BU/IE BPEIOHOCHON MPOrPaMMBI
WJIU TPOTPaMMHOTO KOJIa.

IIporpammHoe (mporpaMMHoO-MaTeMaTHYeCKOe) BO3JelicTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBUE  HAa  PECypchl  aBTOMAaTU3MPOBAHHOMU
WH(OPMAIITMOHHONW CHUCTEMbI, OCYIIECTBISIEMOE C HCIIOJIB30BAHUEM BPEIOHOCHBIX
MIPOTPaMM.

Pecypc un(popManMOHHON CUCTEMbI — UMEHOBAHHBIN AJIEMEHT CHCTEMHOIO,
MPUKJIIATHOTO W amnmapaTHOIo oOecrieueHus GyHKIIMOHUPOBAHUS
UH(OPMAITMOHHON CUCTEMBI.



6

CpeacrBa BBIYHCIUTEIBHON TEXHUMKHM — COBOKYIHOCTH NPOTPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pa0OTKU JAHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJILHO UJIM B COCTaBE JIPYTHX CUCTEM.

CyobekT goctyna (cy0beKT) — JMIIO WIM TpollecC, ACHCTBUA KOTOPOTO
pETIIaMEHTUPYIOTCS TIpaBUJIaMU pa3TpaHUYeHUs JOCTYyTIA.

Texunueckue cpeacrsa HHPOPMALMOHHON CHCTEMbl MEPCOHAJIBHBIX
JAHHBIX — CPEJICTBA BBIYMCIHUTEIHLHON TEXHUKH, WH()OPMAITMOHHO-BBIYHCIUTEIbHBIC
KOMILJIEKCHI W CETH, CpEeACTBA W CHUCTEMBI Iepefadd, MpueMa u o0paboTKH
MEPCOHANBHBIX JAaHHBIX (CPEICTBA W CHCTEMBI 3BYKO3AMHMCH, 3BYKOYCHJICHWSI,
3BYKOBOCIIPOM3BEACHUS, IMEPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOWCTBA, CPENICTBA
W3TOTOBJICHUS, THPAKUPOBAHUS JIOKYMEHTOB M JPYyTHE€ TEXHUUYECKHE CPEICTBA
00paboTKH peueBoi, rpapuyeckoil, BUIeO- U OYKBEHHO-IU(POBOM MHGPOPMALIHH),
MporpaMMHBIE CpeJICTBa (OMEpPaIlMOHHBIE CUCTEMBI, CUCTEMbI yMIpaBieHUs OazaMu
JTAHHBIX U T.I1.), CPEICTBA 3aITUTHI HH()OpMAIUH.

TexHuyecknil KaHaJ YTeYKM HHEMOPMAIMHU — COBOKYIIHOCTb HOCHUTEIA
uHpopmanmu  (cpencrBa o0pabOTKH), (U3MYECKOM Cpelbl PacIpOCTPAHCHHS
WHOOPMATUBHOTO CUTHAJIa M CPEACTB, KOTOPHIMH JOOBIBAETCS 3alllHIlaeMast
uHdopmarus.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBbHBIX JAHHBIX — COBOKYTHOCTh yCJIIOBUN U
(GakTopoB, CO3MAOMIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIEC
CIIy4allHOT0, JOCTYyNa K MEPCOHAIbHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOrO0 MOXKET
CTaTh YHHUYTOXXEHHE, U3MEHEHUE, OJIOKMPOBaHUE, KOMUPOBAHUE, PACHPOCTPAHECHUE
MIEPCOHANILHBIX JIAHHBIX, & TAK’K€ WHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUI TMPU UX
00paboTke B MHGOPMAIIMOHHON CUCTEME TIEPCOHAIBHBIX JIAHHBIX.

YHUUYTOKEeHNE MEePCOHATBHBIX JaHHBIX — JICHCTBHS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOXHO  BOCCTAaHOBUThb  COJCpP)KaHUE  IMEPCOHAJBHBIX  JIAHHBIX B
MH(OPMAIIMOHHONW CUCTEME TNEPCOHAJIBHBIX JAHHBIX HIIM B PE3yJIbTaTe KOTOPBIX
YHUUTOXKAIOTCS MaTepuaIbHble HOCUTEIHN MEPCOHATBHBIX JaHHBIX.

VYreuka (BamumaemMoil) uHoOpManmMU IO TEXHUYECKHM KaHAJIaM —
HEKOHTPOJUPYEMOE pacnpocTpaHeHHue WHGOPMAIMM OT HOCUTENS 3allUIaeMOu
uHpopManmu  depe3  (PUIMUECKYI0  cpemny 0  TEXHHYECKOrO0  CPEJCTBa,
OCYIIECTBIISIONIETO MepeXxBaT HHHOPMAIIHH.

Ya3BUMOCTh — HEKas cJadoCcTh, KOTOPYIO MOXHO HCHOJB30BaTh IS
HapyLIEHUs1 CUCTEMBI WIIM COAEp Kalleiicss B Hell nH(popManuu.
HenocTHocTh HMHpOpPMAUMH — COCTOSHHE HMHPOpPMALUUU, MPU KOTOPOM

OTCYTCTBYCT aI000e ee W3MEHEHHE JH00 H3MEHEHHE OCYIICCTBIIACTCA TOJIBKO
NpeaAHaMCPCHHO CY6’L€KTaMI/I, HMCIOIIIMMHU Ha HETO IIPaBo.
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2. O01mMe moJIoKEeHUud

Hacrosias «ba3oBasi Mozienb yrpo3 6€30MacHOCTH MEPCOHANBHBIX JTAHHBIX TPU
ux 00paboTKe B MH(POPMALMOHHBIX CHUCTEMAaxX MEPCOHANbHBIX TaHHBIX» (Hanee —
Mogenb yrpo3) COIEpXKHUT CHUCTEMaTU3UPOBAHHBIM IepeueHb Yrpo3 O0e30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX TMpU MX 00paboTke B MH(DOPMALMOHHBIX CHCTEMaX
NEPCOHAIBHBIX JITAHHBIX. OJTHU YIpO3bl OOYCIOBJIEHBbl NPEIHAMEPEHHBIMU WJIU
HEMPETHAMEPCHHBIMU JEHCTBUAMH (PU3UYECKUX JIUI, JCUCTBUSMH 3apyOeKHBIX
CHELCTYKO WM opraHuzaiuii (B TOM 4YHCIE TEPPOPUCTHUYECKUX), a TaKkxKe
KPUMHUHAIBHBIX TPYIIUPOBOK, CO3IAI0IIUX YCIOBUS (MIPEANOCHUIKH) ISl HAPYILIECHUS
6e3omacHocTu nepcoHanbHbIX AaHHBIX (I1/[H), KOoTOpOEe Benmer Kk yiiepOy *KU3HEHHO
B)XHBIX MHTEPECOB JINYHOCTH, OOILIECTBA U FOCYIapCTBa.

Mopens yrpo3 COIEpXKUT €IWHBIE WMCXOAHBIE JAHHBIE II0 yIrpo3am
0€30MacHOCTH TEPCOHAIBHBIX JIaHHBIX, 00padaThiBaeMbIX B HWHGOPMAIIMOHHBIX
cuctemax nepcoHanbHbiX faHHbIX (UCII/IH), cBSI3aHHBIM:

c mnepexBatoM (cbemoM) I[I/I[H MO TeXHUYECKMM KaHajdaM C LEIbI0 UX
KOIMPOBAHMS WJIN HEITPABOMEPHOI'O PACIIPOCTPAHEHNS;

C HECAaHKLIIMOHMPOBAHHBIM, B TOM 4MCIie ciaydaiHbeiM, nqoctynoMm B MUCII/IH ¢
LEJbI0 M3MEHEHUs, KOMHMPOBAHMS, HempaBoMepHOro pacrnpoctpaHenus [I[JIH wnu
JeCTPYKTUBHBIX Bo3aericTBui Ha anemeHThl MCII/{H u oO6pabaTeiBaembix B Hux [1JIH
C MCIIOJB30BAHMEM MPOrPAMMHBIX W IMPOTPAMMHO-ANNAPATHBIX CPEJICTB C LEJBIO
YHUYTOXEHUS Wi 6mokuposanus [1/1H.

C npumeHeHneM Mojienu yrpo3 pemaroTcs CAEAYIONIUE 3a1a4u:

pa3paboTKa 4YacTHBIX Mojieiell yrpo3 Oe3omacHoctd IIJIH B KOHKpETHBIX
NCIIIH ¢ yueToM ux Ha3HAYEHUs, YCIOBUN U OCOOEHHOCTEN (PyHKIIMOHUPOBAHMS;

ananu3 3amuunieHHoctu WCII[H ot yrpo3 Oe3zomacHoctu IIJlH B xome
OpraHH3aIliy U BBIOJHEHUS paboT 1o obdecrnedenuio 6e3omacHocTH I1/1H;

pa3paboTka cucteMbl 3amuThl I1/[H, oOecmeumBaromeil HEHWTpaTU3aAIUIO
MpeanojgaraeéMplx yrpo3 € HMCIIOJIb30BAaHUEM METOJOB U croco0oB 3amuthl [1/1H,
MPEyCMOTPEHHBIX I COOTBETCTBYIOMIETO Kinacca MCIIH;

IPOBEJECHUE  MEPOIPHUATHIA, HAallpaBJICHHBIX ~ HAa  MPEJOTBpalICHUE
HECaHKIIMOHUPOBAaHHOTO joctyna K [1/Ix u (wnm) nepenayu ux Juiiam, He UMEIOIIUM
mpaBa JA0CTyna K Takoi uHpopmaluu;

HEJIONYyIIECHUE BO3AeHCTBUA Ha TexHuueckue cpeactsa MCII/IH, B pe3ynbTare
KOTOPOTO MOXKET ObITh HAPYIICHO WX (PYyHKITMOHUPOBAHHE;

KOHTPOJIb 00€CIeueHusl YPOBHSI 3aIIUIIIEHHOCTH IEPCOHATBHBIX JTAHHBIX.

B Mopgemn yrpo3 nmano o6o6menHoe onucanue MCIIJIH kak 0OBEKTOB

3aIUThI, BO3SMOKHBIX HCTOYHUKOB YTPO3bl 0€30MaCHOCTH MEPCOHATBHBIX IAHHBIX
(YBII[JH), ocHoBHbIX KiaccoB yszBumocteid MCII[IH, BO3MOXHBIX BHJIOB
JNECTPYKTUBHBIX Bo3nercTBUil HA [1/]H, a TakKe OCHOBHBIX CIIOCOOOB UX peau3allii.
VYrpo3ssl 0e3onacuoctu I1/]H, o6padateiBaembix B UCII[IH, conepxaniuecs B
Hacrosimed Mojienu yrpo3, MOryT YTOUHSTBHCS U JIOMOIHSATHCS IO MEPE BbISABJICHUS
HOBBIX HCTOYHHKOB YIpO3, pa3BUTHsS crocoO0B U cpenctB peanusanuu YBIIJ(H B
NCII/Ix. Baecenne nuzmenenunii B Mogens yrpo3 ocymectsisiercss @CTOK Poceun B
YCTaHABJIMBAEMOM ITOPSIKE.
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3. Kimaccuukanusi yrpo3 0€30acHOCTH MEPCOHAJbHBIX JAHHbIX

CoctraB u conepxxanue YDBII/IH ompenensieTcsi COBOKYNMHOCTHIO YCIOBHH H
(GakTopoB, CO3JAIOMIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
ciay4yanHoro, noctyma K [1J1H.

COBOKYITHOCTh TakMX YCJIOBUH U (PakTopoB (POpMUPYETCS C YYETOM
xapakrepuctuk MCII/IH, cBoicTB cpefpl (IIyTH) pacnpoCTpaHeHUs WH()POPMATUBHBIX
CUTHAJIOB, COJEPKAIUX 3aIUIAEMYyI0 HH(HOPMAITUIO, 1 BO3MOXKHOCTEH UCTOYHHKOB
YIPO3BbL.

K xapakrepuctukam MCII/IH, oOycnoBnuBatomuM Bo3HUKHOBeHue Y BII/IH,
MO>XHO OTHECTH Kareroputo u o0bem obpabatsiBaembix B MCII/IH mepcoHanbHbBIX
nanabiX, cTtpykrypy HWCIIH, Hanmmuwe noxakmtouenud MCIIH k ceTaMm CBsi3u
o0I11ero MoJIb30BaHUs M (WJIM) CETSIM MEXIyHApOJIHOr0 MH(OPMAIIMOHHOTO OOMEHa,
XapakTepucTuku mnojacucteMbl Oe3zonacHoctu [1/[H, oOpabateiBaembix B MCII/IH,
pEXKUMBI 00pPaOOTKHU MEPCOHATBHBIX JAHHBIX, PEXKUMBI pa3rpaHUUYeHUs MIpaB JI0CTymNa
nonb3oBareneit UCII/IH, MECTOHAXO0XK/IEHUE U YCJIOBUSl Pa3MEIICHUS TEXHUYECKUX

cpeacts UCIT/IH.
Nudopmanmonnsie cucremsl [I/IH mpeacraBisitoT coO0H COBOKYIHOCTb
UHPOPMAIMOHHBIX M MPOrpaMMHO-alMapaTHBIX  AJIEMEHTOB, a  TaKke

MH(OPMAIMOHHBIX TEXHOJIOTUH, NpUMEHsIeMbIX TTpu 00padoTke [1/]H.

OcHoBHbIMU 21eMeHTamu UCII/H sBastoTCS:

NIEPCOHAJIbHBIE JTAaHHBIE, coAepXkalirecss B 0a3ax AaHHBIX, KAK COBOKYMHOCTb
uH(popmalmu 1 ee Hocutenei, ucnoiabzyeMbix B MCI/IH;

UH(POPMAIIMOHHBIE TEXHOJOTHH, TMpHUMEHseMble Tmpu obOpabotke [1/1H;
TEXHUYECKUE CPEACTBa, ocymiecTBisitone obpadorky [1J[a (cpeacTtra
BBIYHMCIIUTEIILHON TEXHUKHU, UH()OPMAITMOHHO-BHIYUCIUTEIBLHBIE KOMILJIEKCH U CETH,
CpeICTBa M CHUCTEMBI Inepenayu, npuema u odbpabotku I[1/IH, cpeacTtBa u cuctemsl
3BYKO3aIlUCH,  3BYKOYCWJIEHHMS,  3BYKOBOCIIDOM3BEJIECHHUS,  IEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA MU3TOTOBIICHUS, TUPAKUPOBAHUS TOKYMEHTOB
U Jpyrue TEXHUYECKHUE CpefcTBa 0OpabOTKM peueBOM, Tpaduueckoi, BHIIECO- H

OykBeHHO-LIM(poBoM nHPopMmanun) (nanee — rexuuueckue cpeactsa UCII/n);

IPOrpaMMHBIE CpEeACTBa (ONEPAUMOHHBIE CHUCTEMBI, CHCTEMbI YIPABICHHUS
0a3zaMM TaHHBIX U T.I1.);

CpeIICTBa 3allUThl HH(POPMAITIH;

BCIIOMOTaTeNbHble TexHu4Yeckue cpenctsa u cucremsl (BTCC) — texuunyeckue
CpEICTBa U CHUCTEMBI, X KOMMYHHUKAIIMH, HE TMpeJHA3HAYCHHBIC NJIsi 00paboTKH
[1/IH, HO pa3MelieHHbIE B MOMENICHUSX (Janee — Ciay>KeOHble MOMEIECHHUs), B
KoTtopbix pacnoiokenbl MCII/IH, uX TEeXHMYECKHE CpelcTBa (Ppa3jIuyHOIro poja
Tene(OHHBIE CPEJICTBA U CUCTEMBI, CPEJICTBA BHIUUCIUTEIBHOW TEXHUKH, CPEACTBA U
CUCTEMBI lepeAaun JaHHBIX B CUCTEME PaUOCBS3H, CPEACTBA U CUCTEMbI OXPaHHOU
U MOXapHOW CUTHAJIM3ALMHM, CPEACTBA M CHUCTEMbI ONOBEIICHUS U CUTHAIM3ALMH,
KOHTPOJIbHO-U3MEPUTENIbHAS anmnaparypa, CpencTBa U CUCTEMBI
KOHJMIMOHUPOBAHHUSI, CPEJICTBA U CUCTEMBI IIPOBOIHOM PaAUOTPAHCIISIIUOHHON CETH
U TpUeMa MporpaMM paJUOBEIIaHHUSI W TEJIEBUACHUSA, CPEACTBAa 3JIEKTPOHHOMN
OPI'TEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTPOYaCO(UKAIUN).

CpoiictBa cpeapl (IyTH) pacnpocTpaHEHUsT HWH()OPMATUBHBIX CHUTHAJIOB,
CoJIepKallliX 3alMIIAEMYI0 HH(POpMALUIO, XapaKTEPU3YIOTCA BUAOM (PU3NUECKON
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cpeapl, B KOTOpoM pacupoctpanstorces I[IJIH, u onpenensrorcs Ipu  OLEHKE
BO3MOKHOCTH peanu3anuu Y bI1/[H.

Bo3moxuoctu ucrounukoB YBII/[H 00ycioBlIeHbl COBOKYITHOCTBIO CITOCOOOB
HECAaHKIIMOHUPOBAHHOTO W (Wium) ciywaiiHoro pgoctyna k I[I/IH, B pesynbrare
KOTOpPOTO  BO3MOXXHO  HapylleHHWe  KOH(PHUACHIMATBbHOCTH  (KOMHUPOBAHUE,
HEMPaBOMEPHOE PACIPOCTPAHEHHUE), EIOCTHOCTH (YHUUTOXEHHE, U3MEHEHHE) U
noctynHocTH (01okupoBanue) [1/1H.

VYrpoza 6e3zonacHoctu [1J[H peanusyercss B pe3yibrare 00pa3oBaHMs KaHaja
peanuzanuu YBIIJIH Mexly UICTOUHHKOM Yrpo3bl U HocutesieM (nctouHukom) [1/1H,
YTO CO3JAeT yCJIOBUS JJIsl HapymieHus Oe3onacHocTH [1/lH (HecaHKIIMOHUPOBAHHBIN
WIH CITyYailHbIA AOCTYM).

OCHOBHBIMM 3JIEMEHTaMH KaHaja peanusanuu Y BIIJIH (pucyHok 1) aBisroTcs:

uctounuk YBIIJIH — cyObekT, MarepuaibHblii 0OBEKT WM (U3HYECKOE
siBlIcHUE, co3aaroniue Y bII/IH;

cpena (myTh) pacnpoctpanenuss IIJlH wim Bo3delcTBHI, B  KOTOpOH
dbusnueckoe Mosie, CUrHall, JaHHbIE WM MPOrpaMMbl MOTYT PacHpOCTPaHATHCA U
BO3JICHCTBOBATh Ha 3alllMIIAEMble CBOWCTBA (KOH(PUACHIMAIBHOCTD, IEJOCTHOCTD,
noctynHocTts) I1/1H;

Hocutenb [1/In — dusmdeckoe mUI0 WM MaTEPHAIbHBIA OOBEKT, B TOM YHUCIIE
¢uznyeckoe mosue, B koropoMm [I/IH HaxodsT cBoe OTpakeHHE B BUJE CHUMBOJIOB,
00pa30B, CHUTHAJIOB, TEXHUYECKUX PEIIEHUI U MPOLECCOB, KOJIUYECTBEHHBIX
XapaKTEPUCTHK (HPU3UIECKUX BEITHUVH.

Cpena pacnpocTpaHeHHUs
HUcTounuk I1/11 u Bo31eiicTBUiIA
yrpo3 0e30MacHOCTH |4 [IpreMHuK +—> Hocurens 1110
[ du MH(GOPMaTUBHOTO CUTHaIa
[Tepenatunx

BO3JEHCTBYIOLIETO CUTHAJIA

Pucynox 1. O6o0menHas cxema KaHajia peaqnu3aii yrpo3 0e30macHOCTH
NEePCOHANBHBIX TAHHBIX

Hocutenu II[IlH MoryT coaepkaTb HH(POPMALIMIO, MPEACTABICHHYIO B

CIIEAYIOIINX BUIAX:
akyctuueckas (peuenas) undopmanus (PU), cogeprkaiasicss HEMocpeICTBEHHO
B npouszHocuMoil peun noias3zoBarenss MCIIIn npu ocymiectBieHun uMm GyHKUIUUA
rosjocoBoro BBoma IIJln B MCII[dH, nubo BocmpousBoAMMAas aKyCTHUECKHUMU
cpeactBamu UCII/IH (ecnu Takue GyHKIUU MPEAYCMOTPEHBI TEXHOJIOTUEH
obOpabotku [1J[H), a Takxke copeprkamascs B JIEKTPOMArHUTHBIX TOJIAX U
AJIEKTPUUECKHUX CUTHAJIaX, KOTOPbIE BOSHUKAIOT 3a CYET MpeoOpa3oBaHui
aKyctuieckoit nHpopmanmu; BuaoBas nHbopmanus (BN), npencraBnenHas B Buie
TEKCTa U U300paXKEHUN pa3IMUHbIX YCTPOMCTB OTOOpaKeHUs
uH(pOpMaIU CPEACTB BBIYHCIIUTEIBHONU TEXHUKH,
MH()OPMAIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOTKU
rpaduueckoii, Buaeo- U OyKBEHHO-LIU(PPOBON HH(POpPMALIMU, BXOASIIHNX B

coctaB UCII/IH;
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uHpopmarnusi, oOpabarbiBaemasi (uupkyiupytomas) B HWCII[AH, B BuAe
ANEKTPUUYECKUX, IIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uH(popmanus, oopadbarsiBaemas B UCII/IH, npeacraBieHHas B Buae OUT, OaiT,
(haiisioB U IPYTUX JOTUUECKUX CTPYKTYP.

B uensix ¢opmupoBanusi cucreMarusupoBaHHoro mnepeuds YBII/IH npu ux
oopabotrke B WCII[IH u pa3paboTke Ha HMX OCHOBE YaCTHBIX MOJIENICH
npuMeHUTENbHO K KoHKpeTHoMY Buay WCII[H yrpossl kinaccuduimpyrorcs B
COOTBETCTBHHU CO CJIEAYIOIIMMHU MPU3HAKAMU (PUCYHOK 2):

no Buay 3amuiaemoi ot YBIIH nadopmanmm, conepxarieit [1/1H;

10 BUJIaM BO3MOXHBIX UCTOYHUKOB Y BI1/[H;

no tuny UCII/IH, Ha koTophie HanmpaBieHa peanuzanust Y BI1/IH;

1o croco0y peamzaruu Y BI1/IH;

10 BHJIy HApyIIaeMoro CBOWCTBa WHQpopManuu (BUIYy HECAHKITMOHHUPOBAHHBIX
nercTBUl, ocyiiecTBisieMbix ¢ [1]1H);

10 UCIIOJIB3YEMOM YS3BUMOCTH;

10 0OOBEKTY BO3JICHCTBUSI.

[To Buaam BO3MOXHBIX HMCTOYHUMKOB YDBII/IH BBIOEISAIOTCA — ClieAyroue
KJIACChI yTpo3:

yIpo3bl, CBA3aHHBIE C TMpPEJHAMEPEHHBIMH WM HENpeIHAMEPEHHBIMU
neuctBusiMu  aui, umMmeromux goctyn k  MCIIJIH, BiIo4as I1oJb30BaTelie
UCTIn, peanusyromux yrpo3sl HernocpeactBeHHo B HWCII[H (BHyTpeHHMI
HapyIINUTEND);

yIpO3bl, CBSA3aHHbIE C MPEIHAMEPEHHBIMU WJIM HENpeIHAMEPEHHBIMU
NeUCTBUAMM Jul, He uMmermux poctyna Kk WCIIAH, peanusyronmx yrpo3bl H3
BHEIIIHUX CETE€W CBS3M OOIIEro MOJIb30BaHUS W (MJIU) CeTel MEXIYHApOIHOTO
nH(pOpMaIIMOHHOTO 0OMeHa (BHEIIHUM HAPYIIUTEND).

Kpome ToOro, yrpossl MOIyT BO3HUKAThb B PE3yJbTaT€ BHEIPEHUS
anmnapaTHbIX 3aKJIaJ0K U BPEJOHOCHBIX MPOrPAMM.

[Io Tunmy MWCII[dH, Ha KoTOpele HampaBieHa peanuszauus YDBII/IH,
BBIICIIAIOTCS CIEAYIOIINE KIACChl YTPo3:

yrpo3sl  Oe3zomacHoctu I1/H, oOpaGateiBaembix B WMCIIJIH Ha 0asze
aBTOHOMHOI'0 aBTOMAaTU3UPOBAaHHOTO padouero mecta (APM);

yrpo3bl Oe3omacHoctu [1/1H, oGpabareiBaembix B MCII[In na 6aze APM,
HNOJIKJIIOYEHHOI0 K CeTH OOUIero moJjib30BaHUus (K CETH MEXKIYHapOJHOTO
nH(OPMAITMOHHOTO OOMEHa);

yrpo3sl 0e3omacHoctu [1/1H, o6pabaTeiBaembix B UCIIJ/IH Ha 6a3e MOKaIBHBIX
UH(POPMAITMOHHBIX CHCTEM 0€3 MOAKIIOUEHHUSI K CEeTH OOILEro Moyib30BaHus (K CeTH
MEKTyHApOIHOT0 MH(OPMALIMOHHOTO OOMEHA);

yrpo3bl 0e3onacHoctu 1111, o6pabaTeiBaembix B UCII/IH Ha 6a3e NOKaJIbHBIX
MH(OPMAIIMOHHBIX CUCTEM C MOJKIIOYEHUEM K CETH OOIIEro IMoJib30BaHUsA (K CETH
MEXKTyHApOJHOT0 MH(OPMAIIMOHHOTO OOMEHA);

yrpo3bl  OezomacHoctu II/lH, oOpabateiBaecmbix B UWCII[lH Ha 06aze
pacnpeiefieHHbIX MH(QOPMAlMOHHBIX CHUCTEM 03 MOJKIIOYEHUsS K CETH OOIIEro
MOJIb30BaHMS (K CETH MEXIYHAPOIHOTO HH(POPMAIMOHHOTO 0OMEHA);



Knaceundukanusi yrpo3 6e30nacHOCTH NEPCOHAJTBbHBIX JITAHHBIX

A
PopH

\ VYrpossl PU | \

Vrpossl BU |

[ Yrposbl nnpopmaunu, obpadarsiBacmoii B TCOU |

[ Yrposbl nHpopmaumnu, odbpadarsisacmoil B AC |

ITo BUaAaM BO3MOKHBIX HCTOUYHUKOB Y BI1/1n

CO'B}I,'(IBHCMI)IC Il'(lp)/IIIl/I'I'eJICM
(pusnueckum auom)

Co3snaBaeMble arrapaTHoi

COI}/I'&BHEMI)IG BPEIOHOCHBIMH
rporpammamMmu

3aKJIAJIKOK ‘ ‘

Co3/1aBaeMble BHYTPEHHUM
HapyuuTeJeM

Co3naBaeMble BCTPOSHHOMN
3aKJ1aJ KoM

\—{ MPOrpaMMHOM 3aKJIaJIKOM, MporpaMMoil Tuna“TpositHcKkuii KOHb™

Co3/laBaeMble BHEUIHUM
HapyuuTeJieM

Co3aBaeMble aBTOHOMHOMM
3aKJIaJKON

‘ 1pOrpaMMHBIM BUPYCOM

‘ BPEJIOHOCHOI ITPOrpaMMOi, pacnpocTpaHsIoLIeics N0 CeTH (CETEBbIM YepPBEM) ‘

JIPYTUMH BPEJIOHOCHBIMM MPOrpaMMamu, TIpeTHa3HaAueHHBIMM JIIs
ocywectBienus HC/L (nondopa napoJieH, yaaneHHoro noctyna u ap.)

IMo Buay Hapymaemoro cBoiicrea nndopmannu (BHay HeCAHKIHOHMPOBAHHBIX JelcTBHI, ocyecTBasgemMbIX ¢ I1/1n)

VYrpo3bl KOHQUACHUMAIBHOCTH (yTEUKH, [epexBara, CbemMa,
KOIMPOBAHMs, XULIEHUsI, pa3rialleHus) nudopmanmm

Y rpo3sl Hes0cTHOCTH (YTpaThl, YHHUTOXKEHUS,
Moaubukanmn) HHGOpMALUU

(6sokupoBaH

Mo Tuny UCIIAH, Ha KoTopble HanpaBJeHa peaausanus YBI1/In

Yrpo3bl 10CTYTHOCTH

us) uudopmauuu

Vrpo3ssl 6e3onacuoctu T1/1H,
obpadatbiBaeMbix B UCIT/IH na 6asze APM (¢
MOKITIOUCHHUEM U €3 MTOAKIIOUCHHS K
BBIYHCIUTEIIBHOM ceTn)

Vrpossl 6ezonacnoctu 111, oGpabarbiBaeMbIX B
HCTI/1H Ha 6a3e JoKalbHOW BBIYHUCIUTEIIbHOM
ceTH (C MOAKIIOYCHHUEM U 03 MOJAKIIOUCHUS K

pacripeesICHHOW BbIYUCIIUTENIBHOM ceTH)

Vrpo3sel 6ezonacHoctu [1/]H, oGpabaTbiBacMbiX B
WCTI/In na 6a3e pacnpe/iejieHHbIX
MH(POPMALIMOHHBIX CUCTEM (C MOJIKIIOYSHUEM,
0e3 NOJAKIIOUCHHS K CEeTH OOLIEro MoJib30BaHus)

ITo ciocobam peanuszauuu YBIdn

Vrpossl criennanbibix Bosaeiicterii na MCITIn

Yrposst HCJI B UCITQH

‘ MEXaHMYECKOro BO3JIeMCTBUSI

‘ XUMHUYCCKOI'o BO3JACHUCTBUA

DJICKTPUYECCKUMHU
VIMIIyJIbCaMI/I

yl'p():{bl, PCUIHSYCMBIC C HIPHMCHUHUCM
MPOrpaMMHARIX CPEICTR OI'IEPEIIIHOHHOFI CHUCTEME] ‘

Yrpo3sl yTeuku nHpOpMaLuu rno
TEXHMYECKUM KaHanam

1o pajinoKaHay

\—0 OUOJIOrHYECKOro BO31eHCTBHS

\
|
L_{akycruueckoro Bosaedcrams |
|
|

paaualMOHHOIO BO3JCHUCTBUA

DJICSKTPOMAariuTHbIMH
HU3JTYYCHUAMHA

Vrposbl, peajinzyemble ¢ IPUMEHEHUEM
crnienualbHO paspadboranHoro 10O

VYrpossl yreuku PU ‘

‘ 110 DJICKTPUYCCKOMY KaHally

‘ IO ONITHYECKOMY KaHaJly

Vrpo3ssl yreukun BU ‘

TEPMHUUYECKOI0 BO3JICHCTBUSI ]

MarHWTHBIM I10JIEM

')JIeK’I'pOMaI'H HUTHOTI'O
BO3IEUCTRUS
TTo ucnosib3yemoii ya3BUMOCTH

Yrposbl, peajinzyembie ¢ IPUMEHEHHEM
BPEJIOHOCHBIX ITPOrpam

110 aKyCTHYECKOMY

110 CMEIIaHHbIM
(napameTpHUYECKUM ) KaHajlaMm

VYrpo3bl yTeuKn
HMH(pOPMALIMK 10 KaHaJIam
IIOMHWH

C HUCroJIb30BaHUEM
YSI3BUMOCTH
cucremtoro 1O

C ucrionb30BaHUEM
YSI3BUMOCTH
npuksiaziHoro IO

C ucnoJib30BaHuEM
YSI3BUMOCTH, BbI3BaHHOMU
Hannurem B AC
annapaTrHol 3aKjanku

C ucrnosib30BaHuEM
YSI3BUMOCTEH 1POTOKOJIOB
CETEeBOI'0 B3aUMOJICHCTBUS U
KaHaJIOB Iepeaayu JJaHHbIX

C HCIIOJIL30BaHHUEM
YSRBHMOC['M, Bbl3BaHH0l\/‘l
He/10CTarkaMmuy Opl'(IHl/BaI 15151
T3U ot HCJ1

C HCTIONB30BAHNEM YSI3BUMOCTEH,
0OYCJIOB/IMBAIOLLMX HAUIMYHE
TEXHUIECKHX KAHATIOB YTEUKH
HH(pOpMALIT

C ucnonb3oBaHueM
ysizumocrteit C3U

ITo 00beKTy BO3a€HiCTBHS

VYBIT/IH, oOpadarbiBaeMbiX HAa APM

VBIT/IH, 06padaTbiBacMbIX B BbIJICICHHbIX
TEXHUUECKUX CPEJICTBaX 00paboTKu

VYBIT/IH, nepenaBaemMbix
1O CE€TSIM CBSI3U

‘ Ha OTUYKIAEMbIX HOCUTEJIAX I/llld)()pM‘dLIl/II/l

‘ Ha BCTPOCHHBbIX HOCUTEJISIX JTOJITOBPEMEHHOTI'O XpaHEHUs I/llI(b()pM’clLll/II/l

Ha npuntepa, miorrepax,
rpaOnoCTpOUTEINISIX U T.I1.

Y|‘p()';b1 IIpl/IKJIﬂJ_LIIb]M nporpamMmMam,
Ilpe}lllal}lla‘{elllll)IM JUIsA paGOTbl C ]_IAH

Vrpo3bl CHCTEMHOMY
10, obecrieunBarorieMy
(yHKUMOHMpOBaHKE

VBIT/IH npu nepenaye CUrHaaoB
110 JIMHUSIM CBSI3U

‘ B cpeacTBax oOpabOTKH U XpaHEHUs ONEepaTUBHOMN

nHpopmaunu ‘

Ha BbIHOCHBIX TepMHUHAJIAX,
MOHMTOPAX, BUJIEONPOESKTOPaX

‘ B cpencrBax (noprax) Beoja (BbiBoj1a) MHGOpMaLMK ‘

3BYKOBOCIIPOU3BE/ICHUS

B cpencTBax 3ByKOYCHIICHHS,

VYBIT/IH npu o6paboTke NakeToB B
KOMMYHHKaIIMOHHBIX dJICMEHTaxX
MH(POPMALMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEM

Pucynox 2. Kimaccudukanus yrpo3 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX,
oOpabaTpiBaeMbIX B MH(GOPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX TAHHBIX

HCI/1n

14



15

yrpo3bl  OezomacHoctH IIlH, oOpaGateiBaembix B WMCIIJIH Ha 0Oa3se
pacnpeneneHHbIX WHGOPMAIIMOHHBIX CHUCTEM C TMOAKIIOYEHHUEM K CETH OOIIEro
MOJIb30BaHUS (K CETH MEXIYHapOJIHOTO UH(POPMAIIMOHHOTO OOMEHA).

[To cnocobam peanuzarnuu YBII/[H BeIIEIAIOTCS CICAYIOIIUE KIIACCHl yTPO3:

yrpo3bl, cBsizanHble ¢ HCJ[ x I[J[H (B TOM umciie yrpo3bl BHEAPEHHS
BPEJAOHOCHBIX ITPOrpamm);

yrpo3bl yreuku [1/]H mo TexHu4YeckuM KaHaaMm yTedKd HH(OpMAaIuy;

yIpo3bl crienuanbHbIX Bosaencteuil Ha MCII/IH.

[To BuAy HECaHKUMOHHMPOBAHHBIX JCHUCTBUHM, ocyuiecTBisieMbix ¢ [I/1H,
BBIJIEJISIOTCS CHEAYIOLIUE KIIACCHI yTPO3:

yIpo3bl, TOPUBOIAIIME K  HapylieHUo  KoHbuaeHnuanbHocTH  [1/1H
(KOTMPOBAHUIO WJIM HECAHKIIMOHUPOBAHHOMY PACIpPOCTPAHEHUIO), MPU Pean3aliu
KOTOPBIX HE OCYLIECTBIIETCS HEMOCPEICTBEHHOIO BO3ACHCTBHUS Ha COAECpKAHUE
nHpopManuy;

yIpO3bl, NIPUBOASIINE K HECAHKIIMIOHUPOBAHHOMY, B TOM YHUCJIE CIIy4YallHOMY,
BO3JICHCTBUIO Ha  colepkaHwe uHMOpManuu, B  pe3ylbTare  KOTOPOTO
OCyIIeCTBIIsIETCA n3MeHeHue [1/{H Wi ux yHUYTOXKEHHUE;

YIpO3bl, TPUBOASAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCII€ CIyYallHOMY,
BO3JICHCTBUIO HA MIPOrpaMMHBIE WIH NporpaMMHo-annaparasie 3nemenTsl UCII/IH, B
pe3yabpTaTre KOTOpOro ocyiiecTisiercs omokupoBanue [1/1H.

[1o ncronb3yeMon ys3BUMOCTH BBIIEIISIOTCS CIEAYIOIINE KIIACCHI yIPO3:

YIPO3bl, pEATU3YEMBbIE C UCTIOJIB30BAHUEM YSI3BUMOCTHU cuctemMHoro 110;

YIPO3bl, peaTu3yeMbI€ C UCTIOJIb30BAHUEM YSI3BUMOCTH TIpukiaaHoro I10;

yIpO3bl, BO3HUKAIOUINE B PE3YIbTATE UCMOJIb30BAHUS YS3BUMOCTH, BEI3BAHHOM
HanmuuueM B AC anmapaTHOM 3aKjIajKu;

YIPO3bl, pEAIU3YEMBIE C UCIIOJIB30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB CETEBOIO
B3aMMOJICHCTBUS U KaHAJIOB MEPEAAYH IaHHBIX;

YIpO3bl, BO3HUKAIOIINE B PE3YyJIbTATE UCIOIb30BaHUS YSI3BUMOCTH, BbI3BAHHOM
HenoctaTtkamu oprannzauuu T3U ot HC/L;

yTPO3bl, peaanu3yeMble C MCIOJIB30BAHUEM YSI3BUMOCTEH, OOYCIOBIMBAIOITUX
HAJIMYHAE TEXHUYCCKUX KaHAJIOB YTEUKU WH(DOpMAITUH;

YIPO3bl, pEATU3yEMBIE C UCTIOIb30BaHNEM ys3BuMocTen C31.

[To 00BeKTy BO3JEHCTBUS BBIICISIIOTCS CIEAYIONINE KIIACCHI YTPO3:

yrpo3sl 6e3omacuoctu [1/1H, o6padareiBaeMbix Ha APM;

yrpo3bl  Oe3zonacHoctu [1/[H, oOpabaThiBaeMbIX B BBIJCJICHHBIX CPEACTBAX
00paboTku (MpUHTEpaXx, MIOTTEpax, rPpadomoCTPOUTENNX, BRBIHECEHHBIX MOHUTOPAX,
BHJICONIPOEKTOPAX, CPEJICTBAX 3BYKOBOCIIPOU3BEICHHUS U T.I1.);

yrpo3sl 6e3omacuoctu [1/1H, mepenaBaeMbIX MO CETSAM CBSI3U;

yIpO3bl TPUKIAJAHBIM MPOTrpaMMaM, C TOMOIIBI0 KOTOPBIX 00padaThIBAOTCS

[11n; yrpo3el cucteMHomy IIO, oOGecneunBaromemy (QyHKIIMOHUPOBAHUE

NCITH.

Peanuzaumsa omHont wu3  YDBIIJIH 1epedyncieHHbIX KIACCOB WM HX
COBOKYITHOCTH MOKET TMPUBECTH K CIEAYIOIIMM THUIIAM T[OCJIECACTBUM 14
cyobexToB [1/1H:

3HAUYUTEIbHBIM HETaTUBHBIM MOCIEACTBUAM 111 cyobekToB [1/1H;

HETaTUBHBIM MOCIICICTBUAM 151 cyObekToB [1/H;
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HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEICTBUSIM 1Jisi cyObekToB I1J[H.

Yrposel yreuku IIJIH 110 TEXHUYECKUMM KaHajgaM OJHO3HAYHO OIMCBIBAIOTCS
XapaKTepUCTUKAaMU HMCTOYHUKA HH(Opmaiuu, cpefsl (IyTH) paclHpOoCTpaHEHHUS U
IpUEeMHUKAa MH()OPMATHBHOIO CHUTHAlA, TO €CTh ONpPENEISAIOTCS XapaKTEepUCTUKAMU
TEXHUYECKOro KaHaia yreuku [1/[H.

Yrpo3sl, CBsI3aHHbIE C HECAHKUMOHMPOBAHHBIM joctynom (HCI) (manee —
yrpo3sl HCJI B UCII[IH), mpencTaBisioTCs B BHIE COBOKYIHOCTH OOOOIICHHBIX
KJIACCOB BO3MOXHBIX HMCTOYHHUKOB yrpo3 HCJI, ysa3BHMOCTEW NpPOrpaMMHOIO M
annaparHoro obecneuenus WCIIJIH, cnoco0oB peanu3auuud Yrpo3, OOBEKTOB
BO3JICHCTBUS (HOCUTENIEH 3allMIiaeMoil MH(QOpMaluu, AUPEKTOPUEB, KaTaJIOIrOB,
¢aitnos ¢ [1In nam camux I1J[H) 1 BO3MOXHBIX JECTPYKTUBHBIX AeWcTBUMl. Takoe
MPe/ICTaBlIEHUE OMUCHIBACTCS cienyolel (opMaln30BaHHOM 3aTUCKIO:

veposa HCJ[: = <ucmounux yepo3vl™>, <yA36UMOCMb NPOCPAMMHO20 UIU
annapamnoeo  obecneueHus™>, <cnocob  peanuzayuu - yeposzvl>,  <00vexm
6030elicmeusi™, <HeCaHKYUOHUPOBAHHbIL OOCYN>.

4. Yrpo3bl yTeukd HHGOpMaNM M0 TEXHUYECKUM KaHAJIaM

OCHOBHBIMHM ~ 3JIEMEHTaMH ONHUCAHUSI Yrpo3 YTEUKH HWHOOpPMALUM IO
texuuueckuM kaHanam (TKVYW) sBndroTCcsS: HMCTOYHMK yrpo3bl, cpena (IyTh)
pacnpocTpaHeHuss HMH(POPMATUBHOTO  CUTHaJa W HOCUTENb  3alllUIaeMOM
uH(popMauu.

HctouynukamMu yrpo3 yTeukd HUHPOpMAMM 1O TEXHUYECKUM KaHallam
ABISIOTCS  (pusmyeckue nuna, He wumeronme goctyna k MCIIu, a Takxke
3apyOeKHbIE CIELCTYKObl WM OpraHu3anuy (B TOM YHCIE KOHKYPUPYIOIIHME WU
TEPPOPUCTUUECKUE), KPUMHUHAIBHbIE TPYNIUPOBKHU, OCYIIECTBISIOIINE IE€PEXBaT
(cbeMm) wHGpOpPMAIIMK C HWCIIOJIB30BAHUEM TEXHUYECKUX CPEACTB €€ PErucTpallvH,
npuema wim GororpadupoBaHus.

Cpena pacnpoctpaHeHus: ”HGOPMATUBHOTO CUTHANA — 3TO (hU3MUecKas cpena,
M0 KOTOpPOMl WMH(OPMATUBHBIA CHUTHAI MOXET PACHPOCTPAHSITHCA M MPUHUMATHCS
(peructpupoBathcsi) mnpueMHUKOM. Cpeaa pacmpocTpaHEHUsT MOXKET ObITh Kak
OJIHOPOJHOM (HampuMmep, TOJBKO BO3IAYIIHOW), TaK M HEOJHOPOJIHOM 3a CYeT
nepexoja CUrHajda W3 OJIHOM cpeasl B JIpyrylo (Hampumep, B pe3yJibTare
aKyCTO3JIEKTPUUYECKUX WIIM BUOPOAKYCTHUECKUX MPEe0Opa3OBaAHHUI).

Hocurenem II/ln sBiagercs mnons3zoBatens WCII[AH, ocyiiecTBastOmunii
rosiocoBoit BBoA I1/]n B UCII/IH, akyctuueckas cuctema MCIT{H, BocipousBoasiias
[1dH, a Takxke texuuueckue cpeactsa MCIIIn u BTCC, co3znaronue dusnyueckue
T0JIS, B KOTOPBIX MH(MOpMAIUS HAXOIUT CBOE OTPa)KEHHE B BUJIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHUN W MPOLIECCOB, KOJUYECTBEHHBIX XapPaKTEPUCTHUK
(bU3UYECKNX BEIIMYHH.

[Tpu ob6padotke I1J]In B MCIIJIH 3a cueT peanu3anuril TEXHHUYECKUX KaHAJIOB
yTeuKkd MHGOPMALIMK BO3MOXKHO BOZHUKHOBEHUE cienytomux Y BII/Ix:

yIpo3 YTEUKH aKyCTUYECKOU (peueBoil) nudopmanuu;

yIpo3 yTEUKH BUIAOBOU UH(POpMAIINK;

yrpo3 yTeukd HUHGOpPMAIMM [0 KaHalaM MOOOYHBIX HSJIEKTPOMArHUTHBIX
u3nydeHui u Haroaok (IIDMUH).
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S. ¥Yrpo3sl HeCAHKUMOHUPOBAHHOI'0 J0CTYNIA K MHGpOpMaLuu
B MHPOPMALIMOHHON CUCTEMeE MEePCOHAIBHBIX JAHHBIX

VYrposet HCJ B UCII[IH ¢ npuMeHEHHEM NOPOrpaMMHBIX U IPOTrPaMMHO-
anmnapaTHBIX CPEJICTB PEaM3YIOTCS MPU OCYIIECTBICHUU HECAHKIIMOHUPOBAHHOIO, B
TOM 4YHUCJE CIy4allHOro, JOCTyIa, B pe3yJibTaTe€ KOTOPOrO OCYIIECTBIISIETCS
HapylieHue  KOH(UICHIIMATbHOCTH  (KOMUPOBAaHHWE,  HECAHKIMOHHWPOBAHHOE
pacrpoCTpaHeHue), UEIOCTHOCTH (YHMUTOXKEHHWE, W3MEHEHHE) U JIOCTYIHOCTHU
(6moxuposanue) [1J1H, 1 BKIIIO4AtOT B ceOsl:

yIrpo3bl A0cTyna (MPOHUKHOBEHHs) B ONEPALMOHHYIO Cpely KOMIbIOTEpa
C HUCIIOJB30BAaHUEM HITATHOTO MPOTPAMMHOr0 oOecrieueHus (CpeACTB ONepaluoOHHON
CUCTEMBbI WJIU MPUKJIAJIHBIX TIPOrpaMM OOIIEro MPUMEHEHU);

yTPO3bI CO37]aHUST HEIITATHBIX PEKUMOB PAOOTHI TPOTPAMMHBIX (ITPOTPaAaMMHO-
amnmnapaTHbIX) CPEJICTB 3a CUET MPEHAMEPEHHBIX MU3MEHEHUH CIY>KEOHBIX JaHHBIX,
UTHOPHUPOBAHUS MPEAYCMOTPEHHBIX B IITATHBIX YCIOBUSX OIPAHMYEHUN HA COCTaB
U XapaKkTepUCTUKH oOpabaThiBaeMoil HH(OpMaLUU, HCKaxeHus (Moaudukanun)
CaMUX JaHHBIX U T.IL.;

yIpo3bl BHEJIPEHUSI BPEIOHOCHBIX MporpamMMm (IIporpaMMHO-MaTeMaTHIYeCKOTO
BO3JCHCTBUA).

Cocras snementoB onucanust yrpo3 HCJI k undopmaruu B UCII/In npuBenen
Ha PUCYHKeE 3.

Kpome 53TOro, BO3MOXHBI KOMOWHHPOBAHHBIE YIPO3bl, MPEJCTABISIONINE
co00il coueTaHue yKa3zaHHbIX yrpo3. Hampumep, 3a cuer BHeIpeHUsI BPEAOHOCHBIX
nporpaMMm MOryT co3aaBaTbess ycioBuss it HCJ B onepannoHHyro cpeny
KOMIIbIOTEpa, B TOM  4Yucjle MyTeM (QOPMUPOBAHUS  HETPAJAUIIMOHHBIX
WH(OPMAITMOHHBIX KaHAJIOB JIOCTYTIA.

VYrpo3el pocryna (MpOHUKHOBEHHUs) B omnepanuoHHyro cpexy WCIIIH
C MCMOJb30BAHUEM IITATHOTO MPOTPAMMHOI0 00€CTIeUeHUs Pa3IesIlOTC Ha YTPO3bl
HEMOCPEJICTBEHHOI'O U YJIaJIEHHOTO JIOCTYMAa. YTPO3bl HEMOCPEACTBEHHOTO JOCTYyMa
OCYILECTBIISIFOTCSI C HUCIIOJIb30BAaHUEM MPOTPAMMHBIX M MPOrpaMMHO-aNMapaTHbIX
CPEIICTB BBOJIa/BbIBOJIa KOMIIBIOTEPA. YTPO3bl YJAJICHHOTO JOCTYIA PEaTu3yIoTCs
C MCMOJB30BAHUEM MPOTOKOJIOB CETEBOI'O B3aUMOICHCTBUSI.

Ot yrpo3sl peanmusyrorcs otHocutenbHo MCIIJlH kak Ha Oase
aBTOMAaTU3WPOBAHHOIO PabOYero MecTa, HE BKJIIOUYEHHOI'O B CETH CBA3M OOILIEro
MOJIb30BaHMS, TaK U MpUMEHHUTENIbHO KO BceM MCII/IH, UMeromuM MOAKIIOUCHHE
K CETAM CBSI3M OOIIErO MOJB30BAHMS U CETSIM MEXIYHAPOJIHOTO MH(OPMAIMOHHOIO
oOMeHa.

Onucanue yrpo3 joctyna (MPOHUKHOBEHMS]) B OINEPALMOHHYIO Cpey
KOMITbIOTEpa (POPMaTBLHO MOXKET OBITh IPEICTABICHO CIIEIYIONTUM 00pa3oM:

yveposa HCH 6 UCI/[n: = <ucmounux yeposvr>, <ysazeumocmo HCII{u>,
<cnocob peanuzayuu yepo3vl>, <00beKm 6030eUcmeus (npocpamma, npomoxol,
oamnuble u 0p.)>, <oecmpyKmusHoe Oelucmeaue>.

VYTpo3bl cO31aHUs HEIITATHBIX PEXKUMOB PA0OTHI TPOTPAMMHBIX (ITPOTPaMMHO-
anmapaTtHbIX) CPEACTB — 3TO yrpo3bl «OTkaza B oOciykuBanun». Kak mpasuio,
JTaHHBIE yTpo3bl paccmaTrpuBatoTca npumeHutesnbHo kK MCII/IH Ha 6a3ze JMOKalIbHBIX
U paclpesiefieHHbIX MH()OPMAIMOHHBIX CUCTEM BHE 3aBUCHUMOCTU OT MOAKIIOYCHUS
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NcTouHmnk
yrposbl

= HapyuwnTens

BHYTpeHHWiA

TNuya, nmewuine CaHKLMOHUPOBAHHbLIN
JAOCTYN B KOHTPONMPYEMYIO 30HY, HO HE
nmepwe goctyna Kk MNAOH

3aperncTpppoBaHHblil Nonb3oBaTernb
MHMOPMAUMPHHBIX PECYPCOB, UMELWKii
orpaHunyeHHble npasa goctyna k MAOH
WCIMNMiH c pabouero mecta

Monb3zoBaTenn MHMOPMaLIMOHHbIX
pecypcos, OGYLUECTBNANLINE YAANESHHbINA
nodtyn k MO no NBC

3aperucTpupoBaHHbIf Nonb3oBaTens C
NONMHOMOYNAMUN CUCTEMHOTrO
aamuHucTpatopa UCMAOH

Ya3BumocTun -
- uenau L

Y
A

YassumocTn MO —

YSA3BUMOCTN MUKPPTIIPGEPaMM,
NpOoLNBI

YA3BAMOCTU ApainBepps dnnapaTHbIX
cpeactp | |-

YA3BUMOCTM OnepaunoHHbIX CUCTEM ‘

‘ B npouecce nHuymanpsaummn OC ‘

B HezawvieHHOM [pesime paboTel
N npouedcopa

L B npouecce dyHyundHuposarns
OC B npmBUnernpgBaHHoOM pexkume

BaperucTpuposaHHbiin nons3osBaTens ¢
NOMHOMOYNSAMY aAMUHUCTPATOPa
6BesonacHocTn WCTMOH

‘ Y$3BUMOCTU npukfpaaforo MO ‘

t ‘ YassumocTu cneyuransHoro MO ‘

YsssumocTn MO nose3osarens ‘

MporpammucTbl-paspaboTynku
npuknagxoro MO un nuua,

[] obecneymBatowne ero conposoXaeHne B

ncngu

Paspa6oTuukn u nuua, obecnevnsatoune
nocTasky, conposoxaeHue B UCMOH

[Apyrue kaTeropun nuu B GOOTBETCTBIAN G
oprwTaTHoi cTpykTypoin NCIMOH

MporpammHo-annapaTHas
3aknagka

| KOHCTPYKTMBHO BCTpOEHHast

[ ABTOHOMHAsA ]

l Bpego+ocHas nporpamma l

‘ MporpammHble 3aknagku

‘ MporpammHble BUPYChbI ‘

BpepnoHocHble nporpammbl,
pacnpocTpaHsitoLmecs no
ceTu (Yepsn)

Jpyrue BpegoHocHble
nporpammel

YA3BMOCTW, BbI3BAHHbIE HANNYMem B
WCTMOH nporpammHo-annapaTHOi 3aknagkn

YA3BMMOCTU, CBA3AHHbIE C peanusauunein
NPOTOKONOB CETEBOro BEBMMOAS&CTBVM n
KaHanoe nepeaavun gaHHbIx

YA3BUMOCTN, BbI3BAHHBLIE HeaoCTaTKaMM
opranusauum T3 ot HC

’ YsazsumocTn C3U ‘

YS3BMMOCTY NPOrpPaMMHO-aNNapaTHBIX
cpeacte UCTOH B pesynbTaTe c6oeB B
paboTe, OTKa30B 3TUX CPEACTB

Hanuune TexHuyeckux kaHanose yTeudku
uHcbopmaummn

pei

Cnocob
anusauun
yrposbt

“ Vcnonb3osaHue CyLWecTByOLNX
YSI3BUMOCTE NPOrpaMMHO-ANNapaTHOro
obecneyerns WCMQH, NO3BONSIOWMNX

‘ O6xoanTe C3U

JecTpykTuBHO Bo3aeicTBoBaTL Ha C3M

BCKprBaTb uwnu nepexsaTtbiBaTb
naponu

Ncnonb3osate yA3sumMocTu
NPOTOKOMNOB CETEBOrO
B3arMoeicTBUA U KaHanos
nepeaayn AaHHbIX, NO3BONAUME

‘ MepexBaTbiBaTh UHD OPMALINIO

MogawnduuuposaTts
nepeaaBaemMble JaHHbIE

Meperpyxatb pecypcel UCMOH
(oTkas B o6cnyxusaHumn)

BHegpsTe BpeaoHoCHbIe
nporpammbl

Mony4ate yaanexHoin HCO k
cncteme

Pasrnalwarte 1 OpraHu3oBeIBaThL
L] yTeuky nHdopmaumn Ha

HesawmueHHble paboune mecta
ncnau

Vcnonb3oBaTb OCTATOUHYIO,
HeyuTeHHyto nHdopmaumio (ctop
«mycopa»)

KMcnonb3oBaTb HETPAAULIMOHHbIE
(cTeraHorpaduyeckne) KaHanol
nepenayn ungopmauuu

ysisBumocTei B ICMNAH Ha aTane

BHeapeHue (BHeCEHWE) HOBbBIX

npoeKkTUupoBaHus, paspaboTkn 1
conposoxaerus WCMOH

‘ Vcnonb3osaHue HewTaTtHoro MO ‘

BHeceHue ysssumocTeit ¢
NCNonb30BaHMEM WTATHbIX CpeacTs

- 0613eKT
BO3AENCTBUS

WHdopmauns, obpabaTtbiBaemasn Ha
APM (y3ne) UCMNAOH, Haxogawascs

Ha oTuyxaaemelx HocuTensx
wHdopmaunu

‘ Ha rubkunx marHuTHbIX Anckax

‘ Ha »eCcTkux MarHuTHbIX Anuckax ‘

‘ Ha nakonutensax ZIP

Ha HakonuTensix anekTpoHHo
namaTti Tuna dpnew

[lecTpykTuBHOE

nencrteue

Hapylwenne
KOHMAeHUNaNbLHOCTH

‘ YTeuka nHchopmaummn

HecaHkunoHupoBsaHHoe
KONMpoBaHne

MepexeaT HHPCPMALNK B muana>1

nepeaayn AaHHbIX

Pasrnawexune (ny6nukaums)
3awmLaemoii nHgpopmayum

Ha ayawo-, Bugeokaccetax,
MArHWTHbIX NEHTax

‘ Ha ontuyeckux komnakT-auckax ‘

B coToBbix TenedoHax
KapMaHHbIX KOMNblOTEPAXx,

npowvrpbiBaTensax

uundpoBbix poToannapatax, mp3-

‘ B undpoBbIx Buaeokamepax ‘

‘ B Apyrux ycTpoiicTeax

Ha BCTPOEHHbIX HOCUTENAX
AONrOBPEMEHHOTO XpaHeHust
wHdopmMaunu

‘ Ha >ecTknx MarHuTHbIX Anckax

I B M3y

Ha nepenporpammupyembix
(nepesanucbiBaembIx)
3anoMUHaLWNX YCTPOWCTBAX

B cpeacTteax o6paboTkn n xpaHeHus
onepaTuBHOW UHopMaLun

‘ B onepaTuBHoO NamaTtu ‘

B kew-namaTu, B Gycepax
BBOAA/BbIBOAA

‘ B Buaeo-namsatm ‘

B onepaTuBHON NamaTtu ‘
NOAKNIOYaEeMbIX YCTPOWNCTE

WHdopmauus B cpeacteax,
peanusyioLmx ceTesoe
B3aMMOOeNCTBIe, N KaHanax nepejauqn

coAepXalmmn BbINOHAEMbIE

OB6MeH nporpaMMamMut U faHHbIMK,

mMoaynu (CKpWUNTbI, MAakpoCkl 1 T.4)

[8HHbIX B ceTn

‘ B mapuupyTtnsatopax ‘

‘ NameHeHune koHpurypauun MO ‘

‘ B apyrux ycTpoiicTeax koMmmyTauum

‘ Moaundukauusi MO u AaHHbIX

‘ PaspaboTka BPEAOHOCHbIX
nporpamm

MNy6nukauwns, pasrnaweHne
3aWuLIaeMbIx CBEAEHUI

Pucynok 3. Dnementsl onucanus yrpo3 HC/I x undopmanuu 8 UCIT/IH

HapyLlueHue uenoctHocTw
{yHnuTOXEHUE, MOoAncUKaums,

Ae3nHdopmauus)

— HapyweHwe goctynHoctn

Bosgewnctene Ha 1O n gaHHble
nonb3oBaTens

Bospencteue Ha
MUKPOMPOrpammbl, AaHHbIE 1
Apavieepebl yctponcts WCTOH

BospgeiicTere Ha nporpammsl,
AaHHble 1 ApaliBepbl yCTPOWNCTB,
obecneynBatowmx 3arpysky OC n

C3W un nx dbyHKUMoHUpoBaHue

Bo3aeicTBINe Ha NporpaMmbl 1
AaHHblE NPUKNaaHOro n
cneuuanbHoro MO

BHeapeHWe BpeaAoHOCHOM
nNporpamMmbi, NPOrPaMMHO-
annapaTHoii 3aKnaakv 1 ap.

Bosgelicteue Ha cpeactea

ynpasneHus KoHurypauueii ceti

‘ Bospeiictene na C3U

HapyweHnue dyHKunoHuposaHus
1 oTKasbl cpeacTs o6paboTku
nHbopmayumn, cpeacTs BBoaa/
BbIBOAA WHDOPMALMK, CPEACTB

XpaHeHusi uHdopmauun,
annapatypbl 1 kaHanos
nepeaayn AaHHbIx

HapyuweHue 1 oTkasel B
dyHKUunoHnposanuu C3U

(44
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uHpopmalmoHHoro oOMeHa. WX peanuzanus o0OycJlOBIIEHa TE€M, UTO TIpH
pa3paboOTKe CHUCTEMHOTO WM TMPUKIATHOTO MPOTPAMMHOIO OOecreyeHus: He
YUYHUTHIBAETCA BO3MOXXHOCTH MPEAHAMEPEHHBIX JEHCTBUN MO IEJICHANPABICHHOMY
W3MEHEHHUIO:

coJiep)KaHMsl CITyKeOHOM MHGOPMAIIUK B TTaKeTaX COOOIICHUM, TIepeTaBaeMbIX
10 CETH;

yCIIOBUM 00paOOTKM JaHHBIX (HApUMEpP, WUTHOPUPOBAHUE OTPAaHUYCHHM Ha
JUTHHY TIaKeTa COOOIIEHN);

dbopMaToB TpEACTaBICHUS JaHHBIX (C HECOOTBETCTBHEM HM3MCHCHHBIX
dbopMaToB, YCTAHOBICHHBIX JUII  OOpaOOTKM 10  IPOTOKOJAM  CETEBOIO
B3aUMO/ICHCTBUS);

MIPOrpaMMHOTO o0ecriedeHus: 00padOTKY TaHHBIX.

B pesynbrare peanmzamum yrpo3 «OTkaza B OOCITYyXKHBaHUM» TMPOUCXOIUT
nepenoiHeHue O0ydepoB u OIOKUpOBaHUE MpoLEIyp 00pabOTKH, «3aIMKIMBAHUE
nporeayp oOpabOTKM U «3aBHCaHUE» KOMIIbIOTEpa, OTOpachiBaHHE I1aKETOB
coobmennii u Ap. Onucanue Takux yrpo3 (opMalbHO MOMKET OBITh MPENCTABICHO
CJIeTyIoUM 00pa3oM:

yepoza «Omkasza 6  obOcayxcuganuuy: =  <UCMOYHUK  Y2pPO3bl>,
<ysazeumocmov HCI[[[n>, <cnocob peanuzayuu yeposvl™>, <00beKm 6030eucmaeus
(nocumenv  II/{n)>, <HenocpeocmeenHvlli pe3yIbmam  pearu3ayuu  yepo3vl
(nepenonnenue Oygepa, Oaokuposarue npoyedypvl 00pabOMKU, «3AYUKTUBAHUE)
obpabomku u m.n.)>.

Yrpo3bt BHEJIPCHUS BPEIOHOCHBIX pOrpaMm (mporpaMMHO-
MaTEMaTUYECKOTO  BO3JIEUCTBHSI) HEIEeNecooOpa3HO OMKCHIBATH C TOM  Ke
JETATBHOCTHIO, YTO W BBINMICYKAa3aHHBIE YIPO3bl. DTO OOYCJIOBJICHO TE€M, YTO, BO-
MEPBBIX, KOJIMYECTBO BPEAOHOCHBIX IMPOTpaMM CETOJAHS YK€ 3HAYUTEIHHO
MPEBBINMIAET CTO ThICSY. BO-BTOPBIX, MpW OpraHW3aluu 3aluThl WHOOPMAIUU
Ha TIpaKTHKe, KaK TMpaBUIO, JAOCTAaTOYHO JIMINb 3HATh KJIAcC BPEIOHOCHOM
IPOrPaMMBbI, CITIOCOOBI U MOCJEACTBUS OT €€ BHeApeHus (MHpuimpoBanus). B cBs3u
C 3TUM yTpo3bl IporpamMmHo-mMaremarnueckoro BozaeicTBus (IIMB) ¢opmansHO
MOTYT OBITh MPECTABICHBI CAEAYIONIMM 00pa3oM:

yeposza IIMB ¢ UCII/[n: = <knacc 6pe0OHOCHOU npocpamMmul (C YKazaHuem
cpeovl obumanus)>, <UCMOYHUK Yepo3bl (HOCUmMeNb 8PeO0OHOCHOU NpPOcpPaAMMbL)>,
<cnocob uHpuyuposanus>, <obwvexkm  6030elicmeusi  (3a2py30UHbLL  CeKmop,
Gaiin u m.n.)>, <onucaHue BO3MOJHCHBIX 0ecmpyKmueHblxX
Oeticmsuii™>, <0ONnoJHUmMenbHas uHGopmayus 0o yepose (pe3udeHmHoCmb, CKOPOCb
PAacnpocmpaneHus, NOJUMOPHUUHOCHb U Op.)>.

Hwxe pnaercs oOmas xXapakTEepPHCTHKAa HMCTOYHUKOB YIpo3 O€30MacHOCTH
uH(pOpMaINH, ySI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJB30BAaHBI MPU peaTn3alluu
yrpo3 HCJI, u XapakTepucThKa pe3yJbTaTOB HECAHKIIMOHUPOBAHHOTO  WJIU
CIydailHOro J0cCTyna. XapakTEepUCTHKa CIOCOOO0B pealu3alud  Yrpo3  Jlaercs
OpU OINKCAaHUM yIpo3 JocTyna (MPOHUKHOBEHMS) B ONEPAMOHHYIO Cpexy
KOMIIBIOTEPA, YIPO3 O0TKa3a B o0cykuBanuu u yrpo3 [IMB.
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5.1. O01as xapakTepUCTHKA UCTOYHUKOB YIPO3 HECAHKIIMOHUPOBAHHOI'0 10CTyIIA
B MH(POPMALIMOHHON CUCTEMe MEePCOHAJIbHBIX TAHHbIX

Ucrounukamu yrpo3 HC/[ 8 UCII/IH MoryT OBITH:

HapyIIUTENb;

HOCHUTEJIb BPEIOHOCHOW IIPOTrPaMMBbl;

amnmnapaTHas 3aKJIaJIKa.

Yrpo3blr 6e3omacHoctu  [I/IH, cBs3aHHBIE ¢ BHEApPEHHWEM  amMapaTHBIX
3aKJIaJIOK, OIPENEISIIOTCS B COOTBETCTBUM C HOPMATHUBHBIM JOKYMEHTAMU
®denepanbHON ciyk0bl Oe3omacHocT Poccuiickoit denepanuy B yCTAHOBIEHHOM
€10 TOPSIKE.

[Io HanM4uIO MpaBa MOCTOSHHOTO WJIM PAa30BOTO JOCTYyNa B KOHTPOJIMPYEMYIO
3ony (K3) UCITAH HapymmuTenu noapasiesstoTcs Ha 1Ba THUIIA:

Hapymtenu, He umeromme gocryna Kk MCII[H, peanusyronme yrpossl u3
BHEIITHUX CETEW CBS3M OOIEro TMOoJIb30BaHUS M (WJIM) CETeH MEXIyHapOHOTO
UH(OPMAITMOHHOTO OOMEHa, — BHEIIIHUE HAPYIIUTEIIH;

Hapywmurenn, umeromue goctyn k UCIIIH, Bkirouas nons3oBateneid MCI/IH,
peanuzyroue yrpossl HenocpeactBeHHo B MCII/IH, — BHyTpEeHHHE HApyIIUTEIH.

BHemHuMy HapyIIUTEISIMH MOTYT OBITh:

pa3BenbIBaTEIbLHBIEC CITY>KOBI TOCYIapCTB;

KPUMHUHAIbHBIE CTPYKTYPBIL;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHu3allim);

HEZ00POCOBECTHBIE MAPTHEPHI;

BHEIITHUE CyOBEKTHI ((hHU3UUECKHUE JINIIA).

BHemHun HapyImmTenb UMEET CAEAYOINE BO3MOKHOCTH:

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIN TOCTYN K KaHajlaM CBSI3U, BBIXOISAIIUM
3a MpeeIibl CIIYKEOHBIX TOMEIECHUN;

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIM JOCTYN 4Ye€pe3 aBTOMATU3UPOBAHHBIE
paboune MecTa, MOAKIIOUYECHHBIE K CETSIM CBSI3M OOIIETrO MOJIb30BaHUS U (UJIN) CETSIM
MEXAYHapOJAHOT0 HH(POPMALMOHHOTO OOMEHA;

OCYIIECTBIIITh ~ HECAHKI[MOHUPOBAHHBIN JTOCTYII K uHbopMaIuu
C HCIOJB30BAaHHEM CIICLMAIBHBIX MPOTrPAMMHBIX BO3JEUCTBUM MOCPEACTBOM
MIPOIPAMMHBIX  BUPYCOB, BPEIOHOCHBIX IPOrpaMM, aJTOPUTMHUYECKUX  WIIH
MPOTPAMMHBIX 3aKJIAI0K;

OCYILIECTBIISITh HECAaHKIMOHUPOBAHHBIA  JIOCTyIl  4epe3 AIIEMEHTHI
uHpopmaronno uHbpactpykrypsl MWCIIJIH, KkoTopble B TMpollecce CBOEro
KU3HEHHOTO IMKJIa (MOJIEpHU3ALINM, COMPOBOXKIACHHS, PEMOHTA, YTHIM3AIUN)
OKAa3bIBAOTCS 3a NPEAEIaMHU KOHTPOJIUPYEMOU 30HBI;

OCYUIIECTBIISITh HECAHKIIMOHUPOBAHHBIM JOCTYN 4epe3 HHPOPMAIMOHHBIC
CHUCTEMBI B3aMMOJECUCTBYIOIIUX BEAOMCTB, OPraHU3alMN W YUPEXKACHUU IPU HX
noakaodennu Kk UCITH.

B03MOXHOCTH BHYTPEHHETO HAPYIIMTENS CYIIECTBEHHBIM OOpa3oM 3aBUCST
OT  JCHUCTBYIOIIMX B  TMpelieslax  KOHTPOJIUPYEMOM  30HBI  PENKUMHBIX
U OpPraHU3alUOHHO-TEXHUYECKUX MEp 3alllUThl, B TOM UYHCIE IO JOMYCKY
duznueckux jaui K [1/1H 1 KOHTpOITIO IOpsAIKA TPOBEACHUS padoT.
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BHyTpeHHHE MNOTEHIMANbHbIE HAPYLIUTEIW TOAPA3ACISIIOTCS HAa BOCEMb
KaTeropuii B 3aBUCHMOCTH OT Ccroco0a JocTyIa U moJIHoMounid foctyna K [1J[H.

K mnepBoii kareropum OTHOCATCA JMLA, WMEIOIIME CAHKIMOHUPOBAHHBIN
noctyn k UCIIIH, HO He umeromue goctyna K [1IH. K aTomy Tuny Hapymmrenei
OTHOCSTCS JOJDKHOCTHBIE JIMIA, 00eCIIeYrBatoIle HOpMalbHOE (PYHKIIMOHUPOBAHUE
NCITH.

JINI0 ATOM KaTeropuu, MOXKET:

UMEeTh JocTynl K (¢parmeHtam wuHpopmanuu, coaepxameid [l u
pacnpoCTpaHsONIeNcs 0 BHYTpeHHUM KaHaiam cBsizu UCII/IH;

pacrionarath  (parmentamu  uH@opmarmu o  Tomosoruu  UCII/In
(KOMMYHHMKAIIMOHHOM YacTH TOJACETH) U 00 MCHOJb3YEMbIX KOMMYHUKAIIMOHHBIX
MPOTOKOJIAaX U UX CEPBHUCAX;

pacrionaraTb MMEHAMH W BECTH BBISBIICHHE MApPOJIEH 3apErMCTPHUPOBAHHBIX
M0JIb30BATEIIEH;

U3MEHATh KOHburypanuio texHudeckux cpenacts WMCIIJH, BHOCUTh B Hee
MPOrpaMMHO-aIapaTHbIE 3aKIaIKH U 00ecreuynBaTh CheM UH(POpMAIIUU, UCTIOIb3YS
HETIOCPEICTBEHHOE MOJKIIOUEeHHE K TeXHuYeckuM cpeactBam UCITJH.

Ko BTOpoil KaTreropuu OTHOCATCS 3apPETHCTPUPOBAHHBIE  I10Jb30BATEIU
NUCIIIH, ocyumecTBIAOMME OrpaHUYeHHbIl goctyn K  pecypcam  HCIIH
¢ pabouero mecTa.

JIuno »Toi Kareropuu:

o0nazaeT BceMu BO3MOKHOCTSIMH JIML IEPBOI KaTErOpUHu;

3HAET, 110 MEHBIIEH Mepe, OJHO JEeraJbHOE UMS JOCTYIA;

o0nasaer BceMHM HEOOXOIMMBIMU aTpuOyTaMu (Hampumep, MapoJieM),
00eCIeynBaOIUMHU JIOCTYT K HEKOTOpoMy noamMHoxkecTBy [1/1H;

pacroyiaraeT KOHQUICHIIMATHHBIMH IAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero nocrtyn, ayrentudukanus W TpaBa IO JIOCTYIy K HEKOTOPOMY
noAMHOkecTBY [IJIH TOMKHBI periaMeHTUPOBAThCA COOTBETCTBYIOIIUMU MTPAaBUIIAMHU
pasrpaHUYeHust J0CTyIA.

K Tperbeil kareropum OTHOCSTCS 3aperUCTPUPOBAHHBIE  IMOJb30BATEIN
NCIIH, ocymecTBisitomue yaaneHHbl aoctyn K I[IJI[H mo JokaibHbIM U (WJN)
pacnpeeIeHHbIM HHPOPMALIMOHHBIM CUCTEMAaM.

JIn1o 3ToM Kareropumu:

o0JasaeT BCEMH BO3MOXKHOCTSIMHU JIMI[ TEPBOM M BTOPOM KaTEeropHii;

pacnonaraeT uagopmarueit o tonojgorur UCIIx Ha 6a3e nokanbHON U (WIIK)
pacnpeneneHHoil MH(GOPMAIIMOHHONW CHUCTEMBI, 4Yepe3 KOTOPYIO OCYUIECTBISETCS
JIOCTYII, U 0 cocTaBe TexHudeckux cpeacts MCII/H;

UMEET BO3MOXKHOCTh MpsMoro (¢pu3uyeckoro) moctyna K ¢dparmMeHTam
texHuueckux cpencts UCITIH.

K ueTBepTOii KaTEropru OTHOCSITCS 3aPETUCTPUPOBAHHBIE TTOJIH30BATENH
NCTI/Ix ¢ nomHOMOYMSMH aIMUHUCTpaTOpa 0€30MacHOCTH cerMenTa (dhparmMeHTa)
NCTI/n.

JIuno »Toi Kareropuu:

o0JaaeT BCeMU BO3MOKHOCTSIMU JIUILL IPEABITYIINX KaTETOPUA;

o0naaaeTr nojJHOM MHPOPMALIMEN O CUCTEMHOM U NMPUKIATHOM MPOrpaMMHOM
oOecrieueHuu, ucnoiibzyeMoM B cermente (¢pparmenre) UCIIH;
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oOnagaeT mojaHo nHpOpMaIMend 0 TEXHUYECKUX CPENICTBAX M KOH(UTYypaluu
cermenTa (pparmenta) UCII/H;

UMEET JIOCTYIl K CpEeJACTBaM 3auluThl MHGOPMAIMK W MPOTOKOJIUPOBAHUS, a
TaK)Ke K OTIEJIbHBIM 3JIeMEHTaM, UCTIOJIb3yeMbIM B cermenTe (pparmente) UCTI/H;

UMEET JIOCTYN KO BCEM TEXHUYECKHUM CpEACTBaM cerMeHTa ((parmeHTa)
NCIIdx;

o0JsajaeT nmpaBaMu KOH(PUTYPUPOBAHUS W aIMUHUCTPATUBHOW HACTPOWKHU
HEKOTOPOTo MOJAMHOXKECTBAa TEXHUYECKUX cpeacTB cermenTa (pparmenrta) UCTI/IH.

K mndaroii kareropuri OTHOCSTCA 3apErMCTPUPOBAHHBIE IMOJIb30BATENHN C
MOJIHOMOYHUSAMU cucTeMHoro agmuuuctparopa UCII/IH.

JIuno »Toi Kareropuu:

o0nagaeT BCeMU BO3MOKHOCTSIMH JIUIT IPEABITYIIUX KaTeTOPUA;

oOnagaeT mojaHOW MHPOpPMAIMEH O CUCTEMHOM U MPUKIATHOM MPOrPaMMHOM
obecneuennu UCII/IH;

oOsafaet noiaHo MH(opMaend 0 TEXHUYECKUX CPEJICTBAX U KOH(pUTypaluu
NCIIdn;

UMEET JIOCTYI KO BCEM TEXHUYECKUM CpelICTBaM 00pabOTKH WHGOpMAIUU U
nanabiM UCIT/IH;

oOnagaer mpaBamMu KOH(PUTYPUPOBAHHMS M aJIMHHHCTPATUBHOW HACTPOUKHU
texHndeckux cpeacts UCII/H.

CucteMHBI aAMUHUCTPATOP BBITIOJIHIET KOHPUTYPUPOBAHUE W YIpPaBICHUE
nporpaMMmHbiM obecrieueHueM (I1I0) u obopyaoBanuem, BKIIIOYash 0OOpYyJOBaHUE,
OTBEYaIoIIEee 3a 0€30MacHOCThb 3alMIIaEMOT0 o0BeKTa: CpelcTBa
Kpunrorpadhuyeckod  3ammThl  MH(QOpPMAIMKM, MOHUTOPUHIA,  PETUCTpAIlUH,
apxuBauuu, 3amuTsl oT HCJI.

K mecTtoil kareropuui OTHOCSTCS 3apEerUCTPUPOBAHHBIC IOJIB30BATENN C
MOJIHOMOYMSIMHU aAMUHHUCTpaTopa Oe3onacHoctu UCTI/IH.

JIuwo aTou Kareropuu:

00J1ajjaeT BCEMU BO3MOXKHOCTSIMU JIUIL TIPEABIIYIITUX KaTeTOPHil;

obnanaet noiaHoi nHpopmanueit 00 UCIIx;

UMEET JIOCTYI K CPEJICTBaM 3allUThl MHOOPMAIIMU U MPOTOKOJIUPOBAHUS U K
yacTu KitodeBbIX djieMmeHToB MCII/IH;

HE MMEET MpaB J0CTyNa K KOH(QUTYPUPOBAHUIO TEXHUYECKUX CPEACTB CETH 3a
HCKJIFOYEHUEM KOHTPOJBHBIX (MHCIIEKITMOHHBIX).

AnMHUHHCTpaTOp  OC€30MaCHOCTH  OTBEYaeT 3a  COONIOJIEHHE  IPaBHII
pasrpaHUyueHus JOCTyIa, 3a TEHEPAlUI0 KIIOYEBBIX 3JEMEHTOB, CMEHY MapoJieH.
AJIMUHUCTpaTOp OE30MACHOCTH OCYIIECTBISAECT ayJuT TeX >K€ CPEACTB 3alllUThl
00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cempmMoi  kareropum  OTHOCATCS IPOTrPAMMHUCTHI-PA3PaA0OTUNKH
(MOCTaBIIMKH) MPUKIIATHOTO TPOrPAMMHOr0 00eCIIeYeHus 1 Jula, 00eceynBaloIne
€ro CONMPOBOXK/ICHHUE Ha 3aIUIIAEMOM OOBEKTE.

JIuio 3Tor KaTeropuu:

obnmamaer wuHpoOpManuel 00 anropuT™Max H mporpamMmmax  oOpabOTKH
uHpopmanuu Ha UCII/1H;
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o0jasaer  BO3MOXKHOCTSAMHM  BHECEHUSI  OIIMOOK,  HEJACKIapUPOBAHHBIX
BO3MOKHOCTEM, MPOTPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOTPAMM B MPOTPAMMHOE
obecnieuenue CIIJIn Ha ctaguu ee pa3paOOTKU, BHEIPEHUS U COTIPOBOXKICHUS,

MOXXET pacrmojararh JObIMH (GparMeHTaMu HWHOOpPMAIUU O TOMOJIOTHH
UCTI[In u TexHu4eckux cpeactBax oOpaborku u 3ammthl [1/]H, oOpabaThiBaeMbIx
B UCII/IH.

K BocbMOI1 KaTeropuu OTHOCATCA pa3pabOTUMKH U JIMIA, 0OECIeYHBAIOIIIe
IIOCTaBKY, COIPOBOXJAEHNE U PEMOHT TexHUYecKuXx cpencts Ha MCII/IH.

JIn1o 3ToM Kateropuu:

o0JasaeT BO3MOXXHOCTSMHM BHECEHHUs 3aKJIaJOK B TEXHUYECKHE CpEACTBa
NCIIIn Ha craguu ux pa3pabOTKu, BHEAPEHUS U COIIPOBOXKICHUS;

MOXKET pacrojararb JO0bMH (parMeHTaMu HHQOpPMALMU O TOIMOJIOTUU
NCTIIH 1 TexHUYeCKUX cpesicTBax 00paboTku 1 3ammuThl uHGopmaruu B UCIIJIH.

VYKkazaHHble KaTEropuM HAPYUIUTENEH MOJKHBI YYUTBHIBATHCS MPHU OLEHKE
BO3MOXKHOCTEN peanu3aunu Y BII/IH.

Hocutenem BpelOHOCHOW MpoOrpaMMbl MOXKET OBITH alllapaTHBIM 3JIEMEHT
KOMIIBIOT€pAa WJIM NPOTPaMMHBIA KOHTEWHEp. Eciu BpenoHOCHAass mporpamma He
aCCOIMUPYETCS C KAaKOU-IMO0 MPUKIAAHON MPOrpaMMOii, TO B KAYECTBE €€ HOCHUTEIIS
paccMaTpUBarOTCS:

OTUYXJAaEMbIi HOCHUTENIb, TO €CTh JaucKeTa, ontuueckuit auck (CD-R, CD-
RW), Qui-namsite, oTuyX/1a€Mblii BUHYECTED U T.I1.;

BCTPOCHHbIE  HOCUTENM  MHpOpMalMK  (BUHYECTEpHI, MHKPOCXEMBI
ONEPATUBHOM MaMSTH, MPOLECCOP, MUKPOCXEMBI CUCTEMHOW IUIAThl, MUKPOCXEMBI
YCTPOMCTB, BCTPAaUBAEMbIX B CUCTEMHBIM OJOK, — BUJEOAJaNTepa, CETEBOM IMIIATHI,
3BYKOBOM TIUIAaThl, MOJEMa, YCTPOMCTB BBOJA/BbIBOJA MArHUTHBIX >KECTKHX
U ONTHUYECKUX JHUCKOB, OJIOKa MHUTAHHUS M T.II., MUKPOCXEMBI MPSIMOIro JIOCTyMa
K [MaMsITH, TUH TIEpeiavu JaHHBIX, TOPTOB BBOJIA/BBIBO/IA);

MUKpPOCXEMbl BHEIIHUX YCTPONCTB (MOHHTOpa, KJIaBUATypbl, NPHUHTEPA,
MoJieMa, CKaHepa U T.IL.).

Ecnm BpemoHocHasi mporpamMma acCOIMUPYETCsl C KaKOW-TMOO TPHUKIaTHON
IporpamMmon, ¢ QainamMu, HMEIOIIMMH OIPEACIICHHbIE PAaCIIMPEHUs] WA WHBIE
aTpuOyThl, C COOOIICHUSIMU, IIEPEIABAEMBIMHU 10 CETH, TO €€ HOCUTEIISIMU SBJISFOTCS:

NAKEeThl IEPEIaBAEMbIX 110 KOMIIBIOTEPHOU CETU COOOLIECHU;

(aiinbl (TekcToBbIE, rpadUYECKUe, UCTIONHIEMbIE U T.1.).

5.2. O0uiast XapaKTepUCTUKA YA3BUMOCTel MH(POPMALIMOHHOMN CHUCTEMbI
NMEePCOHAIBHBIX TAaHHBIX

Vsa3BUMOCT,  MH(MOPMAIIMOHHOW  CHUCTEMBl TNEPCOHANBHBIX  JAHHBIX  —
HEJOCTaTOK WJIM cJIad0€ MECTO B CHUCTEMHOM WJIM MPUKIATHOM IPOrpaMMHOM
(mporpaMMHO-anmapaTHoM) OOECIeYeHUH aBTOMATH3UPOBAHHOUW WHOOPMAIIMOHHON
CUCTEMbI, KOTOpblE MOTYT OBITh HCIOJB30BaHbl Ui peaju3alud  yIrpo3bl
0€30I1acCHOCTH MEPCOHANBHBIX JaHHBIM.

[TprunHAMU BO3HUKHOBEHHS YSA3BUMOCTEH SIBIISIOTCS:

OIIMOKH TPU MPOEKTUPOBAHMM U Pa3pabdOTKe MPOrpaMMHOr0 (IporpaMmMHO-
amnmapaTHOro) ooecreyeHus;
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IIpEIHAMEPEHHbIE  JEHUCTBUA 110 BHECEHUIO  YA3BUMOCTEM B  XOJI€
OPOEKTUPOBAHHUA U  pa3pabOTKW MPOrpaMMHOIO  (IpOrpaMMHO-aNNapaTHOro)
o0cCIICUCHHS;

HENpPaBUJIbHBIE HACTPOMKM MPOrPaMMHOTO OOECHeYeHus, HENpaBOMEPHOE
U3MEHEHHUE PEKUMOB PabOThl YCTPOUCTB U MPOTpaMM;

HECAaHKLIMOHUPOBAHHOE BHEJIPEHUE U HCIIOJIb30BAHUE HEYUYTCHHBIX IIPOrpaMM
C TMOCJIEIyIOIMM HEOOOCHOBAHHBIM  pPAacXOJOBaHMEM pecypcoB  (3arpyska
mpolieccopa, 3aXBaT OlepaTUBHON MaMsATH U aMSTH Ha BHEUTHUX HOCUTENSX);

BHEAPEHUE  BPENOHOCHBIX  IPOrpaMM, CO3JAIOIIMX  YSI3BUMOCTH B
POrpaMMHOM M MPOTrPaMMHO-aNNapaTHOM 00€CIIeUEHUN;

HECAaHKLMOHUPOBAaHHbIE HEYMBIIUICHHBIC JNEUCTBUA I10JIb30BATEIIEH,
IIPUBOJAIIME K BOSHUKHOBEHMIO YSA3BUMOCTEN;

cOou- B paboTe amnmapaTHOro M MPOTPaMMHOIO obOecreueHus (BbI3BAaHHBIE
cOOSIMH B DJIEKTPONUTAHUHU, BBIXOJOM U3 CTPOS allllapaTHBIX »JJIEMEHTOB B
pe3ypTare CTApeHUs Y CHIDKEHUS HAIAEKHOCTH, BHEIIHMMHU BO3AEHUCTBUIMU
HIICKTPOMArHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U Ip.).

Knaccuduxanms ocnoBHbix yszBumocteil UCIIIn npuBeneHa Ha pucyske 4.

20
HTewringy |-

9O0HWoIOW) .

KﬂaCCVI(bMKaLI,VIFI YH3BMMOCTEI;'1 nporpaMMHOro

| | ocecneyeHusa |
Mo Tuny No Mo 3Tany *XM3HEeHHOro YMKna Mo npuunHe
MPOrpaMMHOro o6ecnequMﬂ, Ha BO3HMKHOBEHWNA
KOTOPOM BO3HMKAET yA3BMMOCTb YS3BMMOCTU
Ya3BuMoct
_’
M, ‘L =) ‘L p 3 0 X ‘L
NECR PR
BO3HMKa0 gggésgngzm%:%_ggzgg%
[=a =] [=a T
e Ha 1258 Epp iRl tEpseid
aTane K&hg b lo b = ZPbG gm
e FE5E HFRERS EPEEREC S
HPOEKTHPO
B "H'ﬂorpaMMHor
PGLPaMm
Hodo
OCCITCYCHWA
obecnaaEMIA bYHKLMIA
us| umm u N
HaCTPOMK
peenM3a|fM nossons
n fOLLMX
nporpam BbINOJIHA
MHOro s
obecneye laecymyre
HuA eHble
Hnpdsepi
7
QPPEeKT

oCcTn
BXO4HbIX
AaHHbIX

Pucynok 4. Knaccudukanus ysa3BUMOCTEN TPOrpaMMHOTO 00eCriedeHUs




25

Hwxe mpencrarieHa o01mas XapaKTEpPUCTHKA OCHOBHBIX TPYMI YSA3BUMOCTEH
NCII/IH, BKIIOYAIOIIUX:

YS3BUMOCTH CHCTEMHOTO TIPOTPAMMHOTO oOOecredeHus: (B TOM YHCIC
MIPOTOKOJIOB CETEBOI'O B3aUMOJICHCTBUS);

YSI3BUMOCTH TIPHUKJIATHOTO MPOTPAMMHOTO 0OeCTieUeHHsI (B TOM YHCIIC CPEICTB
3aIUTHl UHPOPMAITUN).

5.2.1. O0mas XapaKTepUCTHKA YA3BUMOCTEl CMCTEMHOI0 MPOrPaMMHOI0
odecrieueHust

VA3BUMOCTH ~ CHUCTEMHOIO  MPOrpaMMHOIO  OOecrHeueHHuss  HEeoO0XOIUMO
paccMaTpUBaTh C MPUBSI3KOU K apXUTEKTYPE MOCTPOCHUS BBIYUCIUTEIBHBIX CUCTEM.

[Tpu 3TOM BO3MOXHBI YSI3BUMOCTH:

B MUKponporpammax, B npommuskax 113V, I1T13V;

B CpEICTBaX ONEPAMOHHON CHUCTEMBI, MPEeIHA3HAYCHHBIX ISl YIPABIICHUS
nokanpHbiMH  pecypcamu  WCII[IH (oOecmeunBaronuX BBITOJHEHUE (DYHKITUI
YIOPABJICHUS MPOLIECCAMU, aMAThIO, YCTPOIICTBAaMU BBOJA/BbIBOJIA, UHTEp(dEicoM c
MOJIb30BATEINIEM U T.I1.), ApailBepax, yTUINTAX;

B CpEACTBaxX OMNEPALMOHHOM CUCTEMBI, MPEAHA3HAYEHHBIX IS BBIIOJTHEHUS
BCIIOMOTATENbHBIX (QYHKIUN, — YTUIUTaX (apXUBUPOBaHUS, NedparMeHTalluu U Jp.),
CHUCTEMHBIX 00palaThIBalOMIMX MporpamMmax (KOMOHIATOpPaX, KOMITOHOBIIUKAX,
OTJaJYUKaxX U T.I1.), MpOrpaMMax MpeIOCTaBICHUS MOJIb30BATENO JTOMOJIHUTEIbHBIX
ycinyr (cnenuanbHBIX BapuaHTax WHTepdeiica, KaabKyJlIsaTopax, Wrpax © T.IL.),
OubIMoTEeKax MPOIEAYp Pa3IMUYHOrO HazHadyeHus (OMOIMOTEKaX MaTEeMaTHYECKUX
byHKIMHd, GyHKIUH BBOIa/BBIBOAA U T.J1.);

B CpEICTBaX KOMMYHHMKAallHOHHOTO B3aMMOJEIHCTBUS (CETEBBIX CPEICTBAX)
OTIepallMOHHOMN CHCTEMBI.

VSA3BUMOCTH B MUKpPONPOrpaMMax M B CPEJCTBAaX ONEPALMOHHOW CHCTEMBI,
NpeIHa3HAYCHHBIX JJI YIPaBJICHUS JOKAIbHBIMUA PECYPCAMU U BCIIOMOTaTEeIbHBIMU
(GYHKIIUSMH, MOTYT TIPEACTABISATH COOOM:

GyHKUMY, TpOUEAYphbl, H3MEHEHHE MapaMeTPOB KOTOPBIX OMNpEEICHHBIM
o0pa3oM TMO3BOJISIET MCHOJB30BaTh WX JII HECAaHKIMOHUPOBAHHOTO JocTymna 0e3
OoOHapy>KeHUs TaKUX U3MEHEHUN ONePallMOHHON CUCTEMON;

dbparMeHThl KojJia IporpaMM («IbIPD, «JIFOKW»), BBEIACHHBIC Pa3padOTUYNKOM,
MO3BOJISIONTME O0XOIUTh MPOILEAYPhl UACHTU(DUKAINY, ayTeHTU(DUKAIIIHN, TIPOBEPKU
LEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOIMMBIX CPEICTB 3amUThl (AyTCHTH(PUKAINHA, TPOBEPKH
LIEJIOCTHOCTH, MIPOBEPKU dbopmaros COOOIIEHHH, OJIOKMpOBaHUS
HECAaHKIIMOHUPOBAHHO MOJIU(DHUIIMPOBAHHBIX (PYHKIUH U T.I1.);

OLIMOKHU B Iporpammax (B 0ObSIBICHUM NEPEMEHHBIX, (DYHKIMI U mpoueayp, B
KOJax NporpaMM), KOTOpbIE MpPU ONPENENEHHBIX YCIOBUAX (HAmpumep, NpH
BBINIOJIHEHUU JIOTMYECKUX MEPEX0J0B) MPHUBOAAT K COOAM, B TOM 4YHCIE K COOSIM
(GYHKUIMOHUPOBAHUS CPEJICTB U CUCTEM 3allUThl TH(GOPMALIHIH.

VSA3BUMOCTH ~ TPOTOKOJIOB ~ CETEBOTO  B3aUMOJCHCTBUS  CBSI3aHbl  C
OCOOCHHOCTSIMU MX MPOrPAaMMHON peanu3aii U OOyCIOBIEHbI OIpaHUYEHUSIMU Ha
pazMepsl
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npuMeHsieMoro Oydepa, HeIO0CTaTKaMH IMPOILEIypbl ayTeHTU(HUKAIIMH, OTCYTCTBUEM
IIPOBEPOK MPABWIBHOCTH CITy>keOHOH mHpopMmanuu u Ap. Kparkas xapakrepucTuka
ATUX YSI3BUMOCTEH MMPUMEHHUTEIIBHO K ITPOTOKOJIaM MPUBEJICHA B TaOIuIIe 2.

Tabmuma 2

VY S3BUMOCTH OTICIBHBIX IPOTOKOJIOB cTeka nmpoTokosioB TCP/IP,
Ha 0a3e KOTOPOro PyHKIMOHUPYIOT II100aIbHBIE CETH OOIIEr0 MOJb30BaHUS

HanmenoBan Yposensn HaumenoBanue Copep:xanne
ue cTeKa (xapakTepucTuka) HApYLIEeHUs
NPOTOKOJIA NPOTOKO1 YA3BHMOCTH 0e30nmacHOCTH
0B HHpopMauuu
FTP (File [puxnann 1. Ayrentuduxanus Ha BozMokHOCTH IepexBaTa
Transfer OH, 0a3e OTKPBITOrO TEKCTa JaHHBIX YYeTHOH 3anucy (MMeH
Protocol) — MIpeJICTaBH (maposnu nepecsUIalOTCS B 3aperucTpUPOBAHHBIX
MIPOTOKOJT - TeITbHBIH, He3amupoBaHHOM BHJIC) TTOJTB30BaTEIICH, TTapOIeii).
nepeaayn CCaHCOBBIN 2. JlocTym 1o yMOJIYaHUIO [Tomyuenue yaaneHHOTO
¢aiinoB no cetn 3. Hannume nByx JIOCTYIIa K XOCTaM
OTKPBITHIX ITOPTOB
telnet — IIpuxnaan AyTteHTuduKanus Ha Bo3mokHOCTB nepexBaTa
TIPOTOKOT OiA, 0a3e OTKPBITOrO TEKCTa JTAHHBIX YYETHOW 3aITMCH
YHpaBJICHUS MpeICTaBU (maponu nepechuIaroTCs nosnb3oBatens. [lomyyenne
yIaIEHHBIM - TEJbHBIH, B He3alH(PpPOBaHHOM yIaJeHHOTO I0CTyIa K XOcTaM
TEPMHUHAJIOM CEaHCOBBIN BHJIE)
UDP - Tpancmno OTcyTCTBHE MEXaHHU3Ma Bo3moxxHOCTB
IPOTOKOJI pT- HBIIA NpEIOTBPALICHUS peanusanuu UDP-
repeaadn neperpy3ok oydepa mTopMa.
JaHHBIX 0e3 B pesynbrare oomMeHa
YCTaHOBJICHUS MaKeTaMH MPOUCXOIUT
COCIIMHEHUS CYIIECTBEHHOE CHUKCHHE
MPOM3BOJUTENHLHOCTH CEpBEpa
ARP — CereBoii Ayrtentudukanus Ha 6asze BosmoxxHOCTE
IIPOTOKOJI OTKPBITOT'O TEKCTa nepexaara Tpaduka
npeo0pazoBaHu (ur(opManus nepechUIacTCs MOJIb30BATENS
st IP-anpeca B B He3amn(ppoBaHHOM BH/IE) 3JI0YMBIIUIEHHUKOM
(hm3rgecKmit
azpec
RIP - Tpancno OrtcyTcTBHE Bo3moxHocTh
IIPOTOKOI PT- HBIIA ayTeHTU(UKAIUN nepeHanpasieHus Tpaduka
MapupyTHOH YIOPaBISIOMNX COOOIICHHUH gepe3 XOCT 3I0YMBIIIJIEHHUKA
HHPOpMAITUH 00 M3MEHEHNH MapuIpyTa
TCP — Tpancmo OtcyTcTBHE Cy1iecTBEHHOE CHUYKEHHE
MIPOTOKOT PT- HBIH MEXaHU3Ma MIPOBEPKHU CKOpPOCTH OOMEHA U JJaKe
YIpaBIeHHUA KOPPEKTHOCTH TTOJTHBINA Pa3phIB
nepepadyent 3aIlOJTHEHUS MIPOU3BOJIBHBIX COCINHEHUI
CITy>KEOHBIX o nporokony TCP
3aroJIOBKOB MaKeTa
DNS - [puxnagn OTtcyTcTBHE CpeICTB danbcupukanms
MIPOTOKOJI oif, MPOBEPKH ayTeHTH(PHUKAIIMU otBeta DNS-ceppepa
YCTaHOBJICHHUS MIpeICTaBu MONMyYeHHBIX  JaHHBIX  OT
COOTBETCTBHUS - TEJIbHBIH, MCTOYHHKA
MHEMOHHUYECK CEaHCOBBII
WX UMEH H
CETEBBIX
aJIpecoB
IGMP — CereBoit OtcyrcTBHE 3aBucaHne
MIPOTOKOI ayTeHTU(HUKALNN cucteM Win
nepeaayn cooOrieHnit 00 M3MEHEHUH 9x/NT/200
COOOIIEHMIA 0 napaMeTpoB MapuIpyTa
MapuIpyTH3AILIH
SMTP — [Tpuknann OTcyTCTBHE MOAACPKKA Bo3M0XHOCTE TTOJI/ICTIBIBAHUS
MIPOTOKOJI oif, ayTeHTH()UKAIUU COOOIIECHU ITCKTPOHHOMH
obecrieueHust MIpeICTaBu 3aroJIOBKOB COOOIIEHUH MOYTHI, @ TAKXKe azipeca
cepBHca - TEJIbHBIH, OTIIPAaBUTENS COOOILEHHS
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JOCTaBKU CCaHCOBBIN

COOOIIEHHIA TTO

3NEKTPOHHOU

ouTe

SNMP — ITpuknagn OTcyTCTBHE TOAEPIKKU Bo3moxxHOCTB

IIPOTOKOI OH, ayTeHTH()UKALH MIEPETIOJIHEHUS TPOITYCKHOM
YIIPABJICHHUS IpEACTABU 3arojIOBKOB COOOIIEHUH CHOCOOHOCTHU CETH
MaplipyTh3aTopa - TEJbHBIMH,

MU CEaHCOBBIN

B CCTAX
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Jis  cuctemMaTtM3alMM OMMCAaHWS MHOXKECTBA YS3BHUMOCTEH HCIIONB3yeTCs
enuHas 6a3a nanubix yszBuMmocteir CVE (Common Vulnerabilities and Exposures),
B pa3pabOTKe KOTOpPOW NPUHUMAIIA Yy4YacTHUE CHEHUATUCThl MHOTUX H3BECTHBIX
KoMmaHui u opranm3anui, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u T.1. O1a 6a3a
JAHHBIX TTOCTOSTHHO TOTOJIHAETCS M MCIOJB3YyeTCs NMpu (OPMHUPOBAHUU 0a3 JTaHHBIX
MHOTOYHCIICHHBIX TTPOTPAMMHBIX CPEACTB aHaIN3a 3aIUIINCHHOCTH U, IPEXKIE BCETO,
CETEBBIX CKAaHEPOB.

5.2.2. O0mas XapaKTepuCTHKA YA3BUMOCTEl MPUKJIAIHOT0 MPOTPAMMHOI0
o0ecneuyeHust

K npuknagHoMy nporpaMMHOMY OOECHEUYEHHIO OTHOCSTCS TPUKIIATHbIE
POrpaMMbl OOILIETO MOJIB30BAHUS U CTICIIMATIbHBIE IPUKIIAIHBIE TPOTrPAMMBI.

[IpuknagHbie MporpaMMbl OOIIETO MOJIb30BaHUSI — TEKCTOBBIE U rpaduyecKue
pedaKToOpbl, MeIua-mporpaMmbl (ayMo- W BUACONPOUTPHIBATENN, IPOrPAMMHbBIC
CpeICTBa IpHUeMa TEJIEBU3MOHHBIX MPOTrpaMM M T.II.), CHCTEMBI YIIpaBiIeHUs OazaMu
JMAHHBIX, TPOrpaMMHBIC IUIATPOPMBI OOIIETO TMOJIB30BAHUA JUIsI  Pa3pabOTKu
nporpaMmHbeiX mpoayktoB (tuma Delphi, Visual Basic), cpemctBa 3amuThl
uH(pOopMaIu o0IIEero MOJIb30BAHUS U T.11.

CreuuanbHple TNPUKIAIHBIE MPOrpaMMbl — 3TO MPOrPaMMBbI, KOTOpPBIE
pa3padaTbIBAIOTCSl B MHTEPECAX PEUICHUS] KOHKPETHBIX MPUKIIAJHBIX 33134 B JaHHOU
UCIIIlH (B TOM u4uciae NOporpaMMHBIE CPEACTBA 3alMThl  MHGOpMAIH,
pa3paborannblie Ay KonkpetHoi UCIT/(H).

VYA3BUMOCTH IPUKIAJHOTO MPOrPAMMHOTO 00€CTeueHrs MOTYT MPEACTABIISTh
co0oii:

GyHKUMU ¥ TPOUEAYPHI, OTHOCAIIMECS K Pa3HbIM MPUKIAIHBIM MpPOrpaMMam
U HECOBMECTHMBIE MeXAy co00i (He (YyHKIHOHUPYIOIIME B OJHON OINEparmOHHON
cpele) u3-3a KOH(IMKTOB, CBSI3aHHBIX C paclpe/leICHUEM PECYPCOB CUCTEMBI;

(GYHKIMM, TpPOLEAypbl, W3MEHEHHE ONpPEJEICHHBIM 00pa3oM MapaMeTpoB
KOTOPBIX MMO3BOJISIET UCIOJIB30BaTh UX Ul IPOHUKHOBEHUS B ONEPALMOHHYIO CPENY
HUCTIJlH u BBI30Ba INTATHBIX (PYHKIUH OMEPAIMOHHON CHUCTEMBI, BBITIOJIHCHHUSI
HECAaHKIIMOHUPOBAHHOTO  JOCTyma  0e3  OOHapy>KeHUs  TakuxX  HM3MCHEHH
ONEPAMOHHON CUCTEMOM;

(dparMeHTbl KoJa IporpaMm («IbIPbD), «JIFOKW»), BBEACHHBIE Pa3padOTUUKOM,
MO3BOJISIONIME OOXOJIUTh MPOLEAYPbl UACHTU(PUKALIMY, ayTeHTU(UKAIIIU, IPOBEPKU
LEJIOCTHOCTH U JIp., IPEAYCMOTPEHHBIE B ONEPAIUOHHON CUCTEME;

OTCYTCTBUE HEOOXOJMMBIX CPEJICTB 3allUThl (ayTeHTUPHUKALUU, NPOBEPKU
1EJI0CTHOCTH, MIPOBEPKHU dbopmaroB COOOIIIEHUI, OJIOKUpPOBAHUS
HECAHKIIMOHUPOBAHHO MOJIUMDUIIMPOBAHHBIX (PYHKIIUH U T.I1.);

OlIMOKU B rporpamMmax (B 0ObsIBICHUH MEPEMEHHBIX, PYHKIIUN U MPOLEAYD, B
KOJax IpOrpaMM), KOTOpbIE IIPH ONPENEIEHHBIX YCIOBUAX (HAampuUMeEp, IpH
BBIMOJIHEHUH JIOTUYECKUX MEPEXO0JI0B) MPUBOJAT K COOSM, B TOM uHCiEe K COOSIM
(YHKIIMOHUPOBAHUA CPEACTB M CHCTEM 3alluThl HH(OpPMAIMHU, K BO3MOXKHOCTU
HECAaHKIIMOHUPOBAHHOTO JOCTYMAa K HH()OPMALIHH.

Jlanable 00 YSA3BUMOCTAX pa3pabaTblBa€MOr0 M PACIpOCTPaHIEMOro Ha
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KOMMEPYECKON OCHOBE MPHUKIATHOTO IPOTPaMMHOTO OOCCIICUCHHSI COOHMPArOTCH,
0000111a10TCs ¥ aHATU3UPYIoTCa B 0ase nanubix CVE',

5.3. O0mas xapakTepuCTHKA YIPO3 HENMOCPEICTBEHHOI 0 JOCTYIA
B ONlEPAIHOHHYIO cpeay HHGOPMALMOHHOM CHCTEeMBbI IEPCOHATBHBIX JAHHBIX

VYrpo3el goctyna (IpOHUKHOBEHHS) B ONEPALMOHHYIO CPELy KOMIIBIOTEpa U
HECAaHKLIMOHUPOBAHHOTO nocrtyna K [1/1H cBA3aHbI ¢ fOoCTYyIIOM:

K MH(pOpMaLlMK U KOMaHJaM, XpaHsIIMUMcs B 0a30BOM cucTeMe BBOAA/BBIBOJA
(BIOS) MUCIIln, c BO3MOXHOCTBIO IepexBaTa  YNPaBJICHUS  3arpy3Koil
ONEepallMOHHON CHCTEMBI U TIOJyYEHHEM MPaB IOBEPEHHOTO MOJb30BATENS;

B ONEPALMOHHYIO Cpeay, TO €CTh B cpely (PYHKIIMOHMPOBAHUSA JIOKAIbHOU
OTNEPAllUOHHOM  CHUCTEMBI  OTJENbHOro TexHudyeckoro cpeactea WCII[Iu c
BO3MOXHOCTBIO BBITOJHEHUS! HECAHKIIMOHUPOBAHHOIO JOCTyla IyTEM BbI30Ba
MITATHBIX ~[POTpaMM  ONEPAIIMOHHOM CHUCTEMbl WM 3alycka CIEHUaIbHO
pa3pabOTaHHBIX MPOTPAMM, PEATU3YIOIINX TaKUE JIEHCTBUS;

B cpeay (QYHKIMOHUPOBAHMUS TPHUKIAAHBIX TpOorpamMMm (Hampumep, K
JIOKAJIbHOU CHCTEME yIpaBiieHHs 0a3aMu JaHHbBIX);

HEMOCPEJICTBEHHO K wuHopManmu mojib3oBarens (K daiinam, TEKCTOBOM,
aynno- u rpadudeckoil WH(pOpMAIMU, TMOJISIM M 3alHUCSIM B JJIEKTPOHHBIX 0a3zax
JAHHBIX) ¥ OOYCJIOBJIEHBI BO3MOXKHOCTBIO HapyILIEHHS €€ KOH(PHACHIUATbHOCTH,
LEJIOCTHOCTH U IOCTYTTHOCTH.

OTH yrpo3pl MOTYT OBITh pPEaJM30BaHbl B CIydyae MOJYYEHHS (PU3UYECKOTO
nocryna k UCII[IH wiu, mo kpailHeld Mepe, K CpeacTBaM BBOAA HH(POpPMALMH
B UCII/IH. UX MOXHO 0OBEIMHUTH IO YCIOBUSM pealiu3allii Ha TPU PYIIIIbIL.

[lepBasi rpymnma BKJIIOYaeT B ceOsl Yrpo3bl, peaiu3yeMble B XOJI€ 3arpy3ku
OTIEPAllMOHHON CUCTEMBI. DTH YIrpo3bl 0€30MaCHOCTH MH(OpMAIMU HANpaBleHbl Ha
nepexBar Mapoyied WM HACHTUPHUKATOPOB, MOAUPHUKAIMIO MPOrpPaMMHOTO
oOecrieueHusi 0a3oBoii cuctembl BBOjJa/BhiBoAa (BIOS), mepexBar ympaBneHus
3arpy3kol ¢ HM3MEHCHHEM HEOOXOAUMON TEXHOJOTUYECKOW WH(pOpMaIuyl s
nonyuenuss HCJ[ B onepanuonnyio cpemy MWCII[IH. Yame Bcero Takue yrpossl
peaM3yIoTCs C UCIOIb30BAaHUEM OTUYK/Ia€MbIX HOCUTENEeH HH(OPMALIHH.

Bropas rpynma — yrposbl, peanu3zyeMble IMOCI€ 3arpy3Kd ONEpallMOHHOMN
Cpelbl HE3aBUCUMO OT TOro, Kakas TMpUKIagHas MporpaMMa 3aIlyCKaeTcs
M0JIb30BaTEIEM. OTH YIpO3bl, KakK [pPAaBUJIO, HANpaBIEHbl Ha BBINOJIHEHHUE
HEMOCPEJICTBEHHO  HECAaHKIIMOHUPOBAHHOTO jJoctyna kK wuH@opmauuu. Ilpu
MOJIYYEHUH JOCTYyNa B ONEPALMOHHYIO CPEAY HapYUIUTETh MOXKET BOCIOJIb30BATHCS
KaK CTaHJAApTHBIMU (DPYHKIUSIMUA OINEPAlMOHHOW CHCTEMbl MM KakKOH-JIH0O
MPUKIAJAHON MPOrpaMMbl OOIETO TMOJIb30BaHUS (HAIPUMEpP, CUCTEMBI YNpPaBICHUS
0azaMu  JMaHHBIX), TaK MW CIENHAIBHO CO3JaHHBIMU IS BBIMIOJHEHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTyTa MPOrpaMMaMH, HallpuMep:

porpaMmamMu IpOCMOTpa U MOIU(GUKAITIN PEeCTpa;

porpaMMamMu TOMCKA TEKCTOB B TEKCTOBBIX (haiiyiaX 1Mo KIIOYEBHIM CIIOBaM U
KOITMPOBAHMUS;

! Benercs 3apy6exnoii ¢pupmoii CERT Ha KOMMeEpPUECKOH OCHOBE
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CHEeIMaIbHBIMU MPOrpaMMaMHi IPOCMOTPa M KOMUPOBaHUS 3amuceil B 0azax
JTAHHBIX;

nporpaMmamMu  OBICTpOro  mpocMoTpa  rpaduueckux  (QaitnoB,  ux
pEIaKTUPOBAHUS WM KOTUPOBAHUS;

nporpaMMaMu HOJAEPKKHA BO3MOXKHOCTEH peKOH(UTrypaluu NpOorpaMMHOMN
cpenbl (HacTtpoitku MCIIJIH B uHTEpecax HapyLUIUTEIs) U JIp.

Hakonen, TpeThsi Tpymma BKIIOYAaeT B ce0s yrposbl, peamu3anus KOTOPBIX
ONpeeNsieTcsl TeM, Kakas M3 MPUKIAJHBIX MPOrpaMM 3aIlyCKaeTCs IMOJIb30BaTENIEM,
Wik (pakToM 3amycka JII0OOW W3 MPUKIAAHBIX HporpaMm. bosbiias 4acTe Takux
yIPO3 — 3TO YIpO3bl BHEIPEHUS BPEAOHOCHBIX MTPOTPamM.

54. OO0masi XapakTepUCTHKA Yrpo3 0e30MaCHOCTH MEePCOHAJbHBIX JAHHBIX,
peaju3yeMbIX € HCIOJIb30BAHHEM MPOTOKOJI0B MEKCETEBOr0 B3aUMO/1eiiCTBUS

Ecim UCII[n peanuzoBana Ha 0a3e JIOKAIBHOM WM paclpeaesICHHOM
WHOOPMAIITMOHHOW CHCTEMBI, TO B HEM MOryT OBITh peaIu30BaHbl yTPO3bI
Oe3omacHocTH HMHGOPMAIIMM TYTEM UCIOJIb30BAaHUSI TPOTOKOJIOB MEKCETEBOIO
B3auMojielictBus. Ilpm 3TomM moxker obOecrieunBatbess HCI x [IJlH wnm
peaM30BBIBATHCS yTPo3a 0TKa3za B 00cmykuBanust. OCOOEHHO OMACHBI YTPO3bl, KOT/1a
NUCII[n mnpencraBiasier co0oi  pacnpelesieHHYyl0 HH(OPMALMOHHYIO CHCTEMY,
MOAKIIOUCHHYIO K CETSIM OONIETro MOJb30BaHUSI U (WUJIM) CETAM MEXIYyHApOIHOTO
nHopmanmonHoro oomena. Knaccudukammonnasi cxemMa yrpos, peaanu3yeMbIX IO
CeTH, MNpUBEJCHA HAa pUCYHKE 5. B ee OCHOBY NOJIOXXEHO CEMb CIIEIYIOUIUX
MEPBUYHBIX TPU3HAKOB KJIACCU(DUKAIIUHU.

1. Xapakrep yrpo3ssl. [lo aTomy mpusHaky yrpo3bl MOTYT ObITh MAaCCHUBHBIE U
aktuBHble. [laccuBHast yrpo3a — 3TO yrpo3a, IpH peaau3alud KOTOPOM He
OKa3bIBaeTcad HemocpeAcTBeHHoe BiausiHue Ha padory HCII[IH, HO MOryT OBITH
HapyllIeHbl YCTAHOBJIIEHHBIE MpaBUJIa pazrpaHudeHust nocryna K [IJIH wim cereBbiM
pecypcam. IIpumepoM Takux yrpo3 sIBISIETCS yrpo3a «AHAlIU3 CETEBOrO Tpadukay,
HalpaBJICHHAass HAa NPOCIyIIMBAHHE KaHAJIOB CBSI3M M IIEpeXBaT MepenaBacMoun
uH(popMaIuu.

AKTHBHasi yrpo3a — 3TO Yrpo3a, CBSI3aHHas C BO3JEHCTBHEM Ha PECYPCHI
NCITIH, npu peann3alid KOTOPOW OKa3bIBAETCS HEMOCPEACTBEHHOE BIIMSHUE
Ha paboTy cUCTEMBbI (M3MEHEHHE KOH(pUIypaluu, HapylleHue padoTOCIOCOOHOCTH
U T.J.), 1 C HAPYIICHUEM YCTAaHOBJICHHBIX MpaBWJ pa3rpaHudyeHus goctyma k [1J[H
WIK ceTeBbIM pecypcaM. llpumepom Takux yrpo3 sBisgercs yrposza «OTka3 B
00CITy>KUBaHUMNY, peasin3yemas Kak «mrtopM TCP-3anpocosy.

2. lenp peanusanuu yrposbl. [lo 3ToMy mpu3Haky yrpo3bl MOTYT OBITb
HaIpaBjeHbl Ha HapylleHWe KOH(MUIEHUIMATBLHOCTH, LEIOCTHOCTA U JOCTYIMHOCTH
uHdopmalmu (B TOM uucie Ha HapymieHue pabdorocnocooHoct UCII[IH umum ee
AJIIEMEHTOB).

3. YcnoBue Hauana OCyILECTBICHUS Ipoliecca pean3anuu yrpossl. [1o atomy
MPU3HAKY MOXKET PEAIM30BbIBATHCS yTPO3a:

0 3alpocCy OT 00BEKTA, OTHOCUTEILHO KOTOPOT0 peanusyercs yrpo3a. B atom
cllydae HapyLIUTENlb OKHMJAET Mepefadyd 3arpoca ONPEEICeHHOrO0 THIAa, KOTOPbIA 1
OyZeT ycaoBUMEM Hayasla OCYIIECTBIECHUS HECAHKIIMOHUPOBAHHOIO JJOCTYIIA;



Knaccugukanus yrpo3 6e3onmacHoCcTH HH(YOPMAINH, PEaTU3yeMBbIX C UCIIOIb30BAHUEM IIPOTOKOIOB MEKCETEBOTO

bjaﬂlVIU/_LCI\/'lb TBUS B aBTOMATH3UPOBAHHBIX CUCTCMAX

Ilo nanuuuio obpamnoti Io pacnonodcenuro cybvekma
Ilo xapaxmepy Ilo yenu so30eticmeus Io ycrosuro nauana npoyecca cessu ¢ UCITIn amaxu omnocumensto MCII/n
6030eticmeus peanusayuu yeposvl
{ i i 1 § !
IMaccuBHbIC VYrpo3sl ¢ HapyleHHeM VYIpo3bl, peausyemble 1o C ob6paTHOM CBA3bIO BHyTpucermeHTHble
KOH(pHIECHIMATBHOCTH zanpocy ot UCI/ln
" MejKcermeHTHble
HHGOpMALIH Fes ofpaTHoii  CBsi3U
AKTHBHBIE (ogHOHanpaBaeHHas!
VYrpo3sl,  peanuzyemble aTaka)
Yrpos3bl ¢ HapyHIEHHEM o HACTYIUICHHIO
LENOCTHOCTH HHpOpMALLi 0KUJaEMOT0 COOLITHS B
WUCI/ln
VYTpos3sl ¢ HapyIIeRNEM Besycnosubie Ilo yposHto smanonnoi mooenu
JIOCTYIHOCTH, HHGOpMAILH BO3/ICHCTBHSA 63QUMOOELICIEUS OMKDLIMBIX CUCTEM
Y
YTpO3I)I C KOMIIJICKCHBIM
BO3/JEHCTBUEM Ha Ilo coomnowenuro konuvecmea
uHbOpMAIIIO Hapywiumeneii u xocmoe, Yrpo3bl Ha PpU3NIECKOM ypOBHE
ONMHOCUMENIbHO KOMOPbIX
. YTpo3bl Ha KAHATEHOM YPOBHE
PeAIUIVIOMCH.Y.eO3bl
VIpo3bl Ha CETEBOM yPOBHE
VYrposza "OpuH x ogHOMY" Yrposa "Onun ko PacripenencHnbie Yrpo3bl HAa TPAHCIIOPTHOM YPOBHE

MHOTHM"

(CKOOPAMHUPOBAHHBIE) YTPO3bI

YI‘pO3LI Ha C€aHCOBOM YPOBHE

YFpO3I>I Ha Npe€ACTaAaBUTECILHOM YPOBHE

YTpo35! Ha IPUKIATHOM YPOBHE

Pucynok 5. Knaccudukanuonsas cxema yrpo3 ¢ UCIOJIb30BaHUEM MPOTOKOJIOB MEKCETEBOTO B3aUMO/ICUCTBUS
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10 HACTYIUICHHIO OXKUIAEMOr0 COOBITHS Ha OOBEKTE, OTHOCUTEIBHO KOTOPOIO
peanusyercs yrposza. B 2ToM ciydae HapymIMTENb OCYIIECTBISET IOCTOSHHOE
HaOOJIeHne 3a  cocTostHueM  omepanuoHHoW cuctembl WCII[lH u  mnpu
BO3HUKHOBEHUU  OMNPEJEICHHOr0  COOBITUS B  3TOM  CUCTEME  HAuyMHAET
HECAaHKIMOHUPOBAHHBIN JTOCTYTI;

Oe3yciioBHOE Bo3JeicTBUE. B sTOM ciyyae Haudamo OCYIIECTBIICHUS
HECaHKIIMOHUPOBAHHOI'O JIOCTyIa O€3yCJIOBHO MO OTHOLIEHUIO K LU J0CTyMa, TO
€CTh yIpo3a peajin3yeTcs HEMEIJIEHHO U O€30THOCUTENBHO K COCTOSIHUIO CUCTEMBI.

4. Hanmuuue oOpatHoii cBsizu ¢ MCIIJIH. Ilo »ToMy mnpu3HaKy Ipolecc
peanm3aiuu yrpo3bl MOXKET OBITH C 00paTHOM CBSA3BIO U O€3 00paTHOI CBS3HU. YTPOo3a,
ocyulecTBisiemMass npu Hanuuuu oOpatHol cBsizu ¢ MCII/IH, xapakTepusyercs Tem,
YyTO Ha HeKoTopele 3ampochl, nepeganubie Ha WCII/IH, Hapymurento Tpelyercs
nonyuuth oTBeT. CnenoBarenbHO, Mexnay Hapymwmrenem u HMCIIe cymecTByer
oOpaTHasi CBsI3b, KOTOpasi MO3BOJISIET HAPYIIMTENIO aJ€KBAaTHO pearupoBaTh Ha BCE
n3meHenus1, npoucxogsaume B HMCII/IH. B omimume OT yrpos, peanu3yembiX IpU
Hanuuuu oopatHoil cBsizu ¢ MCII/IH, mpu peanuzanuu yrpo3 6e3 oOpaTHOM CBSI3U HE
TpeOyeTcsi pearupoBaTh Ha Kakue-1u0o uamenenus, npoucxoxasimue B MCIIx.

5. Pacnionioxenune Hapymmutens otHocutenbHo HMCIIJIH. B cooTBeTcTBUM C
9TUM IPU3HAKOM yIpo3a Pean3yeTcsi KaK BHYTPUCETMEHTHO, TaK U MEKCEITMEHTHO.
CermenTt cetu — (pusmdeckoe oObequHEHNE XOCTOB (TexHudeckux cpeacts UCIIIn
WIM KOMMYHHMKAallMOHHBIX 3JEMEHTOB, HMMEIOUIMX ceTeBoi anpec). Hampumep,
cermeHT WCIIJ[H 0Opa3zyeT COBOKYITHOCTh XOCTOB, MOJKIIOYEHHBIX K CEPBEPY IO
cxeMe «obmas muHa». B ciydae, Korma mMeeT MEeCTO BHYTPHCETMEHTHasl yrposa,
HapyLIuTeNb UMeeT puanyeckuid noctyn K annapatHbiM snementam WCIIIH. Eciun
MMEET MECTO MEXKCETMEHTHAs yrpo3a, TO HapymuTenb pacnonaraercs BHe MCII/IH,
peanusys yrpo3y u3 Apyrou cetu uinu u3 apyroro cermenta UCII/IH.

6. YPOBEHb OJTAJIOHHOM MOJEIM B3aUMOJCHCTBUSA  OTKPBITHIX cucrtem'
(ISO/OSI), na xoTopoM peanuzyetcsi yrpos3a. [lo aTomy mpusHaKy yrpo3a MOXKET
peann30BbIBAaTHCS Ha (PU3NYECKOM, KaHAIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEICTaBUTEILHOM U MIpUKIaaHOM ypoBHe Mozenu [SO/OSI.

7. CooTHOLIEHHE  KonnuecTBa Hapymuteneil u  anemeHtoB  UCII/H,
OTHOCHUTEJIBHO KOTOPBIX peanmsyercss yrposa. [lo stomy mpusHaky yrposa MOKET
OBITh OTHECEHA K KJIAacCy yIrpo3, pealu3yeMbIX OJHUM HApyLIUTEIEM OTHOCUTEIBHO
onHoro texHuueckoro cpeactBa HCII[In (yrpo3a «OJWH K OJHOMY»), cCpasy
OTHOCUTEIBHO HECKONbKUX TexHuueckux cpeacts MCIIIH (yrpo3a «oauH KO
MHOTHM)) WM HECKOJIBKUMH HAPYIIUTEIAMH C Pa3HbIX KOMIIBIOTEPOB OTHOCUTEIBHO
OJIHOTO WM Heckoyibkux TexHumuyeckux cpencts MCII[H (pacnpenesieHHblE WM
KOMOMHUPOBAHHBIE YTPO3BI).

C yuyeToMm MpoBEeAECHHON KiacCU(pUKAIMM MOKHO BBIIETUTh CEMb HauOoliee
4acTO pEeAIN3yEMbIX B HACTOSLIEE BPEMSI YTPO3.

1. Ananu3 cereBoro Tpaduka (pUCYHOK 6).

' Mexnaynaponnas Opraanszanus o Cranaaptusamuu (ISO) npunsna crangapt 1SO 7498, onmcheiBaromuii
B3auMoieiicTBie OTKPHITHIX cucteM (OSI).
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Pu HOK 6. Cxema peanusay, O3b| «AHanun3 ceteBoro TdadwKa»
, LS
X()CT Hapymwrenﬂ
Xoct M

Xoct N

OTa yrposa peanu3yercs ¢ NOMOIIBIO CIIENHAIBHOW MPOrpaMMBbI-aHAIN3aTopa
naketoB (sniffer), mepexBaThiBarolIeil Bce MaKeThl, IEPeaBaEMbIe IO CETMEHTY CETH,
U BBIICISIONEH Cpead HHUX T€, B KOTOPBIX TeEpeNaroTcs UACHTHU(PUKATOP
IIOJIB30BATENII U €ro Inaposib. B Xomae peamusanuu yrpos3sl HapyLIMTENIb W3y4yaer
JIOTUKY pabOThl CETU — TO €CThb CTPEMMTCS] MOJIYYHTh OJIHO3HAYHOE COOTBETCTBHE
COOBITHI, TPOUCXOMSIINX B CUCTEME, U1 KOMaH/I, IEPECHUIAEMBIX [IPU 3TOM XOCTAMH,
B MOMEHT TOSBJICHUS JaHHBIX CcoOObITUH. B janbHeimeM 3TO MO3BOJISIET
3JIOyMBIIUICHHUKY Ha OCHOBE 3aJlaHUSl COOTBETCTBYIOLIIMX KOMAaHJ IIOJIYYHUTb,
HalpuMep, MPUBUIIETUPOBAHHBIE [TPABA HA JICNCTBUS B CUCTEME WIIH PACIIUPUTH CBOU
MOJIHOMOYHST B HEH, NEpPEeXBaTUTh NOTOK IME€PEJAaBAEMBIX JAHHBIX, KOTOPBIMU
OOMEHUBAIOTCS KOMIIOHEHTBHI CETEBOM OMNEPALMOHHOW CHCTEMBI, Uil H3BJICUCHUS
KOH(DUICHIIUATEHON WM UIACHTU(GUKAIMOHHOW  WHpopManuu  (Hampumep,
CTaTUYECKUX MAapOJEH IOJNb30BATENIEW JUIA JOCTyna K YHAJIEHHBIM XOCTaMm IIO
npotokonam FTP u TELNET, He npenycmaTtpuBaromuM mu@poBaHUe), €e MoJIMEHBI,
MOJU(DUKAIIUM U T.1I.

2. CkaHUpOBaHUE CETH.

CymHOCTh mponecca peanu3aluy yrpo3bl 3aKIII0YAETCs B IEPEAade 3arpocoB
ceTeBbIM cityk0am xoctoB MCII/IH u ananuse orBeToB OT HuX. Llenb — BhIsIBICHUE
UCIIOJIb3YEMbIX IPOTOKOJIOB, JOCTYIHBIX IOPTOB CETEBBIX CIYKO, 3aKOHOB
dbopmupoBaHUsS UIACHTU(HUKATOPOB COCIMHEHUMN, OMPECICHHE AKTUBHBIX CETEBBIX
CEPBHUCOB, MOJ00P UACHTU(PUKATOPOB U MAPOJICH MMOTH30BATENCH.

3. Yrpo3a BbIABICHUS TAPOIIS.

Lenp peanuzanuu yrpo3sl coctouT B noinydyennun HCJl mytem mpeononeHus
MapoJIbHOW 3alIUThI. 3JOYMBIIIJIEHHUK MOXET PEaIu30BbIBATH YIpO3y C MOMOIIBIO
LEJOro psiia METOJOB, TAKUX KaK MPOCTON mepedop, mepedop ¢ MCIOIb30BAaHUEM
CIELHAJIBHBIX CJIOBAPEM, YCTAaHOBKAa BPEJOHOCHOW IPOrpaMMbl Ui IEepexBaTa
naposisi, moaMeHa jaoBepeHHoro oonekrta cetu (IP-spoofing) m mepexBaT makeToB
(sniffing). B oCHOBHOM 1Jis peanu3alu yrpo3bl HUCIHOIB3YIOTCS CIEIHATbHBIC
IIPOTPaMMBbl,  KOTOpPBIE  MBITAIOTCA  NOJYYUTh  JOCTyIl K  XOCTYy IIyTEM
nocJieoBaTeNIbHOrO noAdopa naposieil. B cnydae ycnexa, 3710yMBIIIJIEHHUK MOXET
co3aarh A ce0s «poxoa» st OyAyILero J0CTyIa, KOTOpbId OyneT NeidcTBOBATh,
JIaXKe €CJIM Ha XOCTE€ U3MEHUTH IIapoJIb JOCTYIA.
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4. IlonmeHa [OBEpEHHOro OOBEKTAa CETH W Iepejgadya IO KaHajlaMm CBS3U
COOOIIEHUI OT €r0 MIMEHH C IPUCBOEHUEM €T0 MpaB AOCTYMNa (PUCYHOK 7).

1. Xocr X Bezet HabutoieHme 3a Xxoctamu A 1 B v onpenensier Hymepaumio
[IAKETOB cooGr_ueHnﬁ, WIIylLYIo OT XocTta B

Xoct B
Xoct X - XOCT HapyLLUTEs

~

AN

2. Xoct X nocsliaaet Ha xocT A ceputo TCP-3anpocoB Ha co3gaHue COeIMHEeHHs,
3aM0J1HsAsl TEM CaMbIM OU€PEe/lb 3aPOCOB C LENLIO BLIBECTH U3 CTPOSI HA HEKOTOPOE
Bpemst XOCT A

N XocT A - 10BepeHHbIi xoceT

Xocr B

SYN,
ISSx
TCP-3anpoc Ha OTKPbITHE COSIMHEHUSI OT UMEHU XocTa A Xocr B
SYN-OUT CHHXpOHU3AIMK HOMEpa MOC/Ie10BaTEIbHOCTH
ISSx-rpon3BoJbHbBIIA HOMEP MOCIE10BATENLHOCTH
XOCT A BbIBE/IEH U3 CTPOs

Y

OtgeTt|xocta B na TCP-3anpoc

SYN, ACK, ISSb Xoct B
ACK(ISSx+1)

SYN-QuT cunxpoHU3auu HoMeEpa Mocje10BaTe/IbHOCTH
[SSb-npou3BoJIbHBINA HOMEP MOCJIEA0BATEILHOCTH X0cTa B
ACKLISSx+1)-nHomep noareepxkaeHus npuema TCP-nakera ot
xoeTa A, paBublid [SSx+1

ASK(ISSb+1)-Homep noareepxkacHus npuema TCP-nakera ot xocra B,

B KOTOPOM aTakyolU1i yKkazbiBaeT noaodpanHbiii Homep [SSbh+1
ACK, ISSx+1 »
ACK(ISSb+1)

RST ASK(ISSx+1)-nomep Xoer B
cinenytouiero TCP-nakera

OTtcyTeTByeT coobuieHue o paspbise TCP-coenmHeHus oT
BBIBEJICHHOI'O U3 CTPOs XOCTa A (l'laKeT C 3aMnOJTHCHHbIM
ciykeOHbIM 3arojiokoM RST)

Xoct A
PucyHok 7. Cxema peann3auum yrposbl «[loagmMeHa JOBEPEHHOINO 06bEKTA CETU»
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Takas yrpo3a 3(Q(}EeKTUBHO peaau3yeTcsi B CHUCTEMax, IJIe HNPUMEHSIOTCS
HECTOMKHUE aJITOPUTMBI UICHTU(UKAIIMY U ayTeHTU(UKAIIMA XOCTOB, MOJIb30BaTeNICH
u T1.0. [log mgoBepeHHBIM OOBEKTOM TIOHUMAETCS OOBEKT CeTH (KOMIIBIOTED,
MEKCETEBOM dKpaH, MapIIPYTU3ATOP U T.I1.), JIETAJIILHO MOIKIIOUCHHBIN K CEpBEpY.

MoryT ObITH BBIJICJICHBI JIB€ Pa3HOBUAHOCTH IMpOIlEcca peain3alii yKa3aHHOU
YTPO3bI: C YCTAHOBJICHUEM U 0€3 YCTAaHOBJIEHUSI BUPTYAIBHOT'O COEAMHEHUSI.

[Iponecc peanuzanuu ¢ yCTaHOBJIEHUEM BUPTYaJIbHOI'O COCIMHEHUSI COCTOUT B
MPUCBOCHUM TMpPaB JOBEPEHHOTO CYOBEKTa B3aMMOJICUCTBUS, YTO TIO3BOJISIET
HAPYIIUTEII0 BECTH CEaHC pPabOThl C OOBEKTOM CETH OT HMEHH JOBEPEHHOTO
cyObekTa. Peanmmsammsi yrpo3sl JaHHOTO THma TPeOyeT MPEOJIOJICHUS] CHCTEMbI
uAcHTUGUKANY W ayTeHTUUKANUU cooOmeHnii (Hampumep, aTtaka rsh-ciyxObl
UNIX-xocTa).

[Ipouecc peanuzanuu yrpo3sl 0€3 yCTAHOBJIEHHSI BUPTYaJIbHOIO COEIUHEHUS
MOXET UMETh MECTO B CETAX, OCYIICCTBISIONIMX HIACHTU(DUKALMIO TMepeaaBaeMbIX
COOOIIIEHHUI TONBKO MO CeTeBOMY ajpecy otnpaBurens. CylnIHOCTh 3aKIO4YaeTcsl B
nepejadye CiayKeOHBIX COOOIICHUH OT HMMEHHM CETEBBIX YIIPABISIONIUX YCTPOUCTB
(HampuMep, OT MMEHHM MapHIpyTHU3aTOpOB) 00 M3MEHEHHUU MapIIPYTHO-aAPECHBIX
naHueiXx. [lpm  sTOoM HEoOXOAMMO WMETh B BHUAY, UTO €IMHCTBEHHBIMHU
uaeHTuduKaropamMu a00HEeHTOB U coeAuHeHus (o nmporokony TCP) sBnsioTcst nBa
32-6utHbix mapametpa Initial Sequence Number — ISS (HoMep mociie10BaTEIHLHOCTH)
u Acknowledgment Number — ACK (Homep noarsepxaenusi). Ciie1oBaTenbHO, IS
dbopmupoBanus noxkHoro TCP-makera HapymuTeal0 HEOOXOAMMO 3HATH TEKYIIHE
uaeHTu(UKATOPHI A7 JaHHOTO coequHeHus — [SSa u ISSb, rae:

ISSa — HekoTOpOE€ 4YHCIIEHHOE 3HAYEHME, XapaKTEPU3YIOLIEe NOPSAKOBBIN
HoMep ornpaBiagemoro TCP-makera, ycranaBinuBaemoro TCP-coenuHenwus,
WHULIMMPOBAHHOTO XOCTOM A;

ISSb — HekoTOpoe YHCIEHHOE 3HAYEHHUE, XapaKTepU3yIolllee MOPSIKOBBIM
Homep  ormpaBisiemoro  TCP-makera, ycranaBiuBaemoro  TCP-coenuHenus,
MHULMUPOBAHHOTO XOCTOM B.

3nauenue ACK (Homepa monrBepskieHus yctaHoBieHus TCP-coennHeHus)
OTpeNeNaeTcsl KaKk 3HAuY€HHE HOMEpa, MOJYy4YeHHOTo OT pecrnoHiaeHta ISS (Homep
nocnenoBatenbHocTr) Toiroc eauauia ACKb = ISSa+1.

B pesynbraTe peanuszanuu yrpo3bl HapylUIMTENb IOJIY4YaeT MpaBa JOCTyMa,
YCTaHOBJIGHHBIE €T0 TO0JIb30BaTelIeM JUIsl JIOBEPEHHOTO abOHEHTa, K TEXHUYECKOMY
cpeactBy UCIIIH — nienu yrpos.

5. HaBsA3bIBaHHE JTOKHOTO MaplIpyTa CETH.

Jlannass yrpo3a peanuszyercs OAHMUM M3 JBYX CIOCOOOB: MyTeEM
BHYTPUCETMEHTHOTO  WJIM  MEXKCETMEHTHOrO  HaBA3bIBaHHUS.  B03MOXHOCTH
HaBS3bIBAHUS JIOKHOTO MapuipyTa oOOYCIOBJIE€HAa HEIOCTaTKaMu, MPUCYIIUMU
QITOpUTMAaM MapUIpyTHU3alMi (B YAaCTHOCTH, H3-3a MPOOJIEMbl UACHTHU(PUKALMH
CETEBBIX YIPABISIONIUX YCTPOMCTB), B pe3yJIbTaTe YE€ro MOXHO MOMACTh, HAIPUMED,
Ha XOCT WJIH B CE€Th 3JIOYMBIIUICHHUKA, TJI€ MOKHO BOWTH B ONEPAIMOHHYIO CPEAy
texHuueckoro cpenacrtsa B cocrae MCII[IH. Peanuzanmsi yrpo3sl OCHOBBIBAE€TCS
Ha HECAaHKI[MOHMPOBAHHOM HCIIOJIb30BaHUU MPOTOKOJOB Mapuipytuzauuu (RIP,
OSPF, LSP) u ympaBnenusi cerpto (ICMP, SNMP) nns BHeceHuss M3MEHEHHA
B MapUIPyTHO-aipecHbie Tabauibl. [Ipu aToM HapyImuTeno He0OX0AUMO MOCTaTh OT
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HMEHHM CETEBOTO YIPABIISIIONIETO YCTPOMCTBA (HAmpUMeEp, MapIIpyTH3aTopa)
yIpasJsitoniee cooOueHue (pucyHku 8 u 9).

1. llepemaya NapyIIHTENEM 112 XocT 1 NokHOro coodiieHus uo nputokoay [CMP Redirect
HMEIH MapIIPYTHIATOPa | 00 n3MeHeHur TaONHLbI m

%') %— Hurrepuer

Ma YTH3ATOD | Ma FTHIATOP 2 ‘ .
PHIpRY op pIpy P Joxuoe coolienue Cepnep

[CMP Redireel Lopsecrel.eom

Xoct 2 Xocr Ha%ynnm:m{

2. 1lakeThl Ha LOp.SCCTELCOM NANPABIAKYICA 1A LCCY LUCCTRY I0WHE Mapwpy tH3arop (xocr 2}, a
CUCALBU 1C.IBHO, THH b ¢ LOP.SCCITLUON HAPY LIACLes

% %— HuTepuet

MaptmpvTsatop | MapmpyTazaTop 2 |

lagsimng
MAPLIDY T ASHHK

LOp.seCreLevim: -
TALCWAY —XOCT 2

1 Xocr 1 XoetT 2

Cepoep
Loprsecrelsom

Pucynok 8. Cxema peanu3zanuu ataku «HaBs3biBaHue JT0KHOTO MapIIpyTa
(BHYTPHUCETMEHTHOE) C MCIOIb30BaHueM MpoTokosia ICMP c 1ienbio HapyleHus
CBSI3U

L. d*aza mepegaud IoKHOTO coodmlernd [CMDP Redirecl o1 umenn Maplupy ru3aropa Ha xoct
Jlowroe coobmenme LCMP Redirect  Mapiupytusarop

m b] B HAUNYYLOEM MAPLLPYTE K XOCTY
% % tOp.SCC{"CI.COII]

. Xoer 2
Aot |

2. ®Masza HPHEeMa, dild.1nsa, BO3NeWCTBHA H mepena l'lepeXBa‘-IeHHOﬁ HH(DO})NI&[[HH HA TOXKHOM

HUHuTepHeT

XO0CT LapyluaTens

ceppepe
% r Hurepuer
MaplipyTHIATOP MappyTU3aTOp 2|

ACheern ™

ATaKVIOUIHA OT HMEHH
npeaHABHAYEHHbIS

xouerd | HEPpeAdel HAdKETb]

top.scoret.com,
1 top.sceret.curm
XOCT dIdKY KL
OCT LLAPYIIUTEIA

_[ Cepnep top.secret.
Pucynok 9] Cxema peanuzanuu yrpo3sl «HaBsizpiBaHUE JT0KHOTO Mapmmym»
(MEXXCErMeHTHOE) C LIEJbIO IepexBaTa Tpauka
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6. BHenpeHue 10XHOT0 00BEKTa CETH.

OTta yrpo3a OCHOBaHAa Ha WCIOJb30BAaHUM HEIOCTATKOB aJITOPUTMOB
yAaJICHHOTO ToucKa. B cityuae, eciii 00bEKTHI CETH M3HAYAILHO HE UMEIOT aJpeCHOM
uHpopMalu JIpyT O JPyTe, HCIOJIB3YIOTCS pPa3IuyHbIE MPOTOKOJBI YAAJICHHOTO
noucka (Harmpumep, SAP B cersix Novell NetWare; ARP, DNS, WINS B cersx co
crekoM npotokosioB TCP/IP), 3akmouaromniyiecs: B mnepejade Mo CeTU CreluaibHbIX
3alpOCOB W TIOJYYEHMM HA HHUX OTBETOB C HMCKOMOH wuH(opmaruen. [lpu stom
CYILIECTBYET BO3MOXHOCTb I€pEXBaTa HAPYIIUTEIEM IMOUCKOBOTO 3alpoca U BbLAAYH
HAa HEro JIO)KHOTO OTBETAa, HWCIIOJNB30BAaHWE KOTOPOTO MpHUBENET K Tpedyemomy
W3MEHEHHUIO MapUIPYTHO-3JpECHBIX JIaHHBIX. B  jmanpHeillieM Bech MOTOK
MH(pOpMaLINK, aCCOUMHPOBAHHBIN € OOBEKTOM-XKEPTBOM, OyAeT MPOXOIUTH 4Yepe3
JIOKHBIA 00BeKT ceTH (pucynku 10 - 13).

1. ®asza oxunanus ARP-3anpoca &
| &
ATakyoWUH Npoc/yBaeT MapupyTtuzarop

KaHaJl, OKuas nepeaavy

XOCT 1 XOCT 2 Xocr N

Xoct Hapymmrens

2. ®asza peanuszauun yrposbl

A

Xocr nepenaer Tlepexsaru ARP-3anpoc, Mapupyruzarop
ARP-3anpoc aTaKyoLMii epeaeT J0MKHbIH
’ ARP- OTBeT >
@ @ @ Hntepuer
SO &
Xocr | XOCT 2 Xoct N

XocT HapymuTens

3. ®asa npuema, aHaan3a, BO3eHCTBHUS U Nepejjaun nepexBaueHHol MHPOpMaLnK Ha
.HO)KHTM ARP-cepBepe

Mapupytuzatop
[ %g )
I Cas3b xocta | ¢

MaplIpyTU3aTOPOM MPOUCXOAUT

Q . Q uepes JoxkHblil ARP-cepsep @
N _ _ Wnrepuet

Xoct N

Xocr 1 Xoct 2

JlosKHiblid
ARP-cepsep

Pucynox 10. Cxema peanuzanuu yrpo3sl «Baenpenue noxnoro ARP-cepsepa»
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1. @aza owuaanng atakyomny DNS-sanpoca o1 xoceta 1 (arakytownii maxoanres mubo 11a xocre
RapyinTteas 1, imbo na xoere napywrens 2)

Cepnep B
% top.secrel.com [Ny
]
MapmpyTusatop P
Mapuupyrusarop Mapuwipyrusarop N
m DNS-cepsep
X 1
OCT Xocr Hapylwnrens 1 Xocr Hapyuurens 2
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Pucynok 11. Cxema peanuzauuu yrpossl « BHenpenue noxnoro DNS-cepBepa»
nyteM nepexsara DNS-3anpoca
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1. Hapymmurens nepefaeT HanpasieHHbIH mropM DNS-oTBeTOB Ha XOCT 1

MapupyTtusaTtop

MapuipyTusarop
top.secret.com
IITopM 10XKHBIX

vee S-0TBETOB OT
nmMmenu DNS-

Mapmpyrusarop cepsepa Ha XOCT

MapupyTtuzarop

1 DNS-cepsep

S

JloxxHblit cepBep
(XOCT HapyHIUTEIS)

2. Xocr 1 nocsutaer DNS-3anpoc 1 HemeaneHHO noiry4aet JoxkHblit DNS-oTBeT

DR
DNS-3anpocb/‘(;, IS\I_
SN

Xocr 2

S

Xoct 1

Mapupyrtusarop

IIITopM m0XKHBIX

ven DNS-oTBETOB OT
nmenn DNS-
MapupyTtuzatop cepBepa

S

JloxHEIH cepBep
(XOCT HapyIINUTEINS)

MapupyTtuszatop

DNS-cepgep

3. ®aza npueMa, aHalIM3a, BO3ICHCTBHS U Iepeadr MepexBaueHHON HHPOPMAIUU Ha JIOXKHOM cepBepe

top.secret.com

>

MapuwpyTtusatop

MapuwpyTtusatop

JloxHbIl cepBep
(XOCT HapyLIUTEIIS)

DNS-cepBep

Pucynok 12. Cxema peanuzanuu yrpo3sl «BHeApeHue J1oxHoro DNS-cepBepar
nyTeMm mropma DNS-0TBETOB Ha KOMIBIOTEP CETH
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1. Hapymutens co3gaeT HallpaBIeHHBIM IITOPM JIOKHBIX DNS-0TBETOB OT MIMEHHU OJJHOTO M3
KopHeBBIX DNS-cepBepoB 1 IIpy 3TOM IIPOBOLIKPYET STOT CEpBEp Ha OTBET, MOChUIas Ha Hero DNS-

NHTepHeT

MapLupyTusatop ‘ Cepsep top.secret.com
%g J Mapm@;}op

— DNS-3anpoc Ha nouck to -\,;\ KopHeBom
DNS-cepBep XocT HapywuTtens DNS-cepBep

3amnpoc

2. DNS-cepsep nepenaer DNS-3ampoc Ha kopHEeBoit DNS-cepBep 1 HeMeAJIeHHO MoTydaeT JoXHbI DNS-oTBeT
OT aTaKyIOLIEro

% ) Wnrepner
MapupyTuzatop Cepaep
Xocr 1 &g ‘ ocre
Map%pmiaTop

DNS-3ampoc Mapuipytuzarop

Hanpasnennslit mropm
noxHbIx DNS-oTBeTOB
OT UMEHH KOPHEBOTO KopHeBoit
DNS-cepsepa DNS-cepaep

XOoCT HapyLIuTeNs

Y

Mapupyrtusarop

DNS-cepsep

3. Xoct HapymmTens n3MeHser Kam-tadimmiry DNS-cepBepa u obecriednBaeT mpoxokaeHne Tpapuka
yepes JoxHBII CepBep top.secret.com

S
= epBep 3
op.secret.com oxHbIl CepBep
top.secret.com
—— WuTepHeT —«— DNS-3anpoc Ha nouck
Ko rabauuia DNS- TOP.SECRET.COM
cepBepa
top.secret.com: DNS-otser ¢
IP afipec aTaKyioLLero JIO7KHBIMH M
CBEJECHUAMH O XOCTE apHIpyTH3aTop
DNS-cepaep TOP.SECRET.COM

Xocr 1

Pucynok 13. Cxema peanuzanuu yrpo3sl «Baeapenue noxxkaoro DNS-cepeepa»
nyteM mropma DNS-otBeToB Ha DNS-cepBep
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7. OTKa3 B 00CITyKUBaHUU.

OTu  yrpo3bl OCHOBaHbl Ha HEJOCTAaTKaX CETeBOr0  IPOrpaMMHOIO
oOecreyeHus, ero ys3BUMOCTSX, MO3BOJSIONIMX HAPYIIUTENIO CO3/1aBaTh YCIIOBUA,
KOI/Ia ONepalMoOHHAs CHUCTEMAa OKa3bIBAae€TCS HE B COCTOSHMM 00padaThiBaTh
MOCTYTAIOIINE MAKETHI.

MoryT ObITh BbII€JIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TAKUX yTPO3:

a) CKpBITBI OTKa3 B OOCTYKMBaHWHM, BBI3BAHHBIA MPUBICYCHUEM YaCTH
pecypcoB MCIIJIH Ha 00pabOTKy IaKeTOB, IMepelaBacMbIX 3JIOYMBIIICHHHKOM CO
CHI)KEHHEM IIPOIYCKHOW CIIOCOOHOCTHM KAaHAJIOB CBS3HM, HPOU3BOJUTEIBHOCTH
CETEBBIX YCTPOWMCTB, HapyIICHUEM TPEOOBAHHWI KO BpeMEHH OOpabOTKH 3ampOCOB.
[Tpumepamu peanuzanuu yrpo3 MOJOOHOTO PoOJa MOTYT CIYKHTb: HampaBICHHBIN
mTopM 3x0-3anpocoB no mnporokoiny ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBiienue TCP-coenunennii (SYN-flooding), mrropm 3anpocos k FTP-ceprepy;

0) sBHBI OTKa3 B OOCIYy>XMBaHUHU, BBI3BAHHBIA HCUEPIIAHHEM PECYpPCOB
NUCTIIn npu 06paboTke MakeToB, NEPEAABAEMBIX 3II0YMBIIUIEHHUKOM (3aHITHE BCel
MOJIOCHl TPOIYCKAHUSl KaHAJIOB CBS3M, IIEPEIIOJIHEHHE Ouepesieil 3ampocoB Ha
0OCITy>KHBaHHE), TP KOTOPOM JIETaIbHBIE 3alPOCHl HE MOTYT OBITH NIEPEIaHbl Yepes
CEeTh M3-3a HEJOCTYITHOCTH CPeJIbl Mepeaadn 00 MOoIyqaroT 0TKa3 B 00CIIyKUBAHUU
BBUJY NEPENOJHEHUSI OYEPEAEH 3alIPOCOB, AUCKOBOTO MPOCTPAHCTBA MaMATH U T.J.
[Ipumepamu yrpo3 HaHHOIO THHA MOTYT CIY>KHTh IITOPM IIMPOKOBEIIATEIBHBIX
ICMP-3x0-3anpocoB  (Smurf), nHanpasnennbiii mropMm (SYN-flooding), mropm
COOOIICHHI TOYTOBOMY cepBepy (Spam);

B) SIBHBIM OTKa3 B OOCIY’>KMBAHHMH, BBI3BAaHHBI HapyLIEHUEM JIOTHYECKOM
CBSI3BHOCTH Mexay TexHudeckumu cpencrsamu UCIIIH npu nepenave Hapymmrenem
VOPABISIIONIMX COOOIIEHW OT MMEHM CETEBBbIX YCTPOMCTB, MPUBOIALINX
K W3MEHEHUIO MaplIpyTHO-aApecHbIX naHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) nnu naeHTHPUKALIUOHHON U ayTeHTU(DUKATMOHHOW HHPOpMaALIUU;

I') SIBHBII OTKa3 B OOCIIy»KMBAaHUU, BbI3BAHHBIN Tepeaaueit 3J10yMbIILIIEHHUKOM
MaKeTOB C HeCTaHJIapTHhIMH aTpuOytamu (yrpossl tumna «Landy», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wiu wumerommx MIMHY, TPEBBIIIAIOIIYIO
MaKCHUMaJIbHO JOMyCTUMBbIN pa3zmep (yrpoza tuma «Ping Deathy), 4yto Moxer
MPUBECTU K COOIO0 CETEBBIX yCTPOMCTB, YYaCTBYIOIIUX B 00pabOTKE 3ampocoB, MpHU
YCIIOBUU HaJU4Ms OIIMOOK B IMPOrpaMMax, PEAU3YIOLIUX IPOTOKOJbBI CETEBOTO
oOMmeHa.

Pe3ynpTaToM peanu3anuu  JTaHHOM yIrpo3bl MOXET CTaTh HapylICHHUE
pabOTOCTIOCOOHOCTH COOTBETCTBYIOIIEH CIYKObl MPEIOCTABICHUS YJAJIECHHOIO
noctyna k [1/Jn B UCII/IH, nepenava ¢ 0AHOTO agpeca TaKOro KOJIMYECTBA 3alpOCOB
Ha MOJKJIIOUYECHUE K TeXHUYEeCKOMY cpeacTBY B coctaBe MCII/IH, kakoe MakCUMaabHO
MOXXET «BMECTUTH» TpauK (HANpPaBICHHBIA «ILITOPM 3alpOCOB»), YTO BIEYET 3a
co0O0l MepenoyIHeHUe OYepear 3alpoCOB U OTKA3 OJHOM W3 CETEBbIX CIYXKO WU
MOJIHYEO OCTAHOBKY KOMITBIOTEPA M3-32 HEBO3MOKHOCTH CUCTEMbI 3aHUMATHCS HUYEM
JIPYTUM, KpoMe 00paOOTKH 3a1pOCOB.

8. Y 1aneHHbIN 3ayCK MPUI0KEHUH.

VYrpo3sa 3akiarouaercs B crpeMiieHun 3anyctuth Ha xocte UCII/IH pa3nuunbie
IIPEIBAPUTEIBLHO BHEAPEHHBIE BPEIOHOCHBIE IPOrPAMMBIL: IPOTrPaMMBbI-3aKIadKH,
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BUPYCHI, «CETEBBIE IIMUOHBI», OCHOBHAs II€JIb KOTOPHIX — HApPYIICHHUE
KOH()HUICHIINATLHOCTH, IIEJIOCTHOCTH, JOCTYMTHOCTH WH(POPMAIUA ¥  TIOJHBIHA
KOHTPOJIb 32 paboToi xocta. KpoMe Toro, BO3aMOKeH HeCaHKIITMOHUPOBAHHBIHN 3aITyCK
MPUKJIQJIHBIX TPOTPaMM II0JIB30BATEICH 11 HECAaHKIIMOHUPOBAHHOTO TOJYYCHHSI
HEOOXOJMMBIX HAPYILIUTENIO JaHHBIX, JUIs 3allyCKa YIpaBiIsSEeMbIX IPUKIATHON
IPOrpaMMOi MPOIIECCOB U JIp.

BBIICNSIOT TpH MOKIAcca JaHHBIX YIPO3:

1) pacnpoctpanenue  (ailyioB,  coAepKalIUX  HECAHKIIMOHWPOBAHHBIM
HWCHOJIHIEMBIN KOJI;

2) yoalleHHBI  3allyCK  TPWIOKEHUS TyTeM TMepenoyiHeHus  Oydepa
IIPUII0KEHUN-CEPBEPOB;

3) yoaneHHbI 3amyCK MNPUIIOKEHUS MYTEM HCIOIb30BaHUs BO3MOXKHOCTEU
YAQJIICHHOTO YTPABJIECHUS CUCTEMOM, MPEAOCTABISICMBIX CKPBITBIMH MPOTPAMMHBIMHU
W anmapaTHBIMA 3aKIaJKaMH1 JTM00 UCTIOJIb3yEeMBIMH IMMTATHBIMH CPEICTBAMH.

TunoBsie yrpo3bl MEPBOTO W3 YKa3aHHBIX IIOJIKJIACCOB OCHOBBIBAIOTCS Ha
aKTUBH3AIlMN PACIPOCTPAHICMBIX (ailIoB TpH CIydalHOM OOpalleHUd K HUM.
[Tpumepamu Takux ¢GaiaoB MOTYT CITY>KHUTb: (pailiibl, coiepKaline UCTIOTHAEMBbIN KO
B BHJIe MakpokomaHJ (tokyMeHTsl Microsoft Word, Excel u T.1.); html-n0oxKymMeHTHI,
coJiepiKalllie UCIIONMHSAEMBIH KOJ B BHJAC dJeMEeHTOB ActiveX, Java-anmieTos,
WHTEPIPETUPYEMBIX CKpUINITOB (Hampumep, TekcThl Ha JavaScript); aiinsl,
coJieprKallue UCTOMHIEMbIE KO/bl porpamMm. [[ist pacripoctpanenus (aitioB MOTYT
WCIIOJIB30BAThCSL  CIY>)KOBI  DJICKTPOHHOW TMOYTHI, mepefnaun (aujaoB, CETEBOM
(haiiIoBOM CUCTEMBL.

[Ipm yrpo3zax BTOpOro MOAKJIACCAa WCIOIB3YIOTCS HEIOCTAaTKA MPOrpamM,
peaM3yIONINX CETEeBBIE CEPBUCHI (B  YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIS
nepenojHeHuss Oydepa). HacTpolkoil CHCTEMHBIX PpETMCTPOB HHOIZA YAAETCS
MEPEKIIOYUTE MPOIECCOP TOCIIE MPephIBaHUs, BBI3BAHHOTO TEpeIIoOTHEHHUEM Oydepa,
Ha UCTIOJTHEHHE KOJIa, COo/IeprKaIerocs 3a rpanuiei Oydepa. [Ipumepom peanuzanum
TaKOW yTpO3bl MOXKET CIIYKUTh BHEJIPEHHUE IUPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipn yrpozax TpeThero mojKJIacca HapYLIUTENIb HKCIOIb3YyeT BO3MOKHOCTH
yAAJIEHHOTO YIPaBJICHUS CUCTEMOM, MPEJOCTABISIEMbIE CKPBITHIMA KOMIIOHEHTAMHU
(Hanmpumep, «TpostHCKUMMW» Tporpammamu Tuma Back Orifice, Net Bus) mum6o
IITATHBIMUA CPEJICTBAMH YIPABJICHUS W aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u 1. n.). B pesynbrare nx
WCITOJIb30BAHUS YAAC€TCS TOOUTHCS yIaJEHHOTO KOHTPOJIS HaJl CTAHIINEH B CETH.

CxeMaTHYHO OCHOBHBIE ATambl pa0OTHI ATUX IPOTPAMM BBITIISIAT CIAEAYIOIIAM
obOpazom:

WHCTAJUISAINS B TIAMSITH;

OXKUJAHHE 3aIllpoca C YAAJIEHHOTO X0CTa, Ha KOTOPOM 3aIlyllieHa KIMEeHT-
nporpamMma, ¥ 0OMEH C Heil COOOIIEHUSIMH O TOTOBHOCTH;

nepenaya nepexBadyeHHOW WHGOpPMAIMU KIUEHTY WU MPEJOCTABICHHUE €My
KOHTPOJISl HaJl aTaKyEeMbIM KOMITBIOTEPOM.

Bo3MmoskHBIE TOCHENCTBHS OT pealu3alldd Yrpo3 pas3iuyHbIX KJIACCOB
IIPUBEJICHBI B Ta0OIuUIIE 3.
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Tabnuua 3
Bo3moxHBIE IMOCJICACTBYA pCain3aliuu yIpo3 pa3JIMdHbIX KJIACCOB
Ne
Tun Bo3mo:xHbIE MOC/IeICTBUS
n aTaku
/
1l
1 AHaIu3 ceTeBOro Tpaq)I/IKa Hccnez[OBaHI/Ie XapakKTECpUCTUK CETCBOI'O Tpaq)I/IKa,
IepexBaT INepelaBaeMbIX [aHHBIX, B TOM 4YHCIE
UACHTU(HUKATOPOB U MapoJieil moap30BaTeNei
2 CKaHHPOBaHHE CETH Omnpenenenre  MPOTOKOJIOB,  JIOCTYIHBIX  TOPTOB
CEeTEBBIX CIIy k0, 3aKOHOB (dopmupoBaHUS
UICHTU(UKATOPOB COCAWHEHHH, AaKTUBHBIX CETEBBIX
CEPBHCOB, HUACHTH(OUKATOPOB u naposieit
M0JIb30BaTeNeh
3 «Hapo_]'H)Ha;[» araka Bremmosisesue  mro0o0ro ACCTPYKTUBHOT'O ﬂeﬁCTBHﬂ,
CBSI3aHHOTO C TIOJYYEHHWEM HECAaHKIMOHHUPOBAHHOTO
J0CTyTa
4 [MoxMeHa TOBEPEHHOTO 0OBEKTA CETH W3meHneHne  Tpacchl  TPOXOXKICHHS  COOOIICHUH,
HECaHKIIMOHUPOBAHHOE  M3MEHEHHE  MapLIpyTHO-
aZipeCHbIX AaHHBIX. HecaHKIIMOHMPOBAHHBIN JOCTYN K
CeTEeBBIM pecypcawm, HaBs3bIBaHHE JIOKHOU
UH(pOpMAIHU
5 Haps3pIBaHIE JIOXKHOTO MapIIpyTa HecankumonupoBaHHoe  W3MEHEHHWE  MapIIPyTHO-
aJpecHbIX  JaHHBIX, aHauu3 MW  Moaudukauus
TEepelaBacMbIX  JITAaHHBIX, HAaBS3bIBAHUE  JIOKHBIX
Cco00IEeHui
6 Buenpenue m0xHOTO 00BEKTa CETH [lepexBsat u mpocMoTp Tpaduka.
HecaHKIMOHMPOBAaHHBIN TOCTYNI K CETEBBIM
pecypcaM, HaBsI3bIBAaHHE JIOKHOU
rHbOpMAITIH
7 YacTHYHOE HCUEpPIIaHHE CHMXeHHe NPOIMYCKHONW CIOCOOHOCTH KaHAJOB CBA3H,
pecypcoB TIPOU3BOJIUTEIHHOCTH CETEBBIX yCTpOHUCTB. CHUXKEHHE
MIPOU3BOIUTEIEHOCTH CEPBEPHBIX MPUIOKESHUN
TTomHOE HCUYEPIIAaHUE PECYPCOB HeBo3MoxHOCTE nepeaayun COO6H.[€HHI>1 Hn3-3a
< OTCYTCTBUS JOCTyHa K Cpele INepenadyd, OTKa3 B
= YCTaHOBJIEHUH coenuHeHusd. OTKa3 B NPeJOCTaBICHUU
ié cepauca (3JEKTPOHHOM MOUTHI, (ailioBoro u T.1.)
é Hapymenne HeBo3moxHOCT,  mepedauu, cooOmeHud  u3-3a
L%é OTCYTCTBHUS KOPPEKTHBIX
@ JIOTUUECKON CBSA3HOCTU MEXIY MapiipyTHO-aApECHBIX
g aTpubyTaMHu, JaHHBIMA, JaHHBIX. HeBOSMO)KHOCTE
g 06 BbEKTAMHU MOJy4YeHUsT YCIyr BBUAY HECAHKIHOHUPOBAHHOMN
MOIU(UKAINN  UACHTU(UKATOPOB,
MapoJiel U T.I.
Hcnons3oBanne omH60K Hapymrenue pa6oTocnocoOHOCTH CETEBBIX YCTPOHCTB
TporpamMmax
8 Iyrem  pacceinkn  aitnos, | Hapymenue KOH(pUIECHIINATBHOCTH,
= coaepmamnxv NeCTPyKTUBHBIN LIEJIOCTHOCTH, JOCTYTHOCTH
E HUCIIOJIHAEMBIM KO, BHPYCHOC I/IH(i)OpMa]_II/II/I
£ 3apaxxeHue
g{ IlyreM mnepenosHeHUs
> Oydepa cepBepHOTO

TIPUJIOKCHUSA
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[IyTem HCIIOJIb30BaHUS
BO3MOXX- HOCTEH yAaJEHHOTO
YIIPaBIICHUS CHCTEMOM,
MPEIOCTABISIEMbIX ~ CKPBITBIMU

HPOTrpaMMHBEIMH u
anmapaTHBIMA 3aKIIaAKaMu
hiv7 (o0s) HCTIONIB3yEMBIMHU
IITATHBIMH

CPeICTBAMH

CkppITOE yIpaBiIeHUE CUCTEMOM
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[Ipouecc peanuzanuu yrpo3sl B OOIIEM CIIy4ae COCTOUT U3 YETHIPEX ATAIOB:

cbopa uHpopmMaIuy;

BTOP>KEHUS (IPOHUKHOBEHUS B ONIEPALIMOHHYIO CPEAY);

OCYUIECTBJICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JVMKBUJALNHN CJIEIOB HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Ha stane cbopa nnpopmanru HapyImmTesnss MOTYT HHTEPECOBATh Pa3InYHbIC
ceenennst 00 UCII/IH, B ToM uncre:

a) O TOIOJIOTUU CETH, B KOTOpoi (pyHKUMOHMpYeT cucTema. [Ipu 3ToM MoxkeT
HCCJIEIOBATHCS 00JIACTh BOKPYT CeTHU (HApUMEp, HAPYIIUTEIS MOTYT UHTEPECOBATh

ajzpeca JIOBEPEHHBIX, HO MEHEE 3alIMILEHHBIX XO0CTOB). J{71s1 onpenenenus

JOCTYITHOCTH XOCTa MOTYT MCHOJIB30BAThCS MPOCTEMIINE KOMAH/IbI (HallpuMep,

koManja ping s nocbuiku ICMP-3anipocos ECHO _REQUEST ¢ oxunanuem Ha
Hux ICMP-otBetoB ECHO_REPLY). CymecTByroT YTUJIATBI,

OCYLIECTBJISIONIME  NapajyIeIbHOE OMpPEAeeHue  JOCTYIMHOCTH XOCTOB

(Takue kak fping), KoTopbie CHOCOOHBI MPOCKAHUPOBATHOOJIBIITYIO

001acTh aIpeCHOTO0 POCTPaHCTBA Ha npeaMeT

JOCTYITHOCTH XOCTOB 32 KOPOTKHI MPOMEXKYTOK BpEMEHH. TOMOJIOTHS CETH 4YacTo

OTpeJeNsieTCs] Ha OCHOBAaHUU «CUETYHMKA Y3J710B» (AMCTAHIIMHM MEXIy XocTamu). [Ipu

3TOM MOTYT IIPUMEHATHCS TAKUE METO/IbI, Kak «monyisiunu TTL» u 3anucu mapuipyra.

Meron «wmonmynsuun TTL» peanu3oBaH mnporpammoit traceroute (aiis
Windows NT — tracert.exe) u 3axmtouaercst B Moy sanuu moist TTL [P-maketos. Jlns
3aIicy MapIpyTa MOTYT UCTIONb30BaThesi [CMP-makeThl, co3aaBaeMbie KOMaHION ping.

COop uHpOpMaIIUA MOKET OBITh TAK)KE OCHOBAH Ha 3ampocax:

kK DNS-cepBepy 0 chucke 3aperucTpupoOBaHHBIX (U, BEPOSITHO, AKTHUBHBIX)
XOCTOB;

K MapuIpyTU3aTopy Ha OCHOBe mpoTokoja RIP 00 um3BecTHBIX MapmipyTax
(uH(pOpMaLKs O TOTOJIOTUHU CETH);

K HEKOPPEKTHO CKOH(DUTYypHUPOBAHHBIM YCTPOMCTBAM, MOACPKUBAIOIINM
npotokos1 SNMP (undopmarus o TOMOJOTHHU CETH).

Eciun UCIIIn HaxomuTcsi 3a MeXceTeBbIM 3kpaHoM (MD), Bo3MoxkeH cOop
uHpopmaruu o KoHpurypauu MO u o Tononoruu VUCII[n 3a M3, B ToM umcie
IyTEM IOCBUIKU MMAKETOB Ha BCE MOPTHI BCEX MPEAINOIAraéMbIX XOCTOB BHYTPEHHEM
(3amuuaeMon) ceTu;

0) o tumne omnepauuoHHoit cucrtembl (OC) B HCIIJIH. Camblii H3BECTHBIN
cnoco6 onpenenenus tuna OC XocTa OCHOBaH Ha TOM, 4TO pa3nuyHbie Tunbl OC mo-
pazHoMmy peanusyroT TpeboBanus cranaaproB RFC k crexky TCP/IP. OTto mo3Bonsier
HapyLIUTEN0 yJajieHHo uaeHTuduuupoBath THO OC, yCTaHOBJIEHHOM Ha XOCTE
NCII[In myTeM MOCBUIKA CHEUHAIBbHBIM 00pa3oM CGHOPMUPOBAHHBIX 3alpPOCOB U
aHaJIM3a MOJyYEHHbIX OTBETOB.

CymiecTByIOT cCHelMalbHbIE CPEACTBA, PEATU3YIOUIUME JaHHbIE METONbI, B
yacTHOCTH, Nmap u QueSO. M0OXHO OTMETHTHh TaKK€ TaKOM METOJ ONpPEACIICHUS
tuna OC, KaK OpOCTEUIINI 3alMpoc Ha YCTAHOBJIEHUE COEAMHEHUS IO IMPOTOKOIY
yaaneHHoro jnoctymna telnet (telnet-coenunenus), B pe3yabTaTe KOTOPOro MO
«BHELIHEMY BHIYy» OTBeTa MOXHO omnpegenuts Tun OC xocra. Hamuuume
OMPEICICHHBIX CEPBUCOB TAKKE MOYKET CIY>XUTh JOMOJHUTEIIbHBIM MPU3HAKOM JISI
onpexaenenus tuna OC xocra;
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B) 0 (QYHKUMOHUPYIOIIMX Ha XocTax cepBucax. OmnpejaeneHue CEpBHUCOB,
UCIIOJIHSEMBIX HA XOCT€, OCHOBAaHO Ha METOJI€ BBIABICHUS «OTKPBITHIX MOPTOBY,
HampaBJIeHHOM Ha cOop uH(}OpMamuu O JOOCTYNHOCTH Xocrta. Hampumep, s
onpenenenust goctynHoctd UDP-nopra HeoOX0AMMO MOTYyYUTh OTKJIMK B OTBET Ha
nocbuiky UDP-1mmakera cOOTBETCTBYOILIIEMY TTOPTY:

ecntu B otBeT npunuio coodmenne ICMP PORT UNREACHEBLE, To
COOTBETCTBYIOIIMI CEPBUC HEIOCTYIIEH;

€CJIM JAaHHOE COOOIIEHUE HE MOCTYIHIIO, TO TIOPT «OTKPBIT.

Bo3MokHBI BecbMa pa3HOOOpa3Hbie BapHalliy UCIIOJIb30BAHUS 3TOTO METO/AA B
3aBUCUMOCTH OT UCIOJIb3yeMOro MpOToKoJia B cTeke npoTokosioB TCP/IP.

g aromatuzaiuu coopa napopmanuu 00 UCIT/Ix pa3paboTaHo MHOXKECTBO
IIPOrpaMMHBIX CpeacTB. B kauecTBe mpruMepa MOXKHO OTMETUTH CIEAYIOLINE U3 HUX:

1) Strobe, Portscanner — oONTUMH3UPOBAHHBIE CPEIACTBA ONpPEAEICHUS
JOCTYTHBIX CEpBHCOB Ha 0OcHOBE onpoca TCP-mmopToB.;

2) Nmap — cpeacTBO CKaHUPOBAHUS JOCTYIHBIX CEPBUCOB, MPEIHAZHAYEHHOE
s OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SBnsietcs cambim
MONYJISIPHBIM B HACTOSIIEE BPEMSI CPEJICTBOM CKAHUPOBAHUS CETEBBIX CEPBHUCOB;

3) Queso — BrICOKOTOUHOE cpencTBo omnpeneneHuss OC xocTa CeTH Ha OCHOBE
MOCBUIKM LENH KOPPEKTHbIX M HEKOppeKkTHbIX TCP-makeroB, aHain3a OTKIWKA U
CpPaBHEHHSI €ro C MHOYKECTBOM H3BECTHBIX OTKIMKOB pasznuunHbix OC. JlanHoe
CPEACTBO TAaKXKE SBIACTCS TMOMYJSIPHbIM Ha CErOJHSIIHUN J€Hb CpPEICTBOM
CKaHUPOBAHUS;

4) Cheops — ckaHep TOMOJOTUHU CETH TMO3BOJIIET MOIYYUTh TOIMOJIOTUIO CETH,
BKJIIOYAsl KapTUHY JIoMeHa, obnactu [P-agpecoB u 1.1. [lpu stom onpenensercs OC
XO0CTa, a TaKXe BO3MOXHBIE CETEBbIE YCTPOMCTBA (IIPUHTEPHI, MApUIPyTH3ATOPbl U
T.J1.);

5) Firewalk — ckaHep, HMCHOJB3YIOIIMKA METOABI MPOTPaMMBI traceroute B
MHTEpecax aHaiM3a OTKIuMKa Ha [P-makeTrsl ans omnpezaeneHus KoHUrypauu
MEKCETEBOT0 AKPaHa U MOCTPOEHUS TOMOJIOTUH CETH.

Ha »rane BTOpXKEHHS MCCIEAYETCS HAJIWYUE THUIOBBIX YSI3BHUMOCTEMN
B CHCTEMHBIX CEpPBUCAX WIH OIIMOOK B aJIMUHUCTPUPOBAHUU CHUCTEMBI. Y CIICIITHBIM
Pe3yJIbTaTOM HMCIIOJIb30BAHUSI YSA3BUMOCTEH OOBIUHO SIBIISIETCA MOJIYYEHHUE MTPOLIECCOM
HapylUIUTeNsl  OPUBUWJIECTUPOBAHHOTO  pEXMMa  BBINOJHEHUS  (JocTyma K
MPUBWICTUPOBAHHOMY PEXUMY BBITIOJIHEHUSI KOMaHIHOTO MPOIECCOpPA), BHECEHUE B
CUCTEMY YYETHOW 3aluCH HE3aKOHHOTO TOJIb30BaTels, MOydeHue Qaiina mapoien
WIM HapylIeHHe paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

OTOT 3Tan pa3BUTHUS YIpo3bl, Kak IPaBUio, sBisercss MHorodasueM. K dazam
npoliecca pealn3aluu yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTaHOBJICHHUE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOI'O PEANM3yeTCs yrpo3a;

BBISIBJICHUE YSI3BUMOCTH;

BHEJPEHUE BPEJOHOCHOW MTPOrpaMMbl B HHTEpECaX pacIIMpeHus NpaB U Jp.

Yrpo3sl, peain3yeMble Ha 3Tane BTOPKEHHS, MOAPA3IAECISAIOTCS MO YPOBHSIM
creka npotokonoB TCP/IP, nmockonbky (hOpMHpPYIOTCS Ha CETEBOM, TPAHCIOPTHOM
WJIU TIPUKJIATHOM YPOBHE B 3aBUCHUMOCTH OT UCIOJIb3yEMOT0 MEXaHU3Ma BTOPKEHUS.

K TunoBeIM yrposam, peanu3yemMblM Ha CETE€BOM U TPAHCIOPTHOM YPOBHSIX,
OTHOCSITCS] TAKHE KaK:



46

a) yrposa, HallpaBJICHHAsl Ha MOJMEHY JOBEPEHHOTO 0OBEKTa;

0) yrpo3a, HalpaBJICHHAs] HA CO3/IaHHUE B CETH JIOKHOI'O MapIIpyTa;

B) YrpO3bl, HalpaBJIeHHbIC Ha CO3J]aHUE JIOKHOTO 0OBEKTa C MCIOIH30BAaHUEM
HEJIOCTAaTKOB aJITOPUTMOB yIaJICHHOTO TIONCKA,

r) Yrpo3bl THUNA «OTKa3 B OOCITy)KMBaHUW», OCHOBaHHble Ha [P-
nedparmeHTanuu, Ha ¢opMmupoBaHun HekoppekTHbix [CMP-3ampocoB (Hampumep,
ataka «Ping of Death» u «Smurf»), Ha dopmupoBanuu HexkoppekTHbIXx TCP-
3arpocoB (araka «Land»), Ha co3maHMM «IITOPMa» MAKETOB C 3alpocaMH Ha
coenunenue (ataku «SYN Flood») u np.

K TtumoBeiM yrposam, peain3yeMblM Ha NPUKIATHOM YPOBHE, OTHOCSTCS
yIpo3bl, HAIMpaBJICHHbIE Ha HECAHKIIMOHUPOBAHHBIN 3aIyCK MPUIOKEHHM, YrpO3BI,
peanu3aiys KOTOPhIX CBsI3aHa C BHEAPEHUEM MPOrPAMMHBIX 3aKJIaJOK (THIa
«TPOSIHCKHI KOHBY), C BBISIBICHUEM MapoJiel JOCTyNa B CETh WM K ONPEACTICHHOMY
XOCTY H T.JI.

Ecnmu peanmzaimusi yrpo3bl HE MpHHECTA HAPYIIUTENIO HAWBBICIIUX TPaB
JIOCTyTa B CHCTEME, BO3MOXKHBI TIOMBITKH PACIIUPEHHUsS STUX TMpaB A0 MaKCHUMaJIbHO
BO3MOXXHOTO YpOBHA. [l 3TOr0 MOTYT HCIIOJIb30BaThCS YS3BUMOCTH HE TOJIBKO
CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHUCTEMHOTO MPOrPaMMHOIO OOECTeUEeHHUs
xoctoB UCIIaH.

Ha »srame peanuzanuu HECAHKIIMOHUPOBAHHOTO JOCTYIAa OCYIIECTBISETCS
COOCTBEHHO JJOCTMKEHHE LI pPeaTn3alii yrpO3bl:

HapyIlIeHne KOH(UICHIIMATBHOCTU (komupoBaHue, HEMPaBOMEPHOE
pacnpocTpaHeHHe);

HapylLIEHUE UEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHUE);

HapylIeHue JOCTYIHOCTH (OJIOKHpPOBaHUE).

Ha sToMm ke 3Tame, mocie yka3aHHbBIX JEHCTBHUH, KaK MPaBHIIO, POPMHUPYETCS
TaK Ha3bIBa€MbI «UYEPHBIH BXOA» B BHUAE OJHOTO M3 CEPBUCOB (JIEMOHOB),
0OCITY>KHMBAIOIIMX HEKOTOPHIM MOPT U BHIMOJHSAIOMIMX KOMaH/Abl HAPYIIUTEIIS.
«YepHbI BXO/1» OCTABIISIETCS B CUCTEME B MHTEpECaX 00ECIICUCHHUS:

BO3MOXXHOCTH TIOJIYYHTh JOCTYH K XOCTy, JaXe €CId aJIMUHUCTPATOp
YCTPAHUT MCTIOJIb30BAHHYIO I YCTICITHOW peallu3aliy yrpo3bl ysI3BUMOCTb;

BO3MOXXHOCTH TIOJMYYUTh JOCTYNm K XOCTy KaK MOXHO Oo0jee CKpPBITHO;

BO3MOXKHOCTH TOJIYYHUTh JOCTYI K XOCTY OBICTPO (HE TOBTOPSISI 3aHOBO
MIPOIIECC peaTH3aIiy YIPO3bI).

«YepHbIii BXOA» TO3BOJISIET HAPYIIMTENII0 BHEAPUTH B CEThb WM Ha
OTIPEICICHHBI XOCT BPEAOHOCHYIO MPOrpaMMy, HalpUMEp, «aHaJU3aTop Haposeii»
(password  sniffer) —  mporpamMmy,  BBIACISIONLYIO M0JIb30BaTEIHCKUE
UACHTU(UKATOPHI U MAPOJIU U3 CETEBOro Tpaduka mpu padoTe MPOTOKOIOB BHICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). O0beKTaMu BHEAPEHUS] BPEAOHOCHBIX MPOTPaMM
MOTYT OBITh MPOTPaMMBbI ayTEHTU(UKAIMH U UIACHTU(DHUKAINH, CETEBbIE CEPBUCHI,
SJIPO ONIEPAIIMIOHHON CUCTEMBI, (pailioBas cuctema, OMOIMOTEKH U T. 1.

Haxkoner, Ha 3Tane JTUKBUAALNU CIEAOB pPeaIU3alUuu YyTPO3bl OCYIIECTBISCTCS
IIONBITKA YHWUYTOXKEHUS CHEAOB JAeucTBHM Hapymwutensd. llpum stom ypansrorcs
COOTBETCTBYIOIIIME 3alMCH M3 BCEX BO3MOXKHBIX JKYypHAJOB ayJIuTa, B TOM YHCIIE
3anucu o (akTe cOopa MHPOPMaLIUH.
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55. O0mas XapaKTepUuCTUKA yrpos MPOrpPaMMHO-
MaTeMaTHYeCKHX BO3AeiCTBUH

[IporpaMmmMHO-MaTeMaTHYECKOE BO3JIEUCTBHE — 3TO BO3JAEHCTBHE C MOMOIIBIO
BPEAOHOCHBIX IporpaMm. [Iporpammoil ¢ NOTEHIHAIBHO ONMACHBIMU MOCIEACTBUAMU
WIM BpPEIOHOCHOW MpOrpaMMoOil  Ha3bIBAalOT HEKOTOPYK)  CaMOCTOSITEJIbHYIO
nporpaMmy (HaOOp WHCTPYKIIUIT), KOTOpasi CIIOCOOHA BBIMOJHATH JIFOOOE HEIyCTOoe
MOJIMHOKECTBO CIEAYIOMUX (PYHKIIMMA:

CKpBIBaTh NPU3HAKH CBOETO MPUCYTCTBUS B IPOrPaMMHOI Cpelie KOMITBIOTEPA;

00J1a/1aTh CIIOCOOHOCTHIO K CaMOIyOJIMPOBAHUIO, ACCOIIMUPOBAHUIO CEOs ¢

JIPYTUMU [IporpaMMaMi U (WJIK) MEPEHOCY CBOMX (PParMEeHTOB B MHBIE 00JACTH
ONEPATUBHOM WJIA BHEIIHEH MTaMSITH,

paspymath (UCKaxkaTb IPOU3BOJBHBIM OOpa3oM) KOJA HporpamMm B
ONEpPaTUBHOM MAMSITH;

BBITIOJIHATD 0e3 UHULMAPOBAHUS co CTOPOHBI M0JIb30BATEIS
(MONB30BATENBCKOM  MpOrpaMMbl B IITATHOM  PEXUME €€  BBIITOJHECHMS)
JECTPYKTUBHBIE (PyHKUINHU (KOMMPOBAHHUE, YHUUTOKEHUE, OJJOKMPOBAHUE U T.I1.);

COXpaHATh (parMeHThl MH(OPMAIMU U3 ONEPATUBHOW MaMITH B HEKOTOPBIX
00J1acTsX BHEIIHEHW MaMITH NPAMOrO JIOCTYMa (JOKAIbHBIX WIN yAAJTEHHBIX);

UCKa)KaTh MPOU3BOJILHBIM 00pa3oM, OJIOKHpOBaTH © (WJW) TIOJMEHSTH
BBIBOJMMBIA BO BHEIIHIOK MaMsATh WM B KaHaJI CBSA3M MacCHB HH(pOpManuw,
oOpa3oBaBIIMiicA B pe3yabTare padOThl MNPUKIATHBIX MPOrpaMM, WIH YXKe
HaXOJSLIMECS BO BHEIIHEN NIaMSATH MaCCHUBBI JaHHBIX.

BpenoHocHble mporpamMmMbl  MOTYT OBITh BHECEHBI (BHEIPEHBI) Kak
IpEeIHAMEPEHHO, TaK W CIy4yailHO B IpPOrpaMMHOE OOecleueHHe, UCIOIb3yEMOE B
NCTI/IH, B porecce ero pa3padoTKH, COMMPOBOKIACHUS, MOAU(PUKAIIMN U HACTPOUKH.
Kpome »TOro, BpelOHOCHBIE MpOrpaMMbl MOTYT OBITh BHECEHBI B IMpoOIlecce
skcrutyartaiun - UCI[IH ¢ BHemHux Hocutenedl uHGOpMalMd WM TOCPEACTBOM
CETEeBOro B3anMojeiicTBus Kak B pe3yabrare HCJI, Tak u ciyyailHO MOJIb30BaTEsIMU
NCTI 1.

CoBpeMeHHbIE BpPEJOHOCHBIE MPOrPaMMbl OCHOBAaHbl Ha UCIHOJIb30BAaHUU
YSI3BUMOCTEH pa3IMYHOTO poja MPOTPaMMHOTO obecreueHus (CHCTEMHOTO, OOIIETo,
IOPUKJIAJHOTO) M PA3HOOOPA3HBIX CETEBBIX TEXHOJOIMM, OONaNaloT IIHPOKUM
CIEKTPOM  JIECTPYKTHBHBIX  BO3MOXHOCTEH  (OT  HECAaHKLHOHHUPOBAHHOTO
uccienoBanus napamerpoB MCIIJIH 0e3 BmemarenbctBa B (YHKIHMOHUPOBAHHE
UCTIn, no yuuutoxkenust [1/In u mporpammuoro o6ecneuenusst UCII[AH) u moryt
NENUCTBOBAaTh BO BCEX BHJAX MPOrPaMMHOIO oOecnedeHus (CUCTEMHOTO,
NPUKJIAJHOIO, B JpaiiBepax anmnapaTHOro o0ecrneyeHus 1 T.1.).

Hamnune B MUCII[IH BpemoHOCHBIX MporpaMMm MOXKET CIHOCOOCTBOBATh
BO3HMKHOBEHHUIO CKpPBITBIX, B TOM YHUCJIE HETPAJULIUOHHBIX KAHAJIOB JOCTYyIIa
K MH(OpMAaIIH, MO3BOJISIOUIMX BCKPbIBATh, 00XOIUTh WM OJOKUPOBAThH 3alllUTHBIE
MEXaHU3MBbl, IPELYCMOTPEHHbBIE B CHCTEME, B TOM YHCIE MAapOJIbHYIO
U KpUnTorpauyecKyo 3aiiury.

OCHOBHBIMM BUJAMH BPETOHOCHBIX IPOIPAMM SIBISIOTCA:

IPOrpAMMHBIE 3aKIATIKH;

KJIACCUYECKHE MPOrPAMMHBIE (KOMITBIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIE MMPOTPAMMBbI, PACIIPOCTPAHSIIOIINECS 10 CETU (CETEBbIE YEPBU);

JpyTUE BPEIOHOCHBIE IPOrPaMMBbl, IPEIHA3HAUYEHHBIE JUIsI OCYILIECTBICHUS

HC/I.
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K mporpaMMHBIM 3akjiazkaM OTHOCATCS MpPOrpaMMbl, (parMeHThl Koja,
WHCTPYKIUHU, (OPMUPYIONINE HEICKIApUPOBAHHBIE BO3MOXKHOCTH MPOTPAMMHOTO
oOecrnieuenusi. BpemoHocHBIE TporpaMMbl MOTYT TEpPEXOIUTh W3 OJHOTO BHIA B
JpyToH, HampuMep, MporpaMMHasl 3aKJiaJKka MOXXET CTeHEPHPOBATh MPOTPAMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYEpE/b, IIONAB B YCIOBHUS CETH, MOXKET CHOPMHUPOBATH
CETEBOI'0 YEpBS WU JPYIYyI0 BPEIOHOCHYHIO IMPOTpaMMy, IpeIHa3HAYEHHYIO Jis
ocymectBienuss HC/I.

Knaccudukanus nporpaMMHBIX BUPYCOB U CETEBBIX YepBEl IpeJCTaBlI€HA Ha
pucynke 14. Kparkast XxapakTepucTUKa OCHOBHBIX BPEIOHOCHBIX MTPOIPaMM CBOIHUTCS
K CIEIYyIOIIeMy. 3arpy30uHble BHUPYCHI 3aIUCBIBAIOT ce0si TUOO B 3arpy30uHBIH
cexTop aucka (boot-cexTop), MO0 B CEKTOP, COAEPKAIIMNA CUCTEMHBIN 3arpy3yuK
BuHuectepa (Master Boot Record), nubo MeHsIOT ykaszaTenb Ha akTUBHBIA boot-
cextop. OHU BHEIPSIIOTCS B MaMsATh KOMIBIOTEPA MPH 3arpy3ke ¢ MHPHUIIMPOBAHHOTO
nucka. [Ipyu 3TOM CHCTEMHBIN 3arpy34lK CUMTBHIBAET COACPKUMOE MEPBOTO CEKTOpa
JTUCKA, C KOTOPOTO MPOU3BOJUTCA 3arpy3ka, MOMEIIAeT CYUTaHHYI0 MH(OPMAIUIO B
namMaTh M Tnepenaer Ha Hee (T.e. Ha BUpyc) ympamieHue. I[lociie 3Toro HaumHaroT
BBINOJIHATHCSI MHCTPYKLUUU BUpPYCa, KOTOpBIM, Kak IPaBWJIO, YMEHbUIAET 00bEM
cBOOO/IHOI MaMsATH, KOIMUPYET B OCBOOOIMBIIEECS] MECTO CBOM KOJA U CUUTHIBAET C
JICKa CBOE MPOJODKEHUE (€CIM OHO €CTh), IEPEXBAThIBAET HEOOXOAUMBIE BEKTOPA
npepbiBanuii (00619HO — INT 13H), cunThiBaeT B maMsITh OpUTHHAIBHBINA bOOt-CEKTOP
U TiepeiaeT Ha Hero yIpaBJIeHHUE.

B nmanpHeiimeM 3arpy30uHblii BUpPYC BeaeT ceOsi Tak ke, Kak (haisaoBbIi:
NEpEeXBaTHIBAECT OOPAIIECHHUS OMEPAMOHHON CUCTEMBI K TUCKaM M MHOUIUPYET UX, B
3aBHCHUMOCTH OT HEKOTOPBIX YCIOBUH COBEpIIAET JECTPYKTUBHBIE JEHCTBUS,
BBI3bIBAET 3BYKOBBIE 3(DPEKThI Wik BUIE0IP(DEKTHI.

OCHOBHBIMH  JIeCTPYKTUBHBIMH  JICHCTBUSIMH,  BBIMIOJIHAEMBIMH  STUMHU
BUPYCaMHU, SIBIISIFOTCSI:

YHHUTOKEHUE MHPOPMAIIUHU B CEKTOPaX AUCKET M BUHYECTEPA;

WCKJIFOUEHHE BO3MOKHOCTH 3arpy3Kd ONEPAMOHHON CHCTEMBbI (KOMIIBIOTEP
«3aBHUCACTY);

MCKaKEHUE KOJIa 3arpy34nKa;

(dbopMaTUpOBaHUE NUCKET WIM JJOTUYECKUX AUCKOB BUHUECTEPA;

3akpeiTHe goctyna Kk COM- u LPT-noprawm;

3aMeHa CUMBOJIOB MU NI€YaTH TEKCTOB;

MOJIEPTMBAHUS YKpaHa,

W3MEHEHUE METKH JUCKA WU IUCKETHI;

CO3/1aHHE MCEBAOCOOMHBIX KJIACTEPOB;

CO3/1aHH€ 3BYKOBBIX H(MJIM) BU3yaJIbHBIX 3(PPEeKToB (Hampumep, najcHue
OyKB Ha 3KpaHe);

nopya ¢aiiIoB TaHHBIX;

nepesarpyska KOMIbITEPa;

BBIBOJI Ha 3KpaH Pa3HOOOPa3HbIX COOOIICHUN;

OTKJIFOUEHHE NMepuPEepUMHbIX YCTPOUCTB (HapUMeEp, KIIaBUATYPBhI);

U3MEHEHUE NaJIUTPhl IKPAHa;

3aIl0JIHEHUE YKPaHa MOCTOPOHHUMHU CUMBOJIAMU WJIK U300paKeHUSIMH;
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MOTallIeHNe YKpaHa U IEPEBOJ] B PEXKUM OXKHIaHUS BBOJA C KIIABUATYPHI,

¢ poBaHUe CEKTOPOB BUHUECTEPA;

BbIOOPOYHOE YHUUTO)KEHHE CHMBOJIOB, BBIBOJMMBIX Ha 3KpaH IMpU Habope
C KJIaBHATYpHI;

yMEHbIIIeHHuE 00beMa ONePaTUBHOM MaMATH;

BBI30B II€YaTH COJAEPKUMOI0 SKPaHa;

OJIOKMpOBaHUE 3aTUCH Ha JIUCK;

yHUUTOKEHUEe Taomuubl pa3zdouenus (Disk Partition Table), mocne storo
KOMITIBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIIONIHU-IHUCKA;

OJIOKMpPOBAHUE 3aITyCKa UCTIONTHIEMBIX (halisIoB;

OJIOKHpOBaHUE AOCTyNa K BUHUECTEPY.

BonbIIMHCTBO 3arpy304HBIX BUPYCOB MEPE3ANUCHIBAIOT ce0s Ha (IIONu-

nucku. PaitioBble BUPYCHI IPU CBOEM PA3MHOXKEHUHU TEM WJIM HMHBIM CIHOCOOOM

UCIOJIB3YIOT (DAilJIOBYIO CHCTEMY KaKOW-TM00 onepanuoHHou cuctemsl. 11o cocoly

3apaxxeHuss  (aiiJIoB  BUPYCHl  JICNATCA Ha  3aMeImmammme  («overwritingy),

napasuTudeckue («parasitic»), KOMIaAaHBOH-BUPYCHI («companiony), «link»-Bupychl,

BUPYCBI-YEPBU U BUPYCHI, 3apakaronire o0bekTHble Moaysin (OBJ), 6ubnnorexu
koMnwisiTopoB (LIB) u uicxoiHbIe TEKCTHI TPOTpaMM.

Meron 3apakeHusi «overwriting» sBJISIETCS HaumOoJiee MPOCThIM: BHUPYC
3allChIBA€T CBOM KOJ BMECTO KoOjAa 3apaxaemoro (aiina, yHUYTOXas €ro
conepxxumoe. EctecTBeHHO, uyTO mpu d3ToM (aiin mepecraer padoTaTh U HE
BOCCTaHaBIIMBaeTCs. Takue BUPYChl OYEHb OBICTPO OOHApPYKMBAIOT ceOsl, TaK Kak
oIepaloHHasi CUCTEMAa U MPUJIOKEHUS JOBOJIBHO OBICTPO MEPECTaroT paboTaTh.

K mnapasutnueckum OTHOCSTCS Bce (haloBbIE BHPYCHI, KOTOpPBIE TPHU
pacnpoCTpaHEHUH CBOUX KOMHM 0053aTeNbHO HM3MEHSIIOT CoJepKuMoe (ailios,
OCTaBJIAsl caMu (ailyibl MPU 3TOM MOJHOCTHIO WJIM YaCTHYHO PabOTOCHOCOOHBIMM.
OCHOBHBIMH THIAaMH TaKUX BUPYCOB SIBJISIIOTCS BUPYCHI, 3aITUCHIBAIONIUECS B HAYAJIO,
cepenuHy wid KoHell ¢ainoB. OTHenbHO CIEAYeT OTMETUTh  JIOBOJIBHO
HE3HAYUTEIbHYIO TPYIITY Mapa3uTHUYECKUX BHUPYCOB, HE MMEIOIIUX «TOYKU BXOJa»
(EPO-Bupycel — Entry Point Obscuring viruses). K HUM OTHOCSTCSI BHPYCHI, HE
3aMUChIBAIONINE KOMAaHTy Mepeauun yrpasieHus B 3aroaoBok COM-daiinos (JMP) u
HE M3MEHSIONIME ajpec TOouku crtapta B 3aronioBke EXE-(daiinos. Takue Bupych
3aMMChIBAIOT KOMaHAY Mepexojia Ha CBOM KO/ B Kakoe-I1M00 MECTO B cepeIuHy (aitia
Y TIOJIy4aroT YNpaBJIE€HUE HE HEMOCPEICTBEHHO NPH 3alyCKe 3apa)K€HHOro ¢aiia, a
IIpU BBI30BE MPOLIEAYPHI, CoAepkKalllel KOJ Iepeadyr yInpaBlIeHUsl Ha TEJIO BUpYca.
[Ipudem BBIMOIHATHCS 3Ta MPOLeIypa MOKET KpaiiHe peaKo (HampuMep, pu BbIBOJIE
COOOIIeHNsT 0 Kakou-1ubo crenuduueckoir ommoOke). B pesynpTaTte BHUPYC MOXKET
JIOJITUE TOJbl «CHaTh» BHYTpU (aiia U MpOsSBUTH ce0sl TONBKO NMPU HEKOTOPHIX
OTPaHUYCHHBIX YCIOBUSX.

K xareropuu «KOMIaHbOH» OTHOCSTCS BUPYCHI, HE U3MEHSIOIIUE 3apakaeMble
¢aiinbel. AnroputMm pabOThl ATUX BHUPYCOB COCTOUT B TOM, UTO ISl 3apa’kKaeMoro
daiina co3maercs (GalI-IBOWHUK, MpUYEM TIPU 3allyCKe 3apakeHHOro (aitna
VOpaBJICHHE TIOJy4aeT MMEHHO JTOT JBOWHHMK, TO €cTh Bupyc. Haubonee
pacrpoCcTpaHeHbl KOMNaHbOH-BUPYCHI, UCIOJIB3YIOMKE 0COOeHHOCTh DOS mnepBbiM
BBITIOJIHATD (haiisel ¢ paciupenrem .COM, eciu B 0JJHOM KaTajlore MpUCYTCTBYIOT
nBa ¢aina ¢ OTHUM M TEM K€ UMEHEM, HO Pa3lUYHBIMU PACHIMPEHUSMU UMECHH —
.COM u .EXE. Takue
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BUpychl co3natoT st EXE-daitioB (ailyibl-CIlyTHUKH, HUMEIOIIUE TO KE CaMO€ MM,
HO ¢ pacmpenuem .COM, nanpumep, mis ¢aiina XCOPY.EXE co3maercs daiin
XCOPY.COM. Bupyc 3anuceiBaetcs B COM-daiin u Hukak He usmenser EXE-
daiin. Ilpu 3anycke takoro gaitia DOS nepBbiM 00HapYXHUT U BHIMOIHUT COM-
daiin, To ectb BUpYC, KOTOpbld 3arem 3amycTuT U EXE-¢aiin. Bropyio rpynmy
COCTaBIISIIOT BUPYCHI, KOTOPBIE MPHU 3apaXKECHUU NEPEHMEHOBBIBAIOT (alil B KaKoe-
100 JIpyroe uMs, 3allIOMUHAIOT €ro (I MOCIEAYIONIEro 3amycka (daiaa-xo3suHa) 1
3aMUCBHIBAIOT CBOM KOJ Ha JUCK MOJl UMEHEM 3apaxaeMoro (aitna. Hanpumep, daiin
XCOPY.EXE nepeumenoBbiBaetcsi B XCOPY.EXD, a Bupyc 3amuchiBaeTcs MOJA
nMeHeM XCOPY.EXE. IIpu 3amycke ynpaBieHHE MOJy4YaeT KOJ BHUPYCa, KOTOPBIN
3aTeM 3amyckaer opuruHalibHbIl XCOPY, xpansammiica noxg umenem XCOPY.EXD.
WUurtepecen TOT (akT, 4TO JaHHBIM MeTOJ paboTaeT, MO-BUIMMOMY, BO BCEX
OTNEpallMOHHBIX cUCcTeMaX. B TpeTbio rpyIiny BXOAST TaK Ha3bIBacMble
«Path-companion» Bupycsl. OHU 7UOO 3amUCHIBAIOT CBOM KOJ TOJ HWMEHEM
3apaxaemMoro (haiia, HO «BBINIE» HA OJWH YPOBEHb B TPOMUCHIBAEMBIX ITyTIX
(DOS, Takum o00pa3oM, MEpBBIM OOHAPYXKUT H 3aMyCTUT (aitn-Bupyc), Imoo
nepeHocAr (ailyi-KepTBy Ha OJMH MMOJKATAJIOT BIIIE U T.1.

Bo3MoxkHO  cyliecTBoBaHME W APYTMX TUNOB  KOMIIAHBOH-BUPYCOB,
UCTOJBb3YIOUINX WHbIE OpUTMHAIbHBIE HWAEH WJIM OCOOCHHOCTH  JAPYTUX
ONEPALMOHHBIX CUCTEM.

dailsioBbIE YEPBU (WOrms) SIBJISIIOTCSA, B HEKOTOPOM CMBICIIE, PA3HOBUIHOCTHIO
KOMIIAHbOH-BUPYCOB, HO TMPU 3TOM HHKOMM 0Opa3oM HE€ CBS3bIBAIOT CBOE
MPUCYTCTBHE C KAaKUM-JTMOO BBIMOMHSAEMBIM (aiinom. [Ipu pazMHOKEHUU OHH BCETO
JUIIb KOMUPYIOT CBOM KOJ B Kakue-IuOO KaTaJord IUCKOB B HAJEXKJE, YTO OTHU
HOBBIE KONMUHU OyAyT KOrna-iu0o 3amylieHbl Moyib3oBareieM. MHorma 3T BUPYCHI
JAIOT CBOMM KOTIMSIM «CIIeIUANIbHBIC» UMEHA, YTOOBI TIOJITOJIKHYTh MOJIH30BATENS HA
3anyck cBoerl komuu — Hanpumep, INSTALL.EXE wim WINSTART.BAT.
CyliecTBYIOT BHPYCBI-UYEPBHU, HCIONb3YIOLIIUME JIOBOJBHO HEOOBIYHBIE IPUEMBI,
HaIrpuMep, 3anuchiBarolme cBou konuu B apxuBbl (ARJ, ZIP u npoune). Hekotopsie
BUPYCHl 3aIMCHIBAIOT KOMAaHIy 3alycka 3apaxkeHHoro ¢aina B BAT-gaiinbl
He cnenyer myrtath (haiiioBbie BHUPYCHI-UEPBU C CETEBBIMH uepBsSMU. [lepBbie
UCIIOJIB3YIOT TOJIbKO (pailioBble (DYHKIMH KaKOW-TMOO0 ONEPAllMOHHON CHUCTEMBI,
BTOPBIE K€ MPU CBOEM Pa3MHOXKEHUU TOJIb3YIOTCS CETEBBIMU IIPOTOKOIAMH.

Link-Bupycbl, Kak ¥ KOMIIAHbOH-BUPYCHl, HE H3MEHAIOT (HU3UUECKOrO
coJiep>kKUMoro (paityioB, 0JJHAKO MpH 3aIycKe 3apaxeHHoro (aitna «3actaisor» OC
BBINIOJIHUTh CBOM KOJA. DTOM LEAM OHM JOCTUTal0T MoJu(pUKanueid HeoOXOIUMBIX
noJsieit (haiIoBON CHCTEMBI.

Bupycel, 3apaxaronige OUOJIMOTEKH KOMIWISTOPOB, OOBEKTHBIE MOIYIH M
UCXOJIHbIE TEKCThl MPOrpaMM, JOCTAaTOYHO OSK30TUYHBI U MPAKTUYECKH HE
pacripocTpanenbl. Bupycei, 3apaxatomue OBJ- u LIB-(aiinbl, 3anuceiBaloT B HUX
CBOHl kol B ¢opMare OOBEKTHOTO MOJYJA WM OMONMOTEKH. 3apa’KeHHBIN Qaiin,
TakKUM 00pa3oM, HE SIBJISICTCS BBINOJIHSIEMBIM U HE CIOCOOEH Ha JajbHenIee
pacnpocTpaHEHUE BHpycCa B CBOEM TEKyILIeM cocTosiHuu. Hocurenem ke «KUBOTO»
Bupyca cranoButrcst COM- wiu EXE-daiin.

[TonyuyuB ymnpapneHue, ¢GalaoBbli BHUPYC COBEpIIACT CIEAYIOIIME O00Iue
JIICUCTBHUS:
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IIPOBEPSAET ONEPATUBHYIO MaMATh HA HAJIMYME CBOEH KONUU U MHPUUHUPYET
naMsTh KOMIIbIOTEpA, €CIM KONUsl BUpyca HE HaijeHa (B cily4yae, €clu BHUPYC
ABJIAETCS PE3UACHTHBIM), UIIET HE3apakKeHHbIE (Pailiibl B TEKYILEM U (UJIM) KOPHEBOM
KaTajore IyTeM CKaHHpPOBAHUS J€peBa KaTaJOroB JIOTMYECKHUX JHCKOB, a 3aTeM
3apaxaeT oOHapy>KEeHHbIE (albl;

BBIMOJHSET JIOMOJHUTENbHBIE (€CM OHU €CTh) (YHKIMH: JAeCTPYKTHBHbBIE
NEeNCTBUsA, TpaUueCKre WU 3ByKOBbIE 3(D@PEKTHI U T.1. (IONOJHUTEIbHBIE (DYHKIIMH
PE3UJEHTHOTO BHpyCa MOTYT BbI3BIBATBCS CIYCTSI HEKOTOPOE BpeMs IOCie
aKTUBM3allMM B 3aBUCUMOCTH OT TEKYIIEro BPEMEHHU, KOHPUTypaluu CUCTEMBI,
BHYTPEHHUX CUETYMKOB BUpPYCa WMJM JIPYTUX YCIOBUH, B 3TOM Clly4ae BUPYC MpHU
aKTUBU3aLUU 00pabaThIBa€T COCTOSHUE CHCTEMHBIX YacOB, YCTAHABIUBAET CBOU
CUETYUKHU U T.1.);

BO3BpAllla€T  yOpaBJIE€HUWE OCHOBHOW mporpamMMe (€cii OHa  €CTh).
[Tapazutnyeckue BUPYCHl HpU 3TOM JHOO Jjieyar Qaill, BBIIOJIHSIOT €ro, a 3aTeM
CHOBa 3apa)karoT, JIMOO BOCCTAHABIMBAIOT MporpamMMmy (HO He ¢aill) B HUCXOJHOM
Bujie (Hanpumep, y COM-niporpaMmMbl BOCCTaHABIIMBAETCSI HECKOJIBKO MEPBBIX OalT,
y EXE-nporpamMbl BBIUMCIISIETCS MWCTUHHBIA CTapTOBBIM aapec, y JpanBepa
BOCCTAHABJIMBAIOTCS 3HAYEHUS a/IpECOB MPOTrPAMM CTPATETUH U NIPEPHIBAHUS).

Heobxoaumo OTMETUTH, YTO 4YeM ObICTpee pacHpOCTPAHSIETCS BUPYC, TEM
BEpPOSITHEE  BO3HMKHOBEHHE  JBIHMJIEMHHM 3TOrO  BHpyca, 4YE€M  MEJJICHHEE
pacupoCTpaHseTcs BUPYC, TEM CIIOXKHEE €ro OOHapYKUTh (€Ciid, KOHEUHO K€, 3TOT
BUpPYC HeW3BeCTeH). HepesuJeHTHblE BHUPYCHl YacTO SIBISIIOTCA «MEIJICHHBIMI) —
OOJBIIMHCTBO M3 HUX MpHU 3alyCKe 3apa’kaeT OJMH WU JABa-Tpu (aila u He
yCIEBAET 3alOJOHUTh KOMIIBIOTEP 10 3allyCKa aHTUBUPYCHOM MporpaMmsl (Wiv
NOSIBJICHUST HOBOW BEpPCUM aHTUBUPYCA, HACTPOCHHON Ha JaHHBIA BUPYC).
CyliecTByIOT, KOHEYHO K€, HEPE3UACHTHbIE «OBICTPBIE» BUPYCHI, KOTOpbIE MpHU
3aIlyCKe MIMYT U 3apakatoT BCE BBIMOJIHSIEMbIE (aillibl, OIHAKO TaKHe BUPYCHI OUEHb
3aMETHBI: TPU 3aIyCKe KaXJO0ro 3apa)XeHHOro Qailia KOMIIBIOTEp HEKOTOpOe
(MHOrAa JOCTAaTOYHO JIOJArO€) BpeMs AaKTHUBHO pPA0OTaeT € BUHYECTEPOM, UTO
nemackupyet Bupyc. CKopocTh pacnpocTpanenus (MHOUIIUPOBAHUS) Y PE3UACHTHBIX
BHUPYCOB OOBIYHO BBIIIE, YEM Y HEPE3UACHTHBIX - OHU 3apaxaroT (aiibl IpU KaKuX-
anb0 oOpanieHusIX K HUM. B pesysnbTaTe Ha JAMCKE OKa3bIBAIOTCS 3apaKEHHBIMHU BCE
WIA TOYTH Bce (hailiibl, KOTOpPbIE MOCTOSHHO HCHOJB3YIOTCA B padore. CKOpOCTb
pacnpoctpaHeHusi  (MHGUUUPOBAHUS)  PE3UACHTHBIX  (PAMJIOBBIX  BHUPYCOB,
3apakarolux (aisibl TOJBKO MPH MX 3allyCKe Ha BBINOJIHEHUE, OyJeT HIKE, YeM Y
BUPYCOB, 3apaXarolux (aijasl U NpU UX OTKPHITHH, IEPEUMEHOBAHUM, U3MEHEHUU
aTpuOyTOB (paiina u T.1.

Takum o00Opa3oM, OCHOBHBIE JE€CTPYKTUBHBIE JEHCTBUA, BBINOIHSIEMBbIE
(baiioBBIMM BUpYCaMH, CBS3aHBI C MOpakeHUEM (DailyioB (4alie HMCIONHIEMBIX WU
(daiijIoB JaHHBIX), HECAHKIMOHUPOBAHHBIM 3aIyCKOM PA3JIHMYHBIX KOMaHA (B TOM
yucie, Komana (opMaTUPOBaHUs, YHUUTOXKEHHUS, KOIUPOBAHUS U T.I1.), U3MEHEHUEM
TaOJIUIBl BEKTOPOB IIpepbIBaHU U Ap. BmecTe ¢ TeM, MOTYT BBIOIHATHCS U MHOTHE
JNECTPYKTHBHBIE JCHCTBUS, CXOJIHBIE C TEMH, KOTOPbIE YKa3bIBaJIUCh  JUIS
3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) SBISIOTCS MpPOrpaMMaMHM Ha  sI3bIKax
(Makposi3bIKax), BCTPOCHHBIX B HEKOTOPbIE CUCTEMbI 00PAOOTKHU JAHHBIX (TEKCTOBBIE
peaKTOpbl, AIEKTPOHHBIE TAOIUIIBI U T.11.). {15 CBOEro pa3MHOKEHHUS TaKUE BUPYCHI
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UCIIOJIb3YIOT BO3MOXHOCTH MAKpOSI3bIKOB M NPH KX MOMOUIIM MEPEHOCAT celds u3
OJTHOTO 3apa)keHHOro ¢aina (IoKyMeHTa uiau Tabmauubl) B Apyrue. HauOonbiee
pacrpoCTpaHeHUEe MOJYYIJIM MaKpOBUPYCHI ISl IMaKeTa NPUKIAIHBIX IporpaMm
Microsoft Office.

JUist  cyliecTBOBaHHMS BHUPYCOB B KOHKPETHOM cucTeMe (pemakTope)
HE00XO0IMMO HaJIMYKHE BCTPOECHHOTO B CUCTEMY MaKpOSI3bIKa C BOZMOXHOCTSIMHU:

1) mpuBS3KM MPOTpaMMBbI Ha MaKpOSI3bIKE K KOHKPETHOMY (haiiiy;

2) KOMMPOBAHUS MaKPOIIPOTPaMM U3 OJHOTO (paiisia B Ipyroif;

3) mosydeHWs ~ ympaBJeHHS ~ MakpomporpamMmon  0e3  BMeIIaTeahCTBa
M0JIb30BATEN (ABTOMATUYECKHUE WM CTaHAAPTHBIE MAKPOCHI).

JlaHHBIM YCIIOBUSIM YJIOBJICTBOPSIOT TMPHUKIAAHBIC TporpaMmbl  Microsoft
Word, Excel u Microsoft Access. Onu conepxat B cedbe makpossbiku: Word Basic,
Visual Basic for Applications. ITpu 3Tom:

1) MakponporpaMMbl TpUBSI3aHbl K KOHKPETHOMY (aiay WM HaXOASTCA
BHYTpHU (ailna;

2) MakpoOsI3BIK ~ TO3BOJISIET ~ KOMHUPOBaTh  (pailibl WM TepeMeniaTh
MaKpOIPOTrPaMMBI B CITy>KeOHbIE (haiiIbl CHCTEMBI M pEeIaKTUPyEMbIe (Pailiib;

3) mpu pabote ¢ (aitioM pH ONMPEAeTECHHBIX YCIOBUAX (OTKPHITHE, 3aKPBITHE
U T.J.) BBI3BIBAIOTCS MaKpOIpPOrpaMMbl (€CIU TAaKOBBIE €CTh), KOTOPHIE OMpPECICHBI
CHeualbHbIM 00pa30M MM UMEIOT CTaHJAPTHBIE UMEHA.

JlaHHast 0COOEHHOCTh MAKpPOS3BIKOB MpEJHA3HAYEHA MJi1 aBTOMAaTUYECKON
00pabOTKU TaHHBIX B OOJIBIINX OpraHU3aIUIX UK B TJI00AIBHBIX CETSIX U TTO3BOJISET
OpraHu30BaTh TaK Ha3bIBAEMbI «aBTOMATU3UPOBAHHBIN JTIOKyMeHTO000poTY». C
JPYTOoil CTOPOHBI, BO3MOKHOCTH MAaKpOSI3bIKOB TAKHUX CHCTEM TO3BOJISIIOT BUPYCY
MEPEHOCUTh CBOM KO B Apyrue (ailyibl U TaKuM 00pa3oM 3apa’kath UX.

BONBIIMHCTBO MaKpOBUPYCOB AaKTHBHBI HE TOJBKO B MOMEHT OTKPBITHS
(3akpeITHs) (haiina, HO 10 TeX MOp, MOKa aKTUBEH caM peaakTop. OHU cojepKaT Bce
cBou (yHKIHMH B BHUjaE cTaHmapTHhIX MakpocoB Word/Excel/Office. CymectBytor,
OJIHAKO, BUPYCHI, UCIOJIb3YIOIINE MPUEMBI CKPBITHUS CBOErO KOJAa U XPaHSIIUE CBOU
KOJl B BUJI€ HE MakpocoB. M3BECTHO TpH MOJOOHBIX NMpPUEMA, BCE OHU HCIOJIb3YIOT
BO3MOXHOCTh MaKpOCOB CO3/1aBaTh, PEAAKTUPOBATh U UCIOIHATH JPYTUE€ MAKpPOCHI.
Kak mpaBuiio, moo0HbIE BUPYChl UMEIOT HEOOJBIION (MHOTAA — MOIUMOPQHBIN)
MaKpoC-3arpy3udK BUPYCA, KOTOPHIA BBI3BIBAET BCTPOEHHBIN PEIAKTOP MaKpOCOB,
CO3/a€T HOBBIM MakKpoC, 3arlOJjHSET €ro OCHOBHBIM KOJOM BHPYCa, BBINOIHSET U
3aTeM, KaK MpPaBUJIO, YHUYTOXKAeT (YTOOBI CKPBITH CIIE€JIbI MPUCYTCTBHS BHUPYCA).
OCHOBHOM KOJ] TAKMX BUPYCOB NMPUCYTCTBYET JIHMOO B CAMOM MaKpoce BUpyca B BUJIE
TEKCTOBBIX CTPOK (WMHOTJAa — 3alM(ppPOBAHHBIX), JHUOO XpaHUTCS B OO0JIACTH
MEPEMEHHBIX JOKYMEHTA.

K cereBbiM OTHOCSTCS BHUPYCBI, KOTOpPBIE [Jii CBOErO pPacCHpOCTPAHECHHS
aKTUBHO MCTOJB3YIOT MPOTOKOJIBI M BO3MOXKHOCTH JIOKAJIBHBIX M TJIOOAIBHBIX CETEH.
OCHOBHBIM TPUHIUIIOM PAaOOTBI CETEBOTO BHpYyCa SIBISIETCS BO3MOKHOCTH
CaMOCTOATEIILHO MEepeAaTh CBOM KOJ Ha YJAJICHHBINA CepBep WIH PabOdyr0 CTaHLHUIO.
«IlonHOLIEHHBIE» CETEBbIE BUPYCHI MPHU 3TOM O0JaJAIOT €II€ U BO3MOKHOCTBIO
3aIlyCTUTh HA BBINOJHEHHE CBOM KOJI HA YJIAJEHHOM KOMIIBIOTEPE WM, IO KpaWHEU
Mepe, «ITOATOIKHYThY MOJIb30BaTENs K 3alyCKy 3apakeHHOro (paiina.
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BpenonocubiMu mporpammamu, oOecnednBatomumu ocyiiectsieane HCJI,
MOTYT OBITh:

IpOrpaMMBbl 110100pa U BCKPBITUS TAPOJIEH;

IIPOTrPaMMBbl, PEATU3YIOIIUE YTPO3BI;

IporpaMMbl, JEMOHCTPUPYIOIIME  HCIOJIb30BAHUE  HEAEKIAPUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOTI0 U MporpammHo-anmnapatHoro odecneuenus UCIH;

IIPOrPaMMBbI-T€HEPATOPHI KOMIIBIOTEPHBIX BUPYCOB;

IIPOTrPaMMBI, JNEMOHCTPUPYIOLINE YSA3BUMOCTH CPEACTB 3AIINATHI
uHpopManmu u Jp.

B cBs3u C yclnoKHEHHMEM W BO3pacTaHHEM pa3HOOOpasus MNPOTrpaMMHOIO
oOeclieyeHus1 YUCI0 BPEAOHOCHBIX MporpaMMm ObIcTpo Bo3pacTaeT. (Ceroans
u3BecTHO Oosnee 120 ThICAY CUTHATYyp KOMIIBIOTEPHBIX BHPYCOB. BmecTte c Tewm,
JAJIEKO HE BCE M3 HUX IMPEACTABISIIOT PEalbHYK yrpo3y. Bo MHorumx ciydasx
yCTpaHEHHE yA3BUMOCTEHM B CHCTEMHOM WIM [PUKIAAHOM I[POrPAMMHOM
o0ecrieueHnu MPUBENIO K TOMY, UYTO PsiJl BPEIOHOCHBIX MPOTpaMM yxKe He CIOocoOeH
BHEJIPUTHCS B HUX. HacTO OCHOBHYIO OIIACHOCTH IIPEACTABISAIOT HOBbIE BPEIOHOCHBIE
IIPOrPaMMBl.

5.7. O0masi XapakTepUCTUKA Pe3yJbTATOB HECAHKIIUOHUPOBAHHOT 0
WIH CJIy4aiHOT0 10CTyNAa

Peamuzammst yrpo3 HCJl k mHpOpManum MOXKeT MPUBOAWTH K CIEAYIOIINM
BUJIaM HapyIIEHUs ee 0€30MacHOCTH:

HApPYLICHUIO KOHPUIAEHIIUATBHOCTU  (KOMHUPOBAaHUE, HEMPABOMEPHOE
pacnpocTpaHeHHe);

HapYILIEHUIO LIETIOCTHOCTU (YHUUTOKEHUE, U3MEHEHNUE);

HapYILIEHUIO TOCTYMHOCTHU (OJIOKUPOBAHUE).

Hapyiienne KOHQUACHIIMAIBHOCTH MOXET OBITh OCYIIECTBICHO B Ccllydae
yTeuKu UHGOPMAITIH:

KOIMPOBAHUS €€ Ha OTUY’KJIaeMble HOCUTENN HH(pOpMaIuy;

nepeavyu ee 1o KaHajlaM Iepeiadn JaHHbIX;

IpU MPOCMOTPE WM KOMHPOBAHUM €€ B XOJ€ pPEMOHTa, MOAU(PUKAINH
Y yTUWIN3alUU IPOrpaMMHO-AIIAPATHBIX CPE/ICTB;

pu «cOoOpKe Mycopa» HapymuTesaeM B mpoiiecce skcruryatanuu UCI/IH.

Hapyienue 1ienocTHOCTH HH(DOpMAIIUK OCYIIIECTBISIETCS 3a CYET BO3JACHCTBUS
(MoauduKaum) Ha TPOrpaMMBbl U JaHHBIE MMOJIH30BATENS, & TAKKE TEXHOJIOTHYECKYIO
(cuctemMHy10) MHPOPMAIIUIO, BKITIOYAIOIIYTO:

MHUKPOIIPOTPAMMBI, JAaHHbIE W JpaWBepa yCTPOMCTB  BBIYUCIUTEIBHOU
CUCTEMBI;

IpOrpaMMbl, JaHHbIE M JpaiiBepa yCTPOMCTB, OOECHEUYMBAIOUIUX 3arpy3Ky
ONEPALIMOHHON CUCTEMBI;

nporpaMMbl U JaHHBbIE (JECKPUOTOPHI, OMUCATENH, CTPYKTYPhl, TaOIUIIGI
U T.JI.) OTIEPALlMOHHON CHCTEMBI;

POrpaMMbl U TAHHBIE MPUKIIATHOTO TPOrPAMMHOTO 00€CTIeYeHUs;

POrpaMMbl U JJAHHBIE CIIEIIMAILHOTO MTPOTPAMMHOT0 00eCTIeYeHUS;

MIPOMEKYTOUHBIE (OMEepaTHBHbBIC) 3HAUCHHS MPOrpaMM M JaHHBIX B Ipoliecce
uxX 00paboTKHU (YTCHHS/3amucH, IprueMa/iepeiaun) CpeJCTBaAMHA U yCTPOHCTBaMU
BBIYUCIIUTEILHON TEXHUKH.
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Hapymenue nenoctnoctu uHpopmanuu B HCII[H MoxeT Takxke ObITh
BBI3BAHO BHEAPEHHEM B HEE BPEJOHOCHOM MpOrpaMMbl MPOrpaMMHO-AINIAPATHOM
3aKJIaJIKM WJIA BO3JIEWCTBHEM Ha CHUCTEMY 3alllUThl THPOPMALIMK WU €€ DIIEMEHTBHI.

Kpome »storo, B MCIIIH BO3MOXHO BO3JEHCTBHE HA TEXHOJOTUYECKYIO
ceTeByl0 HMHGOpMaIMIO, KOTOpass MOXeT obecneunBaTh (YHKIMOHUPOBAHHE
Pa3JIMYHBIX CPEACTB YIPABICHUS BbIUUCIUTEIBHON CETHIO:

KOH(UTypalnen ceTu;

aJpecaMy U MaplIpyTH3alKel epeaadn JaHHbIX B CETH;

(GYHKIIMOHATBHBIM KOHTPOJIEM CETH;

0€30MacHOCTbIO MH(POPMALIMH B CETH.

Hapymenne  moctymHoctTn  uHpoOpManumu  oOecrleuumBaeTcss  MyTeM
dopmupoBanua (MoaM(UKALMK) HCXOAHBIX JAHHBIX, KOTOpbIE Mpu 00paboTKe
BBI3bIBAIOT HENPABUIbHOE (PYHKIMOHUPOBAHHME, OTKAa3bl ammaparypbl WM 3axBaT
(3arpy3Ky) BBIUMCIUTENbHBIX PECYPCOB CHCTEMBI, KOTOPbIE HEOOXOAUMBI IS
BBINIOJIHEHHUS TPOTpaMM U pabOThI armapaTyphbl.

Vka3aHHple JEUCTBUS MOTYT T[PUBECTH K HApYIIEHUIO WM OTKaszy
GyHKIIMOHUPOBAHUS IPAKTUIECKH JTHOOBIX TexHrndeckux cpeacts UCIIJH:

CpeacTB 00paboTKH HHPOpMAIIHH;

CpEICTB BBOJ1a/BbIBOJA MH(OPMALIHH;

CPEJICTB XpaHEHUs] HTH(POPMALIHH;

anmnaparypbl U1 KaHAJIOB NIEpelayuu;

CPEJICTB 3allUThl THOPMALIIH.
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6. TunoBbIe MOJ€JIH YIrpo3 0€30MacCHOCTH NMEPCOHAJIBHBLIX JTaHHBbIX,
OﬁpaﬁaTblBaeMle B I/IH(l)OpMalII/IOHHLIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX

B 3aBucumocTu oT 1eneit u coaepxkanusi oopadotku I1[In omepatop Moxer
ocymecTBIsATh 00padotky [1/1n B UCII[IH pa3nuyHBIX TUIIOB.

[Io crpykTtype UH(DOpPMAUMOHHBIE  CHUCTEMbl  MOJAPA3JEISIIOTCA  Ha
aBTOMATU3WPOBAaHHBIE padodMe MeCTa, JIOKadbHble WH(GOPMAIIMOHHBIE CHUCTEMBI U
pacnpeneneHHble THPOPMAIIMOHHBIE CUCTEMBI.

[To HaMMUMIO MOJAKIIOYEHUH K CETAM CBA3M OOIIEro MOJb30BaHUS U (WIJIH)
CeTsIM MEXIYyHApOAHOr0 WH(GOPMAIMOHHOTO OOMEHa HH(POPMALIMOHHBIE CHUCTEMBI
MOJIPA3JIESAIOTCS HA CHCTEMbI, UIMEIOUIUE MOAKIIOYEHUS, U CUCTEMBI, HE HMEIOIIHE
TTOJIKTFOYEHUM.

[To pexumy 00pabOTKM MEPCOHAIBHBIX JIAHHBIX B MHPOPMAIIMOHHON CHCTEME
UH(OPMAIIMOHHBIE CHUCTEMBbl IOJAPA3JESAIOTCS Ha  OJIHOINOJIb30BATEIIbCKUE U
MHOTOIIOJIb30BATENIbCKUE.

[To pasrpanudeHuro mpas A0CTyNa MoJab30BaTeNel HHHOPMAITMOHHBIE CUCTEMBI
NOJPA3JIESAIOTC HAa CHCTEMbl 0€3 pasrpaHUYeHHs] MpaB JOCTYyNa U CHCTEMbI C
pasrpaHM4eHUEM MpPaB JTOCTYIIA.

NudpopMalimoHHble CHUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXACHUA UX
TEXHUYECKUX CPEACTB IMOJPA3JEIAIOTCS Ha CUCTEMbI, BCE TEXHUYECKUE CpEICTBA
KOTOPBIX HaxomaTcs B npeaenax Poccuiickon denepanuu, 1 CUCTEMBI, TEXHHYECKUE
CpEeIICTBA KOTOPBIX YACTUYHO WM LIETMKOM HAXOHATCA 3a mpenenamu Poccuiickon
denepanuu.

B 3aBuCHMMOCTH OT TEXHOJIOTMM, COCTaBa M XapaKTEPUCTUK TEXHUYECKUX
cpeanctB UCII/[IH, a Taxxke omnacHoctd peanuszauuu YDBIIJIH u HactymieHus
MOCJHEACTBUA B pe3yJIbTaTe€ HECAHKUIMOHUPOBAHHOTO WJIM CIIy4allHOTO JOCTyIla
MOXHO BbaenuT cienyromue thunsl MCI/IH:

aBTOMAaTU3UpPOBaHHbIE paboune MecTa, He MMEIOLIUE MOJKIYEHHE K CETAM
CBSI3U OOIIEr0 MOJb30BaHUSA U (WIM) CETIM MEXAYHAPOIHOTO HH(OPMAIIMOHHOTO
oOMeHa;

aBTOMATU3UPOBaHHbIE paboyre MecTa, UMEIOIINE MOAKIIOYEHUE K CETAM CBSI3U
OOIIETo MOJIb30BaHUS U (MJIM) CETSIM MEXIYHAPOJIHOTO HH(POPMAITMOHHOTO OOMEHA;

nokanbHbie WCIIJIH, He mMerompe IOAKIIOYCHHE K CETSAM CBSI3H OOIIETo
MOJIb30BaHUS U (UJIM) CETSAM MEXIyHAPOJHOTO HHPOPMAIIMOHHOTO OOMEHa;

nokanpHele WCII[H, wumeronmue MNOAKIIOYEHHE K CETSIM CBS3M  OOIIEero
MOJIB30BaHUS U (WJIH) CETSIM MEXIYHAPOTHOTO HH(POPMAITMOHHOTO OOMEHA;

pacnipenenenubie UCII/{H, He uMmerolne NoAKIIOYEHHUE K CETSIM CBSI3U OOIIEro
MOJI30BaHUS U (MJIN) CETSM MEXIYHApOJIHOTO HH(POPMAITMOHHOTO OOMEHA;

pactpenenenubie UCII/IH, uMmeronye MOAKIIOYEHHUE K CETSIM CBSI3U OOIIEro
MOJIb30BaHUS U (UJIH) CETSAM MEXIyHApOJHOTO HHPOPMAIIMOHHOTO OOMEHa.

[IpumenuTenbHo K 0cHOBHBIM TuIaM MCIIJIH cocTaBistOTCS TUIIOBBIE MOJEIN
yrpo3 Oe3onacHoctu [I/IH, XapakTepusyroliue HACTyIUICHHE pa3Iu4HbIX BHUJOB
MOCJIEICTBUIA B PE3YyJIbTaT€ HECAHKIMOHUPOBAHHOIO WIIM CIyYalHOIO JIOCTYyNa H
peanmmzanuu Y bITIH.

Yactable Mozenu yrpo3 6ezonacHoctd IIJIH mMpUMEHUTENbHO K KOHKPETHBIM
NCIIH coctaBusioTcsi oneparopaMu, 3akazunkamu U paspadorunkamu VCII/Ix Ha
JTanax Ux Co3JAaHus U (UJIK) SKCIUTyaTalllu.
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6.1. TumoBass MojgeJb Yrpo3 0€30MACHOCTH MEPCOHAJbHBIX
JaHHBIX, 00padaThbIBa€eMbIX B ABTOMATHU3UPOBAHHBIX PadOYUX
MeCTaX, HMMEIIIUX MNOJAKJIYeHHEe K CeTsIM CBSI3M 00IIero
MOJIL30BAHMSA
U (MJIM) ceTsIM MEKIYHAPOIHOr0 HH(POPMALMOHHOT0 00MeHa

[Ipu o6padotke I1/IH Ha aBTOMAaTU3MPOBAHHOM pabOYEM MECTE, MMEIOIIEM
MOAKJIIOUCHHS K CETSM CBSI3M OOIIETO MOJIb30BaHUS U (MIJIM) CETAM MEXTyHapPOIHOTO
nH(popManMoHHOro 0OMeHa, BO3MOKHA peanu3aius cienyromux Y BI1IH:

yIpo3bl yTeUKU HHGOPMAIIUU 110 TEXHUYECKUM KaHajlam;

yrpo3sl  HCJI x IIJIH, oOpabarbpiBacMbIM Ha aBTOMATU3UPOBAHHOM
pabouem mecTe.

Yrpo3sl yreuku nHGOpMaIMK MO0 TEXHUYECKUM KaHajiaM BKJIIOYAIOT B CeOs:

yIPpO3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHGOpMaInH;

yIpo3bl YTEYKU BUIO0BOM MH(MOpMALINH;

yIpo3bl yTeuku nHpopmanuu no kanary [I9MIUH.

BosnuknoBenne YbII/IH B paccmarpuBaembix HCII[IH 1o TexHUYECKHM
KaHallaM XapaKTepU3yeTcss TEeMH JK€ YCIOBUAMH U (akTopaMu, UYTO U JUIs
aBTOMATU3UPOBAHHOTO pPabOvero Mecra, HE MMEIOIIETO MOJKIIYEHUS K CETSIM
OOIIETo MOJIb30BaHUS U (MIJIM) CETSIM MEXIYHAPOJIHOTO UH(POPMAITMOHHOTO OOMEHA.

VYrpo3st HCJ| B UCIIIH cBsizaHbl ¢ AEHCTBUSMU HapYyIIUTENEH, MMEIOUIUX
noctyn k HWMCII[In, Bxmrouas mnonws3oBateneit MCIIIH, peanusyrommx yrpossl
HenocpeactBeHHo B MCIIJIH, a Takke HapymuTesned, HE HMMEIIIMX J0CTyna K
NUCTIIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETE€H CBS3U OOIIETO MOJb30BAHMS U
(unn) ceTelt MeXIyHAPOIHOTO HH(GOPMAITMOHHOTO OOMEHa.

Yrpo3st HC/l B UCII/IH, cBsi3aHHBIE C ACHCTBUSIMHU HApPYIIUTEICH, UMEIOITUX
noctyn k MCII/IH, aHanoru4Hbl TEM, KOTOpPbIE HMEIOT MECTO JUIsi OTACIBHOIO
APM, He TOAKIIOUYEHHOTO K CETSIM CBSI3W  OOIIEro TMOJIb30BaHUS.  YTPO3bI
U3 BHEIIHUX CETEeH BKIIOYAIOT B CeOs:

yIpo3bl «AHaJIM3a CETeBOTO Tpaduka» ¢ mepexBaToM IepeaBaeMoil BO
BHEIIIHUE CETU U MPUHUMAEMON U3 BHEIIHUX ceTel nHpopmanuu;

yIpo3bl CKaHUPOBAHUWSI, HAIMPABJICHHBIC HA BBISBICHUE THUIMA OINEPALMOHHOU
cucteMbl APM, OTKPBITBIX IOPTOB U CIIYkKO, OTKPBITBIX COCTMHEHUH U Jp.;

YIPO3bl BBIABJIEHUS NTAPOJIEH;

yrpo3sl nonyuenus HCJI myTeM moaMeHbl JOBEPEHHOTO 00BEKTa;

yrpo3bl Thna «OTka3 B 00CIyKUBaHUNY;

YIpO3bl YAAJIEHHOIO 3aIlyCKa NPUIOKECHUN;

YIpO3bl BHEAPEHUS IO CETU BPEJOHOCHBIX MPOTPAMM.

6.2. TunoBasi Mmoje/ib yrpo3 0€30MacHOCTH MePCOHAIbHBIX TaHHBIX
00pabaTbIBaeMbIX B JIOKAJIbHBIX HH()OPMALMOHHBIX CHCTEMAX
NMEePCOHATBbHBIX JTAHHBIX, HMEIOIIHUX MOJK/IIYeHNe K CeTAM CBSI3H 0011ero
M0JIL30BAHNS U (MJIH) CETAM MEKIYHAPOIHOIr0 HH(POPMAIMOHHOI0 00MeHAa
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[Ipu o6padotke I1/1n B mokanbubix UCII/IH, nMeOIUX MOAKIIOUEHHUE K CETSIM
CBSI3U OOILETO MOJB30BaHUSA U (WJIHM) CETIM MEXAYHAPOIHOTO HH(OPMAIIMOHHOTO
oOMeHa, BO3MOKHA peanuzaius ciaenyromux Y BI1JIH:

yTpO3bl YTEUKU UH(POPMAIIUU IO TEXHUYECKUM KaHaJIaM;

yrpo3sl  HCJI x IIJIH, oOpabarbpiBacMbIM Ha aBTOMATU3UPOBAHHOM
pabouem mecre.

Yrpo3bl yTeuku HHPOPMaIIUK 110 TEXHUYECKUM KaHajlaM BKIIOYaOT B ceOs:

yTPO3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHGOpMaIIHH;

yIpO3bl YTEUKU BUI0BOM MH(MOPMALIHH;

yIpo3bl yTeuku nHpopmanuu no kanary [I9MIUH.

Bo3uuknoBenue YBIIJ[H B paccmarpuBaembix WCIIJIlH 1mo TeXHHUYECKUM
KaHAJlaM XapakTepU3yeTcss TEeMH >K€ YCIOBUAMH M (aKTOpaMu, 4YTO MU UL
npeapaymux tunos UCIIH.

Yrposet HCJl cBA3aHBl ¢ NEUCTBUAMHM HApyLIMTENEH, UMEIOIIUX AOCTYIl K
NCII/H, BkiItouass  nosb3oBatener  MCII[H,  peanusyromumx YIPO3bI
HenocpeacTBeHHO B MCII/[IH, a Takke HapymuTened, HE MMEKIIMX J0CTyna K
NUCTIIH, peanu3yommx yrpo3bl U3 BHEIIHUX CETEW CBA3U OOIIErO MOJIb30BaHUS U
(WH) ceTer MeXayHApOIHOTO HH(POPMAITMOHHOTO OOMEHa.

VYrposst HCJI, cBA3aHHBIE C ACHUCTBHUAMU HAPYILUIUTEIEH, MMEIOMHX JTOCTYIl
Kk UCII/IH, BKiItoyaroT B ce0s yrpo3bl, aHaJOTUYHBIE TEM, KOTOPBIE PEaU3yIOTCS
B oraenbHoM APM, He wuMeronieM TMOJKIIOUYEHHS K CeTsIM CBSI3M  OOIIEro
MOJIb30BAHUSL.

VYTrpo3bl U3 BHEIIHUX CETEH BKIIIOYAIOT B CEOS:

yIpo3bl «AHalM3a CETEeBOro Tpauka» C MEepexBaTOM MEepeJaBaeMoOd BO
BHEILIHUE CETU U NPUHUMAEMOW U3 BHEIIHUX CeTel nH(popManuu;

yYIpO3bl CKaHHPOBAHMS, HAIIPABICHHBIC HAa BBISBICHHUE THUIIA OINEPALMOHHOU
cuctembl UCIIJIH, ceTeBhIX aApecoB pabOuMX CTaHIIUM, OTKPBHITHIX MOPTOB U CIYXKO,
OTKPBITBIX COEAUHEHUH U JP.;

YIPO3bl BBIABJICHUS NIAPOJIEH;

yrpo3bl nonyudenus HCJl myTeM moaMeHsbl JOBEPEHHOTO 0ObEKTa;

yrpo3sl Thna «OTka3 B 00CIyKUBaHUNY,;

YI'PO3bI YAAJIEHHOTO 3aIyCKa NPUII0KEHUM;

YIPO3bI BHEAPEHUS 10 CETU BPEIOHOCHBIX IPOTPAMM.
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